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Styrelsen far harmed avge redovisning for féreningens verksamhet under rakenskapsaret
2022-09-01 - 2023-08-31
féreningens 68:e verksamhetsar

FORVALTNINGSBERATTELSE

Verksamheten

Allmant om verksamheten

Bostadsrattsféreningen har till andamal att i bostadsrattsforeningens hus upplata bostadslagenheter
for permanent boende och lokaler at medlemmar till nyttjande utan tidsbegransning och darmed
framja medlemmarnas ekonomiska intressen.

Bostadsrattsforeningens hus byggdes ar 1955-56 pa fastigheten Godheten som féreningen innehar
med tomtratt. Fastighetens adresser ar Ostra Farmvagen 42 - 46 samt Branteviksgatan 4 - 8 B i
Malmao.

Bostadsrattsforeningen ar ett privatbostadsforetag enligt inkomstskattelagen (1999:1229).
Foéreningen har sitt sate i Malmé.

Fastigheten ar fullvardesforsakrad hos Lansférsakringar. | foreningens fastighetsforsakring ingar
bostadsrattstillagg for féreningens lagenheter.

Arsredovisningen &r upprattad i SEK.

Foéreningens lagenheter fordelar sig enligt foljande:

Rok Antal
1 10 st
2 128 st
3 91 st
4 11 st
Totalt: 240 st
Lokaler, bostadsratt 4 st
Parkeringsplatser 42 st
Total lagenhetsyta 14513,0 kvm
Total lokalyta 248,0 kvm
Lagenheternas medelyta 60,5 kvm
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Medlemsinformation

Under aret har 18 lagenhetsoverlatelser skett. Vid arets utgang hade féreningen 295 medlemmar
(289 foregaende ar). Anledningen till att medlemsantalet dverstiger antalet bostadsratter i foreningen
ar att mer an en medlem kan bo i samma lagenhet. HSB Malmo innehar aven ett medlemskap i
foreningen. Dock skall noteras att vid stdmman har en bostadsratt en rost oavsett antalet innehavare.

Styrelsen under verksamhetsaret

ordférande Ann-Kristin Andersson
vice ordférande / ekonomiansvarig Amir Bosnjakovic
sekreterare Burak Alparslan tom 2023-03-14
Otto Malmkvist from 2023-03-14
ledamot studie-/fritid Hakan Brodén
Otto Malmkvist tom 2023-03-14
Burak Alparslan from 2023-03-14
ledamot utsedd av HSB vakant
suppleant Hanna Thosteman tom 2023-02-26
suppleant Sofia Jysky
suppleant Emma Nilsson tom 2023-02-26
suppleant Lise Gotz from 2023-02-26
suppleant Cecilia Boberg from 2023-02-26

| tur att avga vid kommande ordinarie féreningsstdmma ar de tre ordinarie styrelseledamoterna
Burak Alparslan, Hakan Brodén och Otto Malmkvist, samt de tre styrelsesuppleanterna Sofia Jysky,
Lise Go6tz och Cecilia Boberg.

Aven de fortroendevalda revisorerna Michaela Brahce och Petra Lundgren, samt valberedningens
tre ledamoter Cajsa Nolskog, Siavosh Bigonah och Kemal Saglam ar i tur att avga.

Styrelsen har under aret hallit 15 sammantraden. Av dessa sammantradenen var:
10 st ordinarie styrelsemdten, varav 1 konstituerande styrelsemoéte.

Ovriga sammantraden har varit:
6 st arbetsmoten varav, 1 budgetméte, 1 mote med samtliga fortroendevalda.

Firmatecknare tva i forening
Styrelsen; | forsta hand Ann-Kristin Andersson och Amir Bosnjakovic, darefter Otto Malmkvist,
Hakan Brodén och Burak Alparslan.

Revisorer
De fortroendevalda Michaela Brahce och Petra Lundgren, samt revisor fran BoRevision AB, utsedd
av HSB Riksférbund.

Valberedning
Cajsa Nolskog, Siavosh Bigonah och Kemal Saglam, med Cajsa Nolskog som sammankallande.

Representanter i HSB Malmo fullméktige
Amir Bosnjakovic med Otto Malmkvist som erséattare.

Vicevard
2022-09-01 - 2023-08-31 Ann-Kristin Andersson.
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Foreningsstamma

For verksamhetsaret 2021-09-01 - 2022-08-31 hdlls foreningsstdmman 2023-02-26 i form av en
fysisk stdmma pa Quality Wiew Hotel, Hyllie. Narvarande medlemmar 45 st. Antal réstberattigade var
65 st, varav 20 var i form av fullmakter.

Extrastamma

Det var tankt att en extrastamma skulle hallas gallande fragan gron el/inte gron el. Eftersom det ej
gick att fa fram pris for de 2 alternativen for att jamfora, foljdes juristernas rad om att inte anordna
nagon extrastdamma under hdsten. Enligt juristerna vore det “en onddigt stor atgard for en enda
punkt pa dagordningen”. Postrostning var enligt Elin Sénnerdahl inte méjligt. Beslutet kan istallet tas
pa kommande ordinarie stamma.

Fonster och fasader

Lite historik:

Anbudsfoérfragan gjordes hosten 2021 till ett antal entreprenérer. Efter anbudsutvardering valdes

3 st entreprendrer ut for vidare intervju. Pandemin gjorde att intervjuerna kunde genomforas forst

i februari och mars 2022. Styrelsen gjorde da sitt val av entreprendr och tanken var att starta
projektet efter sommarsemestrarnas slut 2022. Malmé kommun begarde da in en ny ljudutredning,
och en sadan genomférdes.

Malmé kommun och styrelsen har helt skilda asikter om vilket fonster som ar lampligt att byta till,
varfor vart planerade fasad-/fonsterbyte har fordréjts och férdyrats. Detta beror dels pa att pandemin
stallde till med forseningar, dels paverkade kriget i Ukraina pa sa satt att det blev kostnadsokningar
for bade material och transporter. Mest beror det pa att bygglovsproblemet férsenat igangsattandet.
Malmd kommun har godként bygglov, men for ett annat fonster an det styrelsen, projektledningen
och den valda entreprendren hade enats kring, som varande det basta. Bygglov sdktes igen men
nekades ater. Det fonster som Malmd kommun ansag att féreningen skulle byta till skulle vid tillfallet
ha en kostnad pa 1.750.000 kr mer. Enligt expertis skulle det vara samma daliga val som de
befintliga fonstren. Anlitad jurist 6verklagade arendet till Lansstyrelsen, som dessvarre inte dndrade
Malmé kommuns beslut. Efter mycket diskuterande beslot styrelsen att dverklaga aven Lansstyrelsens
avslag.

Just nu:

| dagslaget ar arendet hos Mark- och Miljddomstolen fér avgérande, med en tidsplan som styrelsen
inte alls har nagot inflytande 6ver.

Vi avvaktar alltsa ett besked fran Mark- och Miljodomstolen.

Parkering

Pa Branteviksgatan har vi med hjalp av jurister slutit ett avtal med brf Gunnebo om de 18 platser
som finns pa brf Ganbos sida av parkeringsplatsen mot att brf Ganbo bekostat brf Gunnebos del
av asfalteringen av parkeringsplatsen.

Avtalet I6per fram t 0 m 2036-06-30. Om inte brf Ganbo till dess har sagt upp avtalet 12 manader
fore 16per det vidare t o m 2046-06-30, med en uppsagningstid pa 12 manader. Darefter kan det
forlangas med 2 ar i taget, uppsagningstiden densamma. Brf Ganbo maste kompensera innehavet
av marken for parkeringsplatserna till brf Gunnebo med 3% av brf Gunnebos tomtrattsavgald.

De 3 forsta platserna ar reserverade for styrelsen/styrelsens besokare/entreprendrer, och tas dven
i ansprak for uppstallning av container nar sddan bestallts.

Brf Gunnebo ansvarar enligt avtalet for beskarning av traden vid p-plats 15 pa Branteviksgatan.
Pa O Farmviagen avvaktas det med uthyrning av de nya platserna. 2 st &r ténkta att fungera

som lagringsplats for material under den planerade fasad-/fonsterrenoveringen. Den 3e platsen

ar reserverad som uppstallningsplats for container och kan darfér inte hyras ut. 2 st platser ar
avsedda fér MC.

Kolistan till en parkeringsplats &r mycket lang, vilket &ven vantetiden &r. Brf Ganbo har bara

42 platser att fordela till 244 bostadsréatter. Platserna fordelas strikt efter kotid.

Miljohusen / sophamtning / grovsopor

VA Syd hamtar restavfall och matavfall 2 ganger/vecka. Prezero Recycling AB hamtar tidningar
varje tisdag, plast och kartong varje onsdag, glas och metall pa tisdagar udda veckor.

Alla andra sopor = grovsopor, elektronik, farligt avfall (= kemikalier) skall medlemmarna
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sjalva forsla till atervinningscentral.

Vi utgar fran att vara medlemmar/boende ar mycket noggranna vid sopsorteringen. Dels innebar
det att féreningen inte behdver betala extrakostnader for felsorterade sopor, dels kan vara miljohus
hallas frascha for allas trevnad.

Alla 3 miljdhusen halles lasta kl. 23.00 - 05.30 for att styrelsen vill férsdka forhindra problemet med
att grovsopor dumpas i vara miljéhus kvalls- och nattetid.

Avlopp

Spolpagarna ar den_enda entreprenér som far anlitas vid avloppsproblem.

Var hart tillkdmpade 10-arsgaranti fran Proline AB gar férlorad om nagot annat bolag anlitas.

Om renovering innebar flytt av ror eller brunn maste detaljerad ritning, dokumentation om arbetet
och vilken auktoriserad entreprendr som skall utfora det Iamnas till styrelsens besiktningsman, och
godkannas av denne.

Renovering

Renovering av lagenhet ar tillaten, sa lange det inte rér sig om barande vaggar, andring av avlopp,
varme eller vatten, eller annan vasentlig forandring i lagenheten. Tala med styrelsen om planerna.
Vid storre forandringar skall ansdkan goras till styrelsen med beskrivning av den planerade
forandringen samt ritning eller skiss bifogas beskrivningen. Planerar byggstart och fardigstallande-
datum maste anges. Anstkan godkannes av styrelsen endast under forutsattning att bygglov sokes
och beviljas/bygganmalan goérs for andringarna och att forandringen inte ar till pataglig skada eller
oldgenhet for bostadsrattsféreningen.

Vid renovering boér lampligen grannarna férvarnas genom att en informationslapp sattes upp val
synlig i trapphuset.

Forsakringsarende

Vi har Lansforsakringar som forsakringsbolag for fastighets-/bostadsrattstillaggsférsakringarna. Om
bostadsrattstilldggsforsakring behdver anvandas anmaler lagenhetsinnehavaren sjalv till férsakrings-
bolaget, om inte féreningens fastighetsforsakring behover trada in pa grund av skadans omfattning.
Tillaggsforséakringen omfattar vitvaror, fonster, ytter-/innerddrr samt ytskikt. Aldersavdrag gérs.

Vattenskador

Nagra lagenheter i foreningen har under aret drabbats av vattenskador. Vid renovering maste man
vara noggrann och understka sa att man inte borrar i ledningar for el och vatten. Kyl/frys samt
diskmaskiner bor ha lackageskydd under maskinen. Tvattmaskin kan man ha i lagenheten aven
om ingen golvbrunn finns, men det maste vara vattentatt underlag liksom vattenfelsbrytare. Det ar
forsékringsbolaget som avgdér om man far ersattning. Enligt forsékringsbolaget maste man ha
installerat enligt branschorganisationens regler samt "Saker vatten.se. Lackage i badrum fran bade
badkar/toalettstolar har férekommit, varfér man bér vara observant pa detta.

Kallarutrymme

Kallarforradet far inte anvandas som ett forvaringsutymme for bildack eller brandfarligt material.

Det finns ett kallarforrad till varje lagenhet. Till varje lagenhet hor aven ett mindre utrymme i de tidigare
kylkallarforraden. Kylkallarna ar inte langre i bruk som kylkallare och kommer heller inte att aterstallas
som sadana. Detta av kostnadsskal. Forslag har tidigare framkommit att dessa utrymmen skulle kunna
go6ras om till annat forvaringsutrymme, men det har inte gatt att genomféra pga att utrymmet tillhor
lagenheten. Beslut maste fattas pa féreningsstamma vid tva pa varandra foljande stammor.

Kallargangar / skyddsrum

Skyddsrummens utrustning har kontrollerats och den &r godkénd i alla skyddsrum. En stéadning i form
av dammsugning av skyddsrummen och kallargangar har genomférts. Eftersom skyddsrummen vid
behov skall kunna anvandas inom 48 timmar ar var férhoppning att de boende

i Ganbo inte slanger nagot skrap dar.
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Brandlarm / brandskydd

Brandvarnarna har kontrollerats och trasiga har bytts ut. De brandlarm som har I6st ut har lyckligtvis
visat sig vara falsklarm. Vi haller pa med att forsoka hitta ett battre brandvarnarsystem. Brandlarmet
kan utlésas av att nagon roker i trapphusets kallarvaning. Brandlarmscentralernas utformning har
visat sig vara mindre bra, darfér kommer vi att vidta atgarder for att sakerstalla att larmen inte kan
stangas av pga okynne, vilket har hant nagra ganger. Befintliga brandvarnarna har rengjorts.
Samtliga brandslackare har bytts. | tvattstugan i 42an ar det numera en skumslackare. Brandskydds-
ronder gors regelbundet.

Barnvagnar / rullatorer / dorrmattor / annat 16st i trapphusen

| varje hus finns ett barnvagnsrum. Det 6ppnas via kod eller med nyckel, som kan erhallas nere pa
fastighetskontoret mot en deposition pa 150 kr. Vid retur aterfas den deponerade summan.

Det ar inte tillatet att stalla barnvagnar i trapphusen. Ej heller i de utrymmen som finns pa
kallarplanet i vissa trapphus.

For rullatorer kan utrymmet vid entréddrrens utsida anvandas. Nyckel finns pa fastighetskontoret.
Rullatorer far forvaras i trapphusets entréplan, forutsatt att de ar ihopfallda och fastlasta i vaggen.
Doérrmattor eller andra I6sa foremal ar ur brandskyddssynpunkt inte tillatna.

Hobbyrummet

Lokalen ar inte i bruk fér narvarande, utan den ar "pausad” tills vidare. Den tas i bruk forst nar den
ar helt iordningstalld. Fénstren kommer att bytas vid fasad-/fénsterrenoveringen. Ett nytt system for
bokning och tilltrade (likt fritidslokalen) till utrymmet kommer att inféras framover.

Pingislokalen

Foreningens pingislokal finns i 42C och kostar 200 kr / ar att anvanda. Avgiften debiteras uppdelat
per manad pa manadsavin och I6per tills man sjalv avslutar. Tillirade via tagg, som programmeras
pa fastighetskontoret. Lokalen &r ljus och frasch.

Bastun

Bokning av bastutid gors pa lista utanfér bastun. Endast 1 pass at gangen far bokas. Det kostar
200 kr / ar for tilltrade till bastun. Kostnaden debiteras per manad pa manadsavin och I6per tills man
sjalv valjer att avsluta. Tillrade sker genom tagg, som programmeras pa fastighetskontoret.

Forenings- / fritids- / fest- / 6vernattningslokal

Forenings-/fritids-/festlokalen: Vardagar och sdndagar ar sluttiden kl. 23.00 i lokalen. Fredagar
och lérdagar har tiden (efter ett tidigare stdmmobeslut) bestamts att utdkas till kl 01.00.

OBS!!!! Sankt volym galler efter kl. 23.00.

Overnattningslokalen: Léangsta sammanhéngande tid fér hyrning av évernattningslokalen &r nu
hela 14 dagar.

Rokning ar inte tillaten i lokalerna, och séllskapsdjur far inte vistas dar.

Bokning sker via fastighetskontoret for bada lokalerna. Nyckeln kvitteras ut mot deposition pa 500 kr.
Depositionen aterfas efter godkand besiktning av lokalen. Hyreskostnaden debiteras pa kommande
manadsavi.

Vi far ofta forfragningar fran personer som inte bor i brf Ganbo och som vill hyra véra lokaler, men
den hyrs bara ut till medlemmar/boende.

Stadning i trappor och tvattstugor

Foéreningen har avtal med KIA Kvalitetsstad AB. Stadning i trapphusen sker 1 gang/vecka under
sommartid. Vintertid stadas det 2 ganger/vecka, den ena av gangerna stadas hela trapphuset, den
andra gangen stadas entréplan samt %z trappa upp och % trappa ner. Styrelsen vill paminna om att
det finns ett skrapgaller pa trappstenen utanfor entrédérren, samt en matta innanfér dérren. Om ratt
anvanda minskas nedsmutsningen av trapphusen betydligt och det ser trevligare ut i trapphusen.

En utdékning av antalet stadddagar i tvattstugorna har inforts. Dar stddas numera 3 ganger per
vecka. Detta eftersom det i tvattstugorna har slarvats med stadningen efter avslutade tvattpass.
Alla som anvander tvattstugor och torkrum skall se till att gora rent efter sig.
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Tvattstugorna

Storsta delen av de fel som uppstar i tvattstugornas utrustning beror pa felaktigt handhavande.
En ofta forekommande anledning till fel i tvattmaskinerna ar spik/skruvar i fickorna eller att
bygel-BH tvattas utan tvattpase. Byglarna/spikarna/skruvarna lossnar och gar ner genom halen
i trumman, vilket gor att maskinen havererar.

Att byta trumma ar dyrt, det kostar onddiga 4 - 10.000 kr och det hander tyvarr for ofta.

Ett nytt stort, effektivt torkskap har installerats i tvattstugan i 46an.

En stor grovtvattmaskin finns i 42ans spontantvattstuga, samt 1 stort, effektivt torkskap férutom
2 vanliga tvattmaskiner, 2 torktumlare samt en mangel. | 4ans spontantvatt finns 2 tvattmaskiner,
2 torktumlare samt en mangel.

Spontantvattstugorna ar till fér akuta tvattbehov, inte for hela vecko-/manadstvatten.

Endast 1 tvattmaskin at gangen far anvandas. Styrelsen dvervager att infora taggstyrning for
alla spontantvattmaskinerna eftersom de "missbrukas”. Man tvattar allt samtidigt i spontan-
tvattstugan istallet for att de boende/medlemmarna bokar pass i de bokningsbara tvattstugorna.

Element / kallt i lagenheten

Om man tycker det ar kallt i lAgenheten och man vill mata temperaturen skall den matas mitt i
rummet, 1 m upp fran golvet. Se till att inte elementen ar avstdngda, ha inga tunga mébler eller
gardiner framfor fonstren, kontrollera tatningslister i fonstren.

Varmen styrs via utomhusgivare och den faktiska utetemperaturen. Systemet startar vid 17° ute.

Energideklaration
Den senaste energideklarationen ar uppsatt pa anslagstavlorna i trapphusen.

OVK-besiktning

OVK-besiktningen genomférdes i mars 2023. Resultatet av den var att lagenheterna i 6A-C och
8A-B ar godkanda. Lagenheterna i 42/44/46 och i 4an ar inte godkanda. En ombesiktning kommer
att ske. De lagenheter som inte ar godkanda har fatt brev om detta och maste infor aterbesoket
atgarda det problem som angetts av sotarna. Att inte atgarda leder till att féreningen kan alaggas
att betala vite, nagot som varken boende eller styrelse vill.

Styrelsen kontrollerar statusen for OVK i samband med tillsynen vid lagenhetsoverlatelse.

Radon
Enligt den tidigare féretagna radonmatningen foreligger det inga problem med férhéjda varden
i brf Ganbo.

Balkonger / rullgardiner

Enligt uppdrag fran tidigare arsstamma tog styrelsen fram prover fran olika persiennleverantérer.
Proverna finns fortfarande till paseende pa fastighetskontoret, men intresset har varit obefintligt,
varfor styrelsen inte forhoért sig om vilka priser som galler idag.

Ohyra

Vi ber vara boende/medlemmar: Mata inte faglarna (och darmed rattorna) pa garden.

Om vara medlemmar/boende upptacker skadedjur/ohyra ar det till Anticimex man skall ringa,
telefon 0752 - 45 10 00.

Passage- och bokningssystemet

Passage: Utbytet av samtliga boendes samtliga taggar &ar fortsatt paAgaende. Det sker trapphus
for trapphus. Information satts upp i entrén nar det ar dags. For en 6kad sékerhet ar det aven
framoOver sa att vid en lagenhetsdverlatelse sparras de befintliga taggarna och kdparen kvitterar
ut nya pa fastighetskontoret.

Styrelsen paminner om att taggen de facto ar en nyckel. Vid férlust av en tagg skall
kontakt snarast tas med fastighetskontoret och taggen skall sparras. Icke-fungerande
taggar byts ut utan kostnad mot att de ldmnas in till fastighetskontoret. Utan retur av den
defekta taggen debiteras man fér ersattningstaggen. En extra tagg debiteras med 100 kr.
Porttelefon: Vi har porttelefoner for att vi enkelt kunna éppna for vara bestkare.
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Viktigt ar att inte 6ppna for nagon utan att forst veta vem det ar som man slapper in.
Styrelsen hoppas att vara boende/medlemmar ténker pa att aldrig stalla upp entré- eller
kallardorrar och lata dem sta uppstallda utan tillsyn. Vi har passagesystemet for allas var
sdkerhet och om dorrarna lamnas Oppna ar sékerheten bortblast.

Bokning av tvattpass: Gors med tagg via displayen i respektive tvattstuga, eller via internet
pa brf Ganbos hemsida. Losen som kravs for att boka via internet erhélles fran fastighets-
kontoret.

TV / Bredband

Féreningen har hittills haft avtal med Tele2 om ett basutbud for kabel-TV. Kostnaden har varit
inkluderad i manadsavgiften. Under hosten kommer ett byte av kabel-TV-leverantor att ske, till
ett avtal som ar foérdelaktigare for féreningen.

Det avtal som féreningen har med Ownit om obligatorisk gemensam bredbandsanslutning
innebar for narvarande en manadskostnad pa 56 kr, vilket anges pa manadsavin. Denna avgift
kommer att héjas med en liten summa framover. Hastigheten ar 1000 Mb/s i bada riktningarna
om du har ratt utrustning.

Container

Container kommer att finnas pa plats i brf Ganbo enligt det schema som kommer att finnas pa
anslagstavlan i varje trapphus. Container kommer dven framéver att finnas bade vid
Branteviksgatan 8 och vid O Farmvéagen 42. Var férhoppning &r att medlemmar/boende anvéander
sig av mojligheten att gora sig av med sina grovsopor via containern och inte gor sig av med sina
grovsopor via miljdhus och kallargangar.

Faglar pa taken / dggplockning

Agg och bo plockas regelbundet och har rensats bort pa samtliga tak i ett forsok att slippa ifran
de skranande masarna. Vi har inte lyckats helt att slippa dem eftersom grannféreningarna inte
plockar rent pa sina tak.

Tyvarr har vi inte hittat nagon effektiv metod att fa duvorna att inte sitta pa taket vid hérnet av
44BJ/46A, vilket leder till att vi med jdmna mellanrum maste tvatta taket och rensa hangrannor
och stupror dar.

Rensning av hangrannor och stupror kommer att goras vid hérnet 44B/46A pga stopp i rénnor
och stuprér efter nedfalina fagelbon och nedsmutsning fran faglar. Aven taktvatt kommer att
gOras pa samma takavsnitt.

Lackage i kdllare

Vid 42B och 4E visade det sig vara otatt vilket gjorde att det lackte in vatten i kallarforrad. Detta
kommer att atgardas genom tatning under marknivan. Eventuellt otata fogar fran grunden och
uppat kommer att atgardas i samband med den kommande fasad-/fénsterrenoveringen.

Underminering av mark
Ny underminering av marken vid 42ans tvattstugeingang (gardssidan) skall atgardas.

Belysning

Utomhus: Samtliga kupor i ytterbelysningens stolpar byttes ut och ersatts med nya exakt likadana
kupor, och kvicksilverlamporna ersattes med LED-lampor. Belysningen pa vara gardar ar numera
valdigt mycket béattre. Ovriga ytterbelysningar kommer att bytas i samband med den kommande
renoveringen av vara fasader/fonster. Avser fasadbelysningar, lampor vid entréerna samt vid alla
cykelstallen.

Inomhus: Belysningen i tvattstuga 46an kommer att bytas ut helt och hallet inom kort. Nar IMD
startar kommer aven all trapphusbelysning och kéllarbelysning att bytas ut.

Tradgardsmobler
Vara flyttbara tradgardsmaobler ar populara och far da och da ben och ger sig av ut pa Gréningen
och behdver hamtas hem av vaktmastarna.

Klottersanering
Klottersanering bestélls sa snart det upptacks, vilket ar mest i portalerna och pa miljéhuset vid
42an. Styrelsens erfarenhet sager att "klotter féder mer klotter”.
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Cykelrensning

Atskilliga cyklar hade tagits omhand och var tvungna att férvaras under viss tid innan bortforsling
fick ske. En entreprenér har numera hamtat alla omhandertagna cyklar. En ny och valbehovlig
cykelrensning kommer att genomféras framdéver. Vi uppmanar vara medlemmar/boende att de
sjalva ser till att deras cyklar inte ser dvergivna och skrotfardiga ut.

Boulebana
Foreningens boulebana beldgen vid 8an anvands da och da, mest av boende i var grannférening.
Styrelsen hoppas att den kommer att anvandas flitigt &ven av Ganbos egna boende/medlemmar.

Grillplatserna / lekplatsen

Grillplatserna och lekplatsen ar populara, ofta inte bara bland Ganbos medlemmar/boende.
Lekplatsen: Styrelsen kommer att anlita en besiktningsman for lekplatsen infér varsasongen.
Grillplatserna: Man far anvanda sin egen grill, men den maste tas omhand av respektive agare.
| annat fall forslas grillen bort av vaktmastaren. Efter grillfest skall samtliga matrester och sopor
tas omhand och slangas i miljdhusen. Viktigt &r da att grillkolen inte fortfarande gléder/ar varma
nar de kastas.

Tradgard / vaxter / julgran

Foéreningen har avtal med Sydsverige Entreprenad AB gallande tradgardsskoétseln. De blir inte sa
glada nar vara boende/medlemmar pa eget initiativ och efter eget tycke/kunnande agnar sig at
dvara tradgardars skotsel.

Vaxterna i urnorna vid entréerna byts ut vid behov och efter sdsong. En del murgréneplantor vid
42C/D har tyvarr inte klarat sig och kommer att ersattas.

| samband med den kommande fasad-/fénsterrenoveringen kommer det mesta av befintliga rabatter
intill vara husvaggar att réjas bort och senare ersattas av annan grénska.

Julgranar kommer aven 2023 att finnas pa plats pa bada gardarna infér 1a advent, och da kladda
med de extra ljusslingorna som bestalldes férra aret.

Juridik

Foreningen har haft kostnader for en del juridiska drenden under verksamhetséaret, bl a behdvdes
expertis for avtalet gallande parkeringsplatserna pa Branteviksgatan 8. Aven éverklagandet av
bygglovet till LAnsstyrelsen och senare aven till Mark- och Miljddomstolen gjorde att det tillkom
kostnader for juridisk sakkunskap.

Besiktning
Fastighetsbesiktning har utforts av certifierad besiktningsman.

Stérningar

Om medlemmar/boende upplever stérningar skall stérningsjouren tillkallas av den som stors.
Styrelsen far darefter en rapport om incidenten, och har da en oberoende kalla att aberopa om
nagra ytterligare atgarder behdver vidtagas. Den som ar utsatt for stérning kan lampligen féra

en storningslista som underlag for sitt/sina klagomal.

Anonyma storningsanmalningar beaktas inte.

Andrahandsuthyrning

Om man behdéver hyra ut sin Idgenhet under en tid anséker man hos styrelsen om detta. Man
fyller i en ans6kan och anger skalet/en for varfor man maste hyra ut, under vilken tid, samt
hyresgastens uppgifter. Styrelsen beviljar eller avslar sedan ansékan. Har man godtagbart
skal brukar det inte vara nagot problem att fa sin ansdkan beviljad. Att hyra ut sin lagenhet
utan att ha styrelsens godkannande &r en handling som kan leda till avhysning. Aven om
man later nagon i familjen/slakten bo i ldgenheten, utan att de betalar hyra, raknas det som
en andrahandsuthyrning och skall ansékas om. Airb 'nb-uthyrning godkannes inte.
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Vasentliga avtal
Forvaltning:

Fasad-/fonsterrenovering:
for

Fastighets-/tradgardsentreprenér samt sn6rojning:

Fastighetsforsdakring samt bostadsrattstillaggsforsakring:

Vatten och avlopp:
El och fjarrvarme:
Digitaliserad kabel-tv:

Bredband:

Skalskydd samt porttelefoner:
Bokningssystem tvittstugor:
Klottersanering och sopkarlstvitt:
Service av brandskydd:
Brandslackare:

Parkeringsarende:

Besiktning av hcp-hiss:
Entrémattor:

Sophéamtning:

Fastighets- och stérningsjour:

Gemensam el

HSB Malmé — om ekonomisk
férvaltning.

HSB Malmé om att Mats Larsson,
Projab AB, skall vara

fasad-/fonsterrenovering.

Sydsverige Entreprenad AB om

fastighetsskotsel,

tradgardsskotsel samt

snoérdjning.
Willys/Lansforsakringar.

VA Syd.

EON.

For narvarande Tele2/ComHem.

(kommer att &ndras under hdsten)

Ownit

SydAntenn Tele AB.

AB Byggbeslag.

Klottrets fiende No 1.

fsb Sverige AB.

Orestads Brandtjanst AB.

Aimo Park.

SLP Besiktning.

Herr Bjérkmans Entrémattor

VA Syd och Prezero Recycling
AB
Securitas / HSB Malmo

Inforandet av gemensam el ar planerat att paborjas under varen 2024.

Underhallsplanen

Underhallsplanen f6ljs och uppdateras arligen tillsammans med HSB Malmo.

Ekonomi

Arsavgifterna uppgick under aret till genomsnitt 793 kr per bostadsléagenhetsyta. Den for aret
2023/2024 upprattade budgeten har visat ett héjningsbehov av arsavgiften, varvid styrelsen

beslutat att héja med 3% fr o m 2024-01-01.

Foreningens banklan uppgéar pa bokslutsdagen till 29 480 518 kr. Under aret har féreningen
amorterat 1 176 860 kr vilket kan sédgas motsvara en amorteringstakt pa 25 ar.
Styrelsens intention ar att ha kontanter i kassan for att ha utrymme att finansiera vart framtida

behov av underhall.

| syfte att begrénsa riskerna har féreningen bundit Ianen pa olika bindningstider.

Tomtrattsavgald

Foéreningens tomtrattsavgald galler t o m 2025-06-30 och uppgar f n till 812.672 kr/ar. Brf Ganbo
har fatt besked fran Malmé kommun om att tomtrattsavgalden fr o m 2025-07-01 kommer att

uppga till 1.233.520 kr.

Vasentliga risker och osdkerhetsfaktorer som foreningen star infor

Risk finns att bygglovsprocessen kan dra ut pa tiden.
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Signerat CHB, AB, AA, BA, OM, PL, MB, AC

projektledare




HSB Brf Ganbo i Malmo
Org.nr 746000-5650

Ovrigt

Styrelsens utbildning och tillgéanglighet

Kompetens

Att deltaga i kurser genom HSB Malmo och att deltaga i seminarier och olika massor, ar ett
bra satt att 6ka kompetensen hos styrelseledaméterna. Det ger nya infallsvinklar och ger aven
moéjligheter till givande kontakter med representanter for andra bostadsrattsféreningar samt
entreprendrer.

Oppettider och kontaktuppgifter

Vart fastighetskontor har tidigare varit bland de som har varit mest tillgangliga, med 6ppet for bade
besdk, telefon och mail under samtliga vicevardens tjanstgoringstimmar. Oppettider fér personliga
besok har andrats till att vara onsdagar var 14e dag (Jamna veckor) kl 16 - 19. Réda dagar
har kontoret stangt.

Det finns telefonsvarare pa kontorets telefon 040 - 620 05 25. E-postadress: ganbo@ownit.nu

Felanmalan skall goéras vardagar kl 08 - 16 till Sydsverige Entreprenad, 040-630 62 50 val 1.
Felanmailan / stérningsanmalan jourtid kl 16 - 08, samt s6n- och helgdagar skall géras till
HSB Malmoé/Securitas pa telefon 0104 - 42 30 00, val 1.

Anmalan om obehdrig parkering gors av den som hyr parkeringsplatsen, och gors da till
Aimo Park pa telefon 0771 - 96 90 00, val 4.

Styrelsens slutord

Brf Ganbo har god ekonomi och bra framtidsutsikter. Det har, marknaden till trots, salts en del
lagenheter i foreningen, vilket visar att det finns ett intresse for var férening och fér omradet.

Det ar ju ett 6ppet och gronskande omrade, sa det ar kanske inte sa konstigt. Att vi har ett stort,
fint kommunalt gronomrade i direkt anslutning till vara egna stora gronytor gor ju inte saken
samre. Dessutom ar det ett ganska centralt lage, och det &r endast en kort cykeltur pa bra cykel-
vagar till Oresund, Ribersborg och Limhamnsféltet. Skola och férskola finns precis intill. Férutom
var egen lekplats finns en kommunal sddan pa Gréningen. Lite langre bort ligger en multiarena.
Tata bussturer pa linjerna 5 och 9 underlattar vara kommunikationer med centrum, som bara ar
en kort bussresa bort. Aven nérheten till de stora utfartslederna i alla riktningar samt Rosengérds
tagstation precis inpa knutarna ar en stor tillgang for alla pendlare.

Det gangna verksamhetsaret har varit speciellt, med tanke pa den efterdyningarna av den
pandemi som fortfarande satt sina spar, och som ledsamt nog spas vara pa vag igen. Det for
oss sa trakiga vantandet pa att fa satta i gang med den behdvliga fasad-/fonsterrenoveringen
gor att planeringen "géatt lite i sta”.

Dock har planerna pa den IMD som vi tdnkt genomféra kommit Iangt och kan, om allt gar som
det ar tankt, sattas i verket under varen 2024.

Nu blickar vi hoppfullt framat. Vi tar med glad tillférsikt itu med de kommande stora arbets-
uppgifter som vantar.

Styrelsen tackar alla medlemmar och boende for aret som gatt. Vi ser fram mot det kommande
aret med entusiasm. Vi ar dévertygade om att vi, om vi samarbetar och hjalper varandra att ta
hand om brf Ganbo, &ven framdver kan bo i en trygg, trevlig och trivsam forening.
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Flerarsoversikt (Tkr)
Nettoomséttning

Rorelsens kostnader
Finansiella poster, netto
Arets resultat

Likvida medel & fin placeringar
Skulder till kreditinstitut
Fond for yttre underhall
Balansomslutning
Fastigheters taxeringsvérde
Soliditet (%)

Réntekostnad kr/kvm
Laneskuld kr/kvm

Avgift kr/kvm

Forindringar i eget kapital
Medlems-
insatser
Belopp vid arets ingéng 358 700
Ianspraktagande 2022/23
av yttre fond
Avsittning ar 2022/23
yttre fond
Disposition av foregdende
ars resultat:
Oresutjimning
Arets resultat
Belopp vid arets utgang 358 700

Forslag till vinstdisposition

2022/23
11 994
-9 536

-370
2089
17 243
29 481
15 028
65 831
193 703
53

26
1997
793

Upplatelse-

avgift

0

0

2021/22
11 961
-9 819

-369
1773
15178
30 657
15104
65 094
193 703
45

26
2076
793

Fond for yttre

underhall

15103 832

-521 556

446 000

15 028 276

Styrelsen foreslar att till forfogande stdende vinstmedel (kronor):

balanserad vinst
arets vinst

disponeras sé att
1 ny rékning dverfores

Transaktion 09222115557508725342
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2020/21
12 003
-9 534

-357
2112
12 825
31834
15 406
64 076
181 457
48

26
2157
779

Balanserat

resultat

15312 051

521 556

-446 000

1772 548
-1

17 160 154

17 160 154
2 088 529
19 248 683

19 248 683
19 248 683

2019/20
11 745
9572

387
1786
12 288
34 700
15 433
64 786
181 457
44

27
2351
779

Arets

resultat

1772 548

-1 772 548

2 088529
2 088 529

2018/19
11413
-8 546

-426
2441
10 741
36416
16 051
64 676
181 457
42

30

2 467
755

Totalt
32547 131
0

0

0

-1

2 088 529
34 635 659
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Resultatrakning

Rorelsens intikter
Nettoomséttning
Ovriga intakter

Rorelsens kostnader
Reparationer
Planerat underhall
Fastighetsavgift/skatt
Driftskostnader
Ovriga kostnader
Personalkostnader

Avskrivningar av materiella anldggningstillgdngar

Rorelseresultat

Resultat fran finansiella poster
Ovriga ranteintdkter och liknande resultatposter
Réntekostnader och liknande resultatposter

Arets resultat

Transaktion 09222115557508725342

Not

(9]

[c BN I @)

2022-09-01
-2023-08-31

11 720 334
273 666
11 994 000

-273 893
-521 556
-388 754
-5 845214
-521 038
-519 090
-1 466 340
-9 535 885
2458 115

16 696
-386 282
-369 586

2 088 529
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2021-09-01
-2022-08-31

11718 790
241 786
11 960 576

-602 972
-822 749
-371 709
-5496 011
-543 436
-515 921
-1 466 341
-9 819 139
2 141 437

13 867
-382 757
-368 890

1772 548
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Balansrikning

TILLGANGAR
Anlédggningstillgangar
Materiella anliiggningstillgangar

Byggnader
Pégaende nyanldggningar

Finansiella anliggningstillgangar
Andra langfristiga virdepappersinnehav
Summa anliggningstillgangar
Omsittningstillgangar

Kortfristiga fordringar

Avgifts- och hyresfordringar
Avrikningskonto HSB Malmo

Ovriga fordringar
Forutbetalda kostnader och upplupna intékter

Kassa och bank
Summa omsittningstillgingar

SUMMA TILLGANGAR

Transaktion 09222115557508725342

Not

10
11

12

13
14

2023-08-31

47 655 467
494 078
48 149 545

1500
1500
48 151 045

3779

17 242 637
33 884
398 854
17 679 154

591
17 679 745

65 830 790
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2022-08-31

49 121 805
338 163
49 459 968

1500
1500
49 461 468

24 958
15176 968
37704
392 140
15 631 770

1191
15 632 961

65 094 429
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Balansrikning Not

EGET KAPITAL OCH SKULDER

Eget kapital

Bundet eget kapital

Medlemsinsatser

Fond for yttre underhall 15

Fritt eget kapital
Balanserad vinst
Arets resultat

Summa eget kapital

Langfristiga skulder

Skulder till kreditinstitut 16,17, 18
Summa langfristiga skulder

Kortfristiga skulder

Skulder till kreditinstitut 16,17, 18
Leverantdrsskulder

Aktuella skatteskulder

Ovriga skulder 19
Upplupna kostnader och forutbetalda intidkter 20

Summa Kortfristiga skulder

SUMMA EGET KAPITAL OCH SKULDER
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2023-08-31

358 700
15028 276
15 386 976

17 160 154

2 088 529
19 248 683
34 635 659

20 507 016
20507 016

8973 502
138 515
53 666
8939
1513493
10 688 115

65 830 790

Signerat CHB, AB, AA, BA, OM, PL, MB, AC

2022-08-31

358 700
15103 832
15 462 532

15312 051

1772 548
17 084 599
32547 131

29480 518
29 480 518

1176 860
231 848
36 738

14 247

1 607 087
3066 780

65 094 429
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Kassaflodesanalys Not

Den lopande verksamheten

Resultat efter finansiella poster

Justeringar for poster som inte ingar i kassaflodet
Kassaflode fran den lopande verksamheten fore
fordndring av rorelsekapital

Kassaflode fran forindring av rorelsekapitalet
Foréndring av kortfristiga fordringar

Foréndring av kortfristiga skulder

Kassaflode fran den lopande verksamheten

Investeringsverksamheten
Investeringar i materiella anlaggningstillgdngar
Kassaflode fran investeringsverksamheten

Finansieringsverksamheten

Upptagna lan

Kassaflode fran finansieringsverksamheten
Arets kassaflode

Likvida medel vid arets borjan
Likvida medel vid érets borjan
Likvida medel vid arets slut

Transaktion 09222115557508725342

2022-09-01
-2023-08-31

2 088 529
1 466 340

3 554 869

18 285
-175 307
3397 847

-155915
-155 915

-1 176 860
-1176 860
2065072

15178 167
17 243 239

Signerat CHB, AB, AA, BA, OM, PL, MB, AC

2021-09-01
-2022-08-31

1772 548
1 466 341

3238 889

54294
422294
3715 477

-185 588
-185 588

-1176 719
-1176 719
2353170

12 824 997
15178 167
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Noter

Not 1 Redovisnings- och virderingsprinciper

Allméinna upplysningar
Arsredovisningen #r upprittad i enlighet med arsredovisningslagen och BENAR 2012:1 Arsredovisning
och koncernredovisning (K3).

Redovisningsprinciperna ar ofordndrade jamfort med foregidende ar.

Intiktsredovisning

Intékter har tagits upp till verkligt virde av vad som erhallits eller kommer att erhallas och redovisas i
den omfattning det dr sannolikt att de ekonomiska férdelarna kommer att tillgodogdras féreningen och
intédkterna kan berdknas pa ett tillforlitligt sétt.

Valuta
All redovisning sker i svensk valuta SEK

Fond for yttre underhall

Reservering for framtida underhall av foreningens fastigheter sker genom resultatdispositioner enligt
foreningens underhallsplan. En tolkning av foreningens stadgar ar det styrelsen som &r behorigt organ for
beslut om reservering till yttre fond enligt foreningens underhallsplan. Detta innebér att arets omforing
mellan fritt och bundet eget kapital innehéller reservering till och ianspréktagande av yttre fond enligt
styrelsens beslut gédllande 2022/2023.

Byggnader

Aterstaende redovisningsmissig nyttjandeperiod for foreningens byggnad har beddmts vara 63 &r.
Avskrivningarna sker linjart 6ver forvintade nyttjandeperioder. For byggnad sker en viktad avskrivning
baserad pa komponenternas respektive virde. Arets avskrivning pa de olika komponenterna uppgar
genomsnittligt till 1,73%.

Inventarier
Avskrivning sker planenligt med 20 % per &r beréknat pa inventariernas anskaffningsvérde.

Fordringar
Fordringar har upptagits till de belopp varmed de berédknas inflyta.

Ovrigt

Ovriga tillgdngar och skulder har virderats till anskaffningsvirdet om inte annat anges.

Lanfristiga skulder
Lan som har slutforfallodag inom ett ar fran bokslutsdagen redovisas som kortfristiga skulder, oavsett om
fortsatt belaning sker hos bank.

Skatter
Foreningens skatteméssiga ackumulerade underskott uppgick vid arets slut till 529 899 kr
(fg ar 529 899 kr)
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Not 2 Nettoomsittning

Arsavgifter bostider
Arsavgifter lokaler
Hyresintakter garage och p-platser

Not 3 Ovriga intiikter

Ovriga intikter

Not 4 Reparationer

Reparationer, bostider

Reparationer av gemensamma utrymmen
Loépande underhall tvittutrustning
Reparationer av installationer
Lopande underhall Va/sanitet
Reparationer, Varme

Reparationer el/tele

Reparationer av byggnader utvandigt
Reparation av markytor
Reparationer, TV/antennutrustning
Skadegorelse

Reparation, 6vrigt

Transaktion 09222115557508725342

2022-09-01
-2023-08-31

11 502 864
140 820

76 650

11 720 334

2022-09-01
-2023-08-31

273 666
273 666

2022-09-01
-2023-08-31

0

24 741
26 509
7189
0

10 816
35013
0

68 671
45 557
55397
0

273 893

Signerat CHB, AB, AA, BA, OM, PL, MB, AC

2021-09-01
-2022-08-31

11 502 870
140 820
75 100
11 718 790

2021-09-01
-2022-08-31

241 786
241 786

2021-09-01
-2022-08-31

942

75 724
27080
88 087
15724
27 623
72 392
96 724
73 020
16 492
0

109 164
602 972
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Not 5 Planerat underhall

Planerat UH av gemensamma utrymmen, tvittstuga
Planerat UH av markytor

Planerat UH av gemensamma utrymmen

Planerat UH av p-platser

Planerat UH Ventilation

Planerat UH el/tele

Not 6 Driftskostnader
Ny tomtréttsavgéld kommer att gélla from. 2025-07-01

Fastighetsskotsel och lokalvard
El

Uppvéarmning

Vatten

Sophdmtning
Tomtrattsavgélder

Ovrigt

Oresutjimning

Not 7 Ovriga kostnader

Forvaltningsarvoden
Revisionsarvoden
Ovriga externa kostnader

Not 8 Medelantalet anstillda

Medelantalet anstillda
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2022-09-01
-2023-08-31

62 306
0

0

0

320 500
138 750
521 556

2022-09-01
-2023-08-31

1092 309
397 229
1918 126
716 418
426 474
812 672
481 985

1
5845214

2022-09-01
-2023-08-31

238 726

22974
259338
521 038

2022-09-01
-2023-08-31

1

Signerat CHB, AB, AA, BA, OM, PL, MB, AC

2021-09-01
-2022-08-31

0

630 749
119 500
72 500
0

0
822749

2021-09-01
-2022-08-31

1021 025
357 641
1790 997
620 359
406 780
812 726
486 481
2

5496 011

2021-09-01
-2022-08-31

223 644

22 358
297 434
543 436

2021-09-01
-2022-08-31

1
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Not 9 Anstiillda och personalkostnader

Loner och andra erséttningar
Styrelsearvode
Revisionsarvode

Andra erséttningar

Loner anstéllda

Sociala kostnader
Sociala avgifter enligt lag och avtal

Oresutjimning
Totala loner, erséittningar, sociala kostnader och
pensionskostnader

Not 10 Byggnader
Ingdende anskaffningsvirden
Utgidende ackumulerade anskaffningsviirden
Ingdende avskrivningar
Arets avskrivningar
Utgidende ackumulerade avskrivningar
Utgiende redovisat virde

Taxeringsviarden byggnader
Taxeringsviarden mark

2022-09-01
-2023-08-31

188 175
15 000
9 000
230288
442 463

76 627
76 627

519 090

2023-08-31

84 202 819
84 202 819

-35081 014
-1 466 340
-36 547 354

47 655 465
125 703 000

68 000 000
193 703 000

2021-09-01
-2022-08-31

182 650
15 000
9 000
234 945
441 595

74 326

74 326

0

515921

2022-08-31

84 202 819
84 202 819

-33 614 673
-1 466 341
-35081 014

49 121 805
125 703 000

68 000 000
193 703 000

Not 11 Pigiaende nyanliggningar och forskott avseende materiella anléiggningstillgangar
Pagaende byggnation avser fasad och fonsterrenovering, fardig under 2024 och kostnad ca 32 mkr.

Ingédende anskaffningsvérden
Ink6p
Utgdende ackumulerade anskaffningsvirden

Utgiende redovisat virde

Transaktion 09222115557508725342

2023-08-31
338163
155915
494 078

494 078

Signerat CHB, AB, AA, BA, OM, PL, MB, AC

2022-08-31
152 575
185 588
338163

338163




HSB Brf Ganbo 1 Malmo
Org.nr 746000-5650

Not 12 Andra langfristiga virdepappersinnehav

Andel HSB Malmé
Andel Fonus
Utgidende ackumulerade anskaffningsvirden

Utgaende redovisat virde

Not 13 Ovriga fordringar

Skattekonto
Ovriga fordringar

Not 14 Forutbetalda kostnader och upplupna intikter

Forutbetalda kostnader
Ovr forutb kostn, uppl int

Not 15 Fond for yttre underhall

Belopp vid érets ingéng
Avsittning
Ianspraktagande

Not 16 Stillda sikerheter

For skulder till kreditinstitut:
Fastighetsinteckningar

Transaktion 09222115557508725342

2023-08-31

1500

1500

1500

2023-08-31

33 884
0
33 884

2023-08-31

10 886
387 968
398 854

2023-08-31

15103 832
446 000
-521 556

15 028 276

2023-08-31

43 793 000
43 793 000

Signerat CHB, AB, AA, BA, OM, PL, MB, AC

2022-08-31
500

1 000
1500

1500

2022-08-31

33477
4227
37704

2022-08-31

9383
382757
392 140

2022-08-31

15 405 581
521 000
-822 749
15103 832

2022-08-31

43 793 000
43 793 000




HSB Brf Ganbo 1 Malmo
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Not 17 Skulder till kreditinstitut
Nedan framgar fordelning av 1an.

Réntesats Datum for
Langivare % rinteindring
Nordea Hypotek 0,86 2026-06-17
Nordea Hypotek 1,02 2024-12-18
SEB 1,09 2024-03-28
SEB 1,09 2024-03-28
Stadshypotek 1,45 2031-03-30
Swedbank 1,22 2030-11-25
Swedbank 1,15 2030-01-24
SEB 2,29 2024-04-28

Not 18 Skulder till kreditinstitut
8 973 502 kr av foreningens fastighetslan har formellt en 16ptid pd mindre 4n 12 ménader och redovisas

Léanebelopp
2023-08-31
2472102
4 485 639
2 479 350
2479 350
5296 200
3908 435
5236 500
3122942
29 480 518

Léanebelopp
2022-08-31
2472102
4735 639
2 564 350
2 564 350
5529 000
4 084 095
5469 900
3237942
30 657 378

déarfor som kortfristiga. Finansieringen ar dock av langfristig karaktir och lanen omsitts vid forfall.
Faktiska armorteringen under aret for den totala skulden dr 1 176 860 kr

Berdknad skuld om 5 ar 23 596 218 kr.

Beriknad skuld som forfaller inom 1 ar.
Beriknad skuld som forfaller inom 2-5 ar.

Not 19 Ovriga skulder

Personalens kallskatt
Lagstadgade sociala avgifter
Paminnelser/overlatelser till HSB

Not 20 Upplupna kostnader och forutbetalda intikter

Upplupna réntekostnader
Ovriga upplupna kostnader
Forutbetalda hyror och avgifter
Oresutjimning

Transaktion 09222115557508725342

2023-08-31

8973 502
20507 016
29 480 518

2023-08-31

6 037
1762
1 140
8939

2023-08-31
47319
515343
950 831

1513 493

Signerat CHB, AB, AA, BA, OM, PL, MB, AC

2022-08-31

1 176 860
29 480 518
30 657 378

2022-08-31

8 869
4 478
900
14 247

2022-08-31

49 120
587 851
970 117

-1
1607 087
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Arsredovisning for HSB Brf Ganbo i Malmé har av styrelsen undertecknats med elektronisk signering.

Malmd 2024-01-22
Amir Bosnjakovic Ann-Kristin Andersson
Claes Hékan Broden Burak Alparslan

Otto Malmkvist

Vir revisionsberittelse har limnats 202 0+20
Afrodita Cristea BoRevision AB Michaela Brahce
Av HSB Riksforbund utsedd revisor Av foreningen utsedd revisor

Petra Lundgren
Av foreningen utsedd revisor

Transaktion 09222115557508725342

Signerat CHB, AB, AA, BA, OM, PL, MB, AC




REVISIONSBERATTELSE
Till foreningsstdémman i HSB Brf Ganbo i Malmd, org.nr. 746000-5650

Rapport om arsredovisningen

Uttalanden

Vi har utfért en revision av arsredovisningen for HSB Brf Ganbo i
Malmo for rakenskapsaret 01/09/2022-31/08/2023.

Enligt var uppfattning har arsredovisningen uppréttats i enlighet med
arsredovisningslagen och ger en i alla vasentliga avseenden
rattvisande bild av féreningens finansiella stéllning per den 31 augusti
2023 och av dess finansiella resultat for aret enligt
arsredovisningslagen. Forvaltningsberattelsen ar forenlig med
arsredovisningens ovriga delar.

Vi tillstyrker darfér att foreningsstdmman faststaller resultatrdkningen
och balansrakningen.

Grund for uttalanden

Vi har utfort revisionen enligt god revisionssed i Sverige. Revisorernas
ansvar enligt denna sed beskrivs ndrmare i avsnitten Revisorn utsedd
av HSB Riksférbunds ansvar och Den foreningsvalda revisorns
ansvar.

Vi ar oberoende i forhallande till foreningen enligt god revisorssed i
Sverige. Revisorn fran BoRevision har fullgjort sitt yrkesetiska ansvar
enligt dessa krav.

Vi anser att de revisionsbevis vi har inh&dmtat &r tillrdckliga och
andamalsenliga som grund for vara uttalanden.

Styrelsens ansvar

Det &r styrelsen som har ansvaret for att arsredovisningen upprattas
och att den ger en réttvisande bild enligt arsredovisningslagen.
Styrelsen ansvarar &ven fér den interna kontroll som den beddmer &r
nddvandig for att uppratta en arsredovisning som inte innehaller nagra
vasentliga felaktigheter, vare sig dessa beror pa oegentligheter eller
misstag.

Vid upprattandet av arsredovisningen ansvarar styrelsen for
beddmningen av foreningens formaga att fortsatta verksamheten. Den
upplyser, nar sa &r tillampligt, om forhallanden som kan péaverka
formagan att fortsatta verksamheten och att anvénda antagandet om
fortsatt drift. Antagandet om fortsatt drift tillampas dock inte om
styrelsen avser att likvidera foreningen, upphdra med verksamheten
eller inte har nagot realistiskt alternativ till att gora nagot av detta.

Revisorn utsedd av HSB Riksforbunds ansvar

Jag har utfort revisionen enligt International Standards on Auditing (ISA) och god revisionssed i Sverige. Mitt mal &r att uppna en rimlig grad av
sékerhet om huruvida arsredovisningen som helhet inte innehaller nagra vasentliga felaktigheter, vare sig dessa beror pa oegentligheter eller
misstag, och att Idmna en revisionsberattelse som innehaller vara uttalanden. Rimlig sakerhet &r en hog grad av sékerhet, men ar ingen garanti for
att en revision som utférs enligt ISA och god revisionssed i Sverige alltid kommer att upptécka en vasentlig felaktighet om en sadan finns.
Felaktigheter kan uppsta pa grund av oegentligheter eller misstag och anses vara vasentliga om de enskilt eller tillsammans rimligen kan forvantas
paverka de ekonomiska beslut som anvandare fattar med grund i arsredovisningen.

Som del av en revision enligt ISA anvander jag professionellt omddme och har en professionellt skeptisk instéllning under hela revisionen.

Dessutom:

e identifierar och bedomer jag riskerna for vasentliga felaktigheter i
arsredovisningen, vare sig dessa beror pa oegentligheter eller
misstag, utformar och utfor granskningsatgarder bland annat
utifrén dessa risker och inhdmtar revisionsbevis som &r
tillrackliga och andamalsenliga for att utgéra en grund for mina
uttalanden. Risken for att inte upptacka en vasentlig felaktighet
till foljd av oegentligheter ar hogre an for en vésentlig felaktighet
som beror pa misstag, eftersom oegentligheter kan innefatta
agerande i maskopi, forfalskning, avsiktliga utelamnanden,
felaktig information eller asidosattande av intern kontroll.

e skaffar jag mig en forstaelse av den del av foreningens interna
kontroll som har betydelse fr min revision for att utforma
granskningsatgarder som ar Idmpliga med hansyn till
omstandigheterna, men inte for att uttala mig om effektiviteten i
den interna kontrollen.

e  utvarderar jag I&mpligheten i de redovisningsprinciper som
anvénds och rimligheten i styrelsens uppskattningar i
redovisningen och tillhdrande upplysningar.

e  drarjag en slutsats om [ampligheten i att styrelsen anvander
antagandet om fortsatt drift vid upprattandet av
arsredovisningen. Jag drar ocksa en slutsats, med grund i de
inhédmtade revisionsbevisen, om huruvida det finns nagon
vasentlig osakerhetsfaktor som avser sddana handelser eller
forhallanden som kan leda till betydande tvivel om foreningens
formaga att fortsatta verksamheten. Om jag drar slutsatsen att
det finns en vasentlig osakerhetsfaktor, maste jag i
revisionsberattelsen fasta uppmarksamheten pa upplysningarna
i arsredovisningen om den vésentliga osakerhetsfaktorn eller,
om sadana upplysningar ar otillrdckliga, modifiera uttalandet om
arsredovisningen. Mina slutsatser baseras pa de revisionsbevis
som inhamtas fram till datumet for revisionsberéttelsen. Dock
kan framtida handelser eller férhallanden gora att en forening
inte l&angre kan fortsétta verksamheten.

e  utvérderar jag den dvergripande presentationen, strukturen och
innehallet i &rsredovisningen, daribland upplysningarna, och om
arsredovisningen aterger de underliggande transaktionerna och
héndelserna pa ett satt som ger en rattvisande bild.

Jag maste informera styrelsen om bland annat revisionens planerade omfattning och inriktning samt tidpunkten for den. Jag maste ocksa
informera om betydelsefulla iakttagelser under revisionen, déaribland de eventuella betydande brister i den interna kontrollen som jag identifierat.

De foreningsvalda revisorernas ansvar

Vi har utfort en revision enligt bostadsrattslagen och tillampliga delar av lagen om ekonomiska freningar. Vart mal &r att uppna en rimlig grad av
sakerhet om huruvida arsredovisningen har upprattats i enlighet med arsredovisningslagen och om arsredovisningen ger en réttvisande bild av

foreningens resultat och stallning.

Transaktion 09222115557509082592

Signerat MB, PL, AC



Rapport om andra krav enligt lagar, andra forfattningar samt stadgar

Uttalanden

Utdver var revision av arsredovisningen har vi dven utfort en revision
av styrelsens forvaltning for HSB Brf Ganbo i Malmé for
rakenskapsaret 01/09/2022-31/08/2023 samt av forslaget il
dispositioner betréffande féreningens vinst eller forlust.

Vi tillstyrker att foreningsstdmman disponerar resultatet enligt forslaget
i forvaltningsberéttelsen och beviljar styrelsens ledaméter
ansvarsfrihet for rakenskapsaret.

Grund for uttalanden

Vi har utfort revisionen enligt god revisionssed i Sverige. Vart ansvar
enligt denna beskrivs nérmare i avsnittet Revisorns ansvar. Vi ar
oberoende i forhallande till foreningen enligt god revisorssed i Sverige.
Revisorn utsedd av HSB Riksforbund har i dvrigt fullgjort sitt
yrkesetiska ansvar enligt dessa krav.

Vi anser att de revisionsbevis vi har inh@mtat ar tillrackliga och
andamalsenliga som grund for vara uttalanden.

Styrelsens ansvar

Det &r styrelsen som har ansvaret for forslaget till dispositioner
betréffande foreningens vinst eller forlust. Vid forslag till utdelning
innefattar detta bland annat en beddmning av om utdelningen &r
forsvarlig med hansyn till de krav som féreningens verksamhetsart,
omfattning och risker staller pa storleken av foreningens egna kapital,
konsolideringsbehov, likviditet och stallning i dvrigt.

Styrelsen ansvarar for féreningens organisation och forvaltningen av
foreningens angeldgenheter. Detta innefattar bland annat aft
fortldpande bedéma foreningens ekonomiska situation och att tillse att
foreningens organisation &r utformad sa att bokféringen,
medelsférvaltningen och féreningens ekonomiska angelagenheter i
ovrigt kontrolleras pa ett betryggande sét.

Revisorns ansvar

Vart mél betraffande revisionen av forvaltningen, och darmed vért uttalande om ansvarsfrihet, &r att inhdmta revisionsbevis for att med en rimlig
grad av sakerhet kunna bedéma om nagon styrelseledamot i nagot vasentligt avseende:

o foretagit nagon atgard eller gjort sig skyldig till nagon
forsummelse som kan féranleda ersattningsskyldighet mot
foreningen, eller

e  panagot annat satt handlat i strid med bostadsréattslagen,
tillimpliga delar av lagen om ekonomiska foreningar,
arsredovisningslagen eller stadgarna.

Vart mal betréffande revisionen av forslaget till dispositioner av foreningens vinst eller forlust, och darmed vart uttalande om detta, ar att med rimlig
grad av sakerhet beddma om forslaget &r forenligt med bostadsrattslagen.

Rimlig sakerhet &r en hég grad av sékerhet, men ingen garanti for att en revision som utférs enligt god revisionssed i Sverige alltid kommer att
upptécka atgarder eller forsummelser som kan foranleda ersattningsskyldighet mot foreningen, eller att ett forslag till dispositioner av féreningens
vinst eller forlust inte ar forenligt med bostadsrattslagen.

Som en del av en revision enligt god revisionssed i Sverige anvander revisorn utsedd av HSB Riksférbund professionellt omdéme och har en
professionellt skeptisk instéllning under hela revisionen. Granskningen av forvaltningen och forslaget till dispositioner av féreningens vinst eller
forlust grundar sig frdmst pa revisionen av rakenskaperna. Vilka tillkommande granskningsatgarder som utférs baseras pa revisorn utsedd av HSB
Riksférbunds professionella bedémning med utgéngspunkt i risk och vésentlighet. Det innebér att vi fokuserar granskningen pé sadana atgarder,
omraden och forhallanden som &r vasentliga for verksamheten och dar avsteg och évertradelser skulle ha sérskild betydelse for foreningens
situation. Vi gar igenom och prévar fattade beslut, beslutsunderlag, vidtagna atgarder och andra férhéllanden som &r relevanta for vart uttalande
om ansvarsfrihet. Som underlag for vart uttalande om styrelsens forslag till dispositioner betréffande foreningens vinst eller forlust har vi granskat
om forslaget ar forenligt med bostadsrattslagen.

Malms 2024-01-26

Digitalt signerad av

Afrodita Cristea
BoRevision i Sverige AB
Av HSB Riksforbund utsedd revisor

Michaela Brahce
Av féreningen vald revisor

Petra Lundgren
Av féreningen vald revisor

Transaktion 09222115557509082592 Signerat MB, PL, AC




ORDLISTA

ARSREDOVISNING

En bostadsrittsforening ér enligt bokforingslagen skyldig att
for varje ar upprétta en arsredovisning i enlighet med arsredo-
visningslagen. En arsredovisning bestar av en forvaltningsbe-
réttelse, en resultatrakning, en balansrdkning samt en notfor-
teckning. Av notforteckningen framgar vilka redovisnings och
varderingsprinciper som tillimpas samt detaljinformation om
vissa poster i resultat- och balansrikningen.

FORVALTNINGSBERATTELSEN
Styrelsen ska i forvaltningsberittelsen beskriva verksamhetens
art och inriktning samt dgarforhallanden, det vill séga antalet
medlemmar med eventuella fordndringar under éret. Verk-
samhetsbeskrivningen bor innehalla uppgifter om fastigheten,
utfort och planerat underhall, vilka som har haft uppdrag i
foreningen samt avgifter. Aven visentliga hindelser i 6vrigt
under rakenskapsaret och efter dess utgang bor kommenteras,
liksom viktiga ekonomiska forhéllanden som inte framgar av
resultat- och balansrakningen.

Forvaltningsberdttelsen ska innehalla styrelsens forslag till
foreningsstimman om hur vinst eller forlust ska behandla

RESULTATRAKNINGEN

Resultatrdkningen visar vilka intakter och kostnader férening-
en har haft under dret. Intdkter minus kostnader &r lika med
arets overskott eller underskott.

For en bostadsrittsforening galler det inte att fa s stort
overskott som mojligt, utan istéllet att anpassa intdkterna till
kostnaderna. Med andra ord ska arsavgifterna berdknas sa att
de ticker de kostnader som forvintas uppkomma och dessut-
om skapa utrymme for framtida underhall. Féreningsstimman
beslutar efter forslag fran styrelsen hur resultatet (6verskott
eller eventuellt underskott) ska hanteras.

AVSKRIVNINGAR

Avskrivningar representerar arets kostnad for nyttjandet av
foreningens anlaggningstillgdngar, det vill siga byggnader och
inventarier. Anskaffningsvirdet for en anlaggningstillgang
fordelas p tillgangens bedomda nyttjandeperiod och belastar
arsresultatet med en kostnad som bendmns avskrivning.

I not till byggnader och inventarier framgér dven den acku-
mulerade avskrivningen, det vill sdga den totala avskrivningen
foreningen gjort under arens lopp pa de byggnader och inven-
tarier som foreningen ager.

BALANSRAKNINGEN

Balansrikningen visar foreningens tillgangar (tillgangssidan)
och hur dessa finansieras (skuldsidan). Pa tillgdngssidan
redovisas dels anldggningstillgangar sasom byggnader, mark
och inventarier samt langfristiga placeringar, dels omsattnings-
tillgdngar sasom avgiftsfordringar, kortfristiga placeringar
samt kassa och bank. Pa skuldsidan redovisas foreningens egna
kapital, fastighetslan och 6vriga skulder. Det egna kapitalet
indelas i bundet eget kapital som bestér av insatser, upplatelse-
avgifter och fond for yttre underhall samt fritt eget kapital som
innefattar arets resultat och resultat fran tidigare &r (balanserat
resultat eller ansamlad forlust).

ANLAGGNINGSTILLGANGAR
Tillgdngar som ar avsedda for langvarigt bruk inom féren-

ingen. Den viktigaste anldggningstillgangen &r foreningens
fastighet med mark och byggnader.

TOMTRATT

En del foreningar dger inte sin mark utan har ett tomtrétts-
avtal med kommunen. Dessa férhandlas normalt om vart
tionde ar, baserat pa markvardet och en rénta, och kan innebé-
ra stora kostnadsokningar om markpriserna géatt upp mycket.

OMSATTNINGSTILLGANGAR

Andra tillgdngar dn anldggningstillgangar. Omsittningstill-
gdngar kan i allmanhet omvandlas till likvida medel inom ett
ar. Hit hor bland annat kortfristiga fordringar och vissa varde-
papper samt kontanter (kassa) och banktillgodohavande.

KASSA OCH BANK

Banktillgodohavanden och eventuell handkassa. Oftast har
foreningen sina likvida medel hos HSB-foreningen och da re-
dovisas detta under 6vriga fordringar och i not till denna post.

LANGFRISTIGA SKULDER

Skulder som bostadsrittsforeningen ska betala forst efter ett
eller flera ar, ofta enligt sdrskild amorteringsplan, till exempel
fastighetslan.

KORTFRISTIGA SKULDER

Skulder som forfaller till betalning inom ett ar, till exempel
skatteskulder och leverantérsskulder. Numera redovisas aven
fond for inre underhall har.

FONDER FOR YTTRE OCH INRE UNDERHALL
Enligt stadgarna for de flesta bostadsrittsforeningar ska styrel-
sen uppritta underhéllsplan for féreningens hus.

I enlighet med denna plan ska érliga avsittningar goras till
en fond for yttre underhall, vilket sékerstéller att medel finns
for att trygga det framtida underhallet av féreningens hus.

Avsittningen sker genom en omforing mellan fritt och
bundet eget kapital och paverkar inte resultatrakningen, se
styrelsens forslag i forvaltningsberittelsen.

Stadgarna reglerar dven om bostadsrittsforeningen ska
avsatta medel till fond for inre underhall. Fondbehallningen i
arsredovisningen utvisar den sammanlagda behallningen for
samtliga bostadsratters tillgodohavanden.

Pagéaende stadgerevision kan medféra dndrade principer for
redovisning av fonderingen.

LIKVIDITET

Bostadsrattsforeningens formaga att betala sina kortfristiga
skulder (till exempel vatten, el, [6ner, brénsle). Likviditeten
erhélls genom att jamfora bostadsrattsforeningens likvida
tillgdngar med dess kortfristiga skulder. Ar de likvida tillgdngarna
storre dn de kortfristiga skulderna, ar likviditeten god.

SLUTLIGEN

En arsredovisning beskriver historien men egentligen ar fram-
tiden viktigare. Vilka utbetalningar star foreningen infér i form
av reparationer och utbyten? Har foreningen en kassa och ett
sparande som ger jamna arsavgifter framover? Uppdaterade
underhallsplaner samt flerarsprognoser for att kunna svara pa
ovanstaende dr viktiga. Fraga gdrna styrelsen om detta dven om
det inte stdr nagot i arsredovisningen.



EGNA ANTECKNINGAR




EGNA ANTECKNINGAR







Arsredovisningen ir framstilld av HSB Malmé i samarbete med bostadsrittsfreningen, enligt tecknat
forvaltningsavtal med bostadsrattsforeningens styrelse.

HSB Malmo bistér bostadsrattsforeningar — dven andra én HSB bostadsrittsforeningar — och fastighetsbolag
med heltdckande ekonomisk, administrativ och teknisk férvaltning genom bl a l1opande bokforing,
uppréttande av arsredovisning, langtidskalkyl, arsbudget, likviditetsbudget och underhéllsplan enligt Repab.

HSB Malmé ek for, HSB Turning Torso, 211 15 Malmé, tfn 010 - 442 30 00.
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1. Purpose

The purpose of this document is to set a framework for the understanding of digital evidence quality. Additionally it explains how the Scrive e-signed documents relate to such framework.

2. What is quality digital evidence?

Evidence collection is a security measure that the parties signing an agreement or another type of document, use to protect themselves in the event of a future dispute. The evidence can serve the purpose of clarifying the circumstances of the signing event; what was signed, how it was signed and who the signatories were. The value of quality evidence cannot be overstated, as it can be the difference between winning and losing in the event of a dispute.

We have studied several evidence container technologies such as the signed paper document, the printed facsimile and the recorded voice to understand how to generate quality evidence in a digital environment. We found that there has been good reason to perceive the signed paper document as the gold standard for evidence quality; it has several inherent qualities that are not easily transferable into digital formats. In fact we found that new technologies have been introduced at the cost of significant loss in quality of evidence; crucial information is left out of such digital evidence containers and as a result the usefulness of such evidence is highly dependent on third parties. This section explores the key characteristics of the signed paper document as compared to digital evidence container formats with the purpose of exploring what is required to reproduce, or improve, the evidence characteristics of the signed paper document.

2.1 Integrity

To prove that evidence is legitimate it is important to be able to show that it has not been tampered with.

As outlined in the table below, integrity is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The integrity of a digital evidence container is highly dependent on the design of the system that produces it.

Question to ask:

How to emulate the integrity properties of the signed paper document in a digital evidence container?

				Signed paper document

		Digital evidence container



		Integrity

Can the evidence container be altered after its creation?

		A signed paper document is rarely questioned as evidence, unless there is good reason to believe otherwise. The reason being, that paper is by nature an immutable format; once signed it is difficult to manipulate the available evidence (typically paper mass, ink and fingerprints) without leaving traces of such manipulation. Thus a signed paper document is a durable “snapshot” of reality at the time that the document was signed.

		Digital evidence such as a PDF or an audio file, is by nature mutable. It is easy to alter digital evidence without leaving traces of manipulation.





2.2 Accessibility

To be able to make use of evidence it is key that it is as accessible as possible, meaning that all aspects of the evidence can be understood with a minimum amount of specialised expertise and tools.

As outlined in the table below, accessibility is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The accessibility of a digital evidence container is highly dependent on the design of the software that produces it.

Question to ask:

How to make a digital evidence container as accessible as a signed paper document?

				Signed paper document

		Digital evidence container



		Tools

What tools are required to display the evidence?

		All graphical elements (i.e. text and pictures) are visible to the naked eye, thus additional tools are never required for the interpretation thereof.

		All graphical elements are hidden to the naked eye, thus additional tools (machines and software) are always required for the interpretation thereof.

Additionally, different tools display the graphical elements in different ways so it is not given that all graphical elements in the file will be accessible to the naked eye or that it will be presented in the intended way.

Or even worse, to skew the balance of power and create an information advantage to one or several of the signatories, the intended way to display the graphical elements might be to hide them to make them difficult to find unless you know what tool to use and/or where to look for the graphical elements.



		Cost

How costly can it be to access the evidence?

		For the evidence that is harder to access such as fingerprints and the age of the ink, there are societal functions for the sole purpose of extracting that evidence.

		For the digital evidence that is harder to access, special resources not available to anyone such as special tools, expertise and research skills, might be required to extract all evidence.



		Comprehensibility

How Is the evidence format understood?

		As a standard format all aspects thereof are common knowledge, readily available to anyone interested.

		There is no one standard for digital evidence, therefore the format and available documentation for the interpretation thereof, is highly dependent on the design of the system that generated the evidence.





2.3 Evidence of intent

Contract law worldwide states that an offer and acceptance are elements required for the formation of a legally binding contract: the expression of an offer to contract on certain terms by one person (the “offeror”) to another person (the “offeree”), and an indication by the offeree of its acceptance of those terms. The other elements traditionally required for a legally binding contract are (i) consideration and (ii) an intention to create legal relations. Thus, intent is a key component in making a contract legally binding.

As outlined in the table below, evidence of intent is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The quality of the evidence of intent in a digital evidence container is highly dependent on the design of the software that produces it.

Question to ask:

How to produce evidence of the intent to sign in a digital signing environment and how to match that intent with a specific document?

				Signed paper document

		Digital evidence container



		Output

Is the final output the same as what is viewed at the time of signing?

		The signing environment (the paper document) is the same as the final output (the signed paper document).

		The digital signing environment is not the same as the final output. i.e. the displayed information is not the same as the digital evidence produced by the system after signing.



		Comprehensibility

Is the signing environment easily comprehensible to the signatory? 

		To sign a paper document is a standardised ritual to form a binding agreement. Therefore it is reasonable to maintain that any adult of age would understand their actions and that intent can be assumed.

		There are no standards for signing in a digital environment, the signing environments are subject to human creativity and the same signing environment may change from time to time, intentionally or unintentionally. Therefore it is not possible to assume that the signing environment made it immediately clear to the signatory that it was participating in the formation of a legally binding contract, thus intent can never be assumed.





Let us illustrate the potential consequences of weak evidence of intent in a digital signing environment with an example:

Two parties go to court over a contract signed in a digital signing environment. One of the parties claims that it didn’t sign a contract. Instead it claims that it was displayed with a) an interesting drawing of a blue elephant, b) a question if it would like to see an equally interesting pink sheep, and c) a button to proceed to view the pink sheep. Then the party selected to proceed by clicking the button to see the pink sheep, viewed the pink sheep and went to bed. There was no intent to sign a contract; there was only intent to view a pink sheep.

2.4 Evidence of identity

To be able to prove the identity of a signatory, the strength and accessibility of such evidence is key.

As outlined in the table below, evidence of identity is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The quality of the evidence of identity in a digital evidence container is highly dependent on the design of the software that produces it. On the other hand the signed paper document have inherent limitations to the type of evidence that can be included and the accessibility of such evidence, digital evidence containers don’t have such limitations to possibilities and accessibility and any type of digital evidence can be included and made easily accessible.

Question to ask:

How should the evidence of identity of the signing parties be captured and included into the evidence container?

				Signed paper document

		Digital evidence container



		Saving:

Is the evidence captured and included?

		Evidence of identity of the signing parties will automatically be captured and included into the document. The signatures can be used for graphological analysis, and fingerprints and other biometric materials from the signing parties can be used to authenticate the signatories.

		Evidence of identity of the signing parties will not be automatically captured and included into the document unless a) the software has been designed to do so, and b) the user of the software configures the software to do so.



		Formats:

In what formats can evidence be captured and included?

		There are limited possibilities to include evidence of identity other than the given; the signature, fingerprints and other biometric materials.

		New technology enables virtually unlimited possibilities to capture and include different types of evidence of identity such as audio, video, pictures and much more.



		Accessibility:

How accessible is the evidence?

		The evidence of identity is not easily accessible as it is costly and time consuming to request analysis of signatures, fingerprints and other biometric materials.

		The evidence of identity can be made easily accessible so that the usefulness thereof can be free and immediate to anyone.





2.5 Evidence of time

To be able to prove the time of a signature it is key to have exact evidence of time and that such evidence can be trusted to be accurate.

As outlined in the table below, trustworthy evidence of time is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The quality of the evidence of time in a digital evidence container is highly dependent on the design of the software that produces it. On the other hand the signed paper document have inherent limitations to the exactness of the evidence of time that can be included and the accessibility of such evidence, digital evidence containers don’t have such limitations to exactness and accessibility and very precise evidence of time can be included and made easily accessible.

Question to ask:

How to make sure that the evidence of time can be trusted to be correct?

				Signed paper document

		Digital evidence container



		Trust

Can the time be trusted? 

		The time of the event can be trusted as it can be found in the ink and there is a strong scientific foundation for the technique for chemical age determination.

		The time of the event is not automatically to be trusted because it is reported by a machine whose time settings cannot automatically be guaranteed to be correct.



		Exactness

How exact can the time be?

		The signed paper document offers limited possibilities to capture exact evidence of time. It is typically done manually through writing the date of when the signature was applied to the document. Additionally it is possible to analyse the time of the signature by chemical age determination of the applied ink. Neither of those methods provides exact evidence of time. Typically the manually applied time is only the day of the signature and the chemical age determination is even less exact.

		Digital evidence containers offer extensive possibilities to capture exact evidence of time and the evidence of time can be made to be very exact down to milliseconds, microseconds or even more exact.



		Accessibility

How accessible is the evidence?

		The evidence of time is not easily accessible as it is costly and time consuming to request analysis of signatures, fingerprints and other biometric materials.

		The evidence of time can be made easily accessible so that the usefulness thereof can be free and immediate to anyone.





2.6 Event history

To be able to prove a signature, events related to the actual signing event can be useful to strengthen the case.

As outlined in the table below, trustworthy evidence of time is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The quality of the evidence of time in a digital evidence container is highly dependent on the design of the software that produces it.

Question to ask: 

How much event information should be collected and what should be included in the evidence container?

				Signed paper document

		Digital evidence container



		Ease of saving

How easy is it to capture and include related evidence?

		Collection and inclusion of related evidence has to be done manually which is costly. Therefore it is less likely that the signatories will collect and include extra evidence as a preemptive measure.

		Collection and inclusion of related evidence can be done automatically which is cheap. Therefore it can be reasonable to with take preemptive measures to collect and include extra evidence automatically through the system generating the evidence container.





2.7 Control

As seen in the previous sections, evidence is composed of many different evidence features such as integrity, accessibility, intent, identity, time and events (the “Evidence Features”). The Evidence Features may be captured in the same evidence container or distributed across multiple evidence containers, within or outside of the signatory’s direct control, such as but not limited to documents, databases or human memory. Optimally, as much as possible of the Evidence Features should be concentrated into evidence containers under the signatory’s direct control because a) the third party can cease to exist and as a result the evidence may be destroyed, b) the third party’s systems and/or administration may change and affect the accessibility of the evidence for the signatory, c) the third party’s incentives as an agent to protect the integrity of the evidence may not be, or stop being, aligned with the signatory’s incentives as a principal and thus increasing the risk of evidence loss or the risk of tampering that may affect the evidence quality or d) any combination of the aforementioned scenarios.

As outlined in the table below, control is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The control of a digital evidence container is highly dependent on the design of the software that produces it.

Question to ask:

How to design a digital evidence container to include as much evidence as possible under the signatory’s direct control and independent from third parties?

				Signed paper document

		Digital evidence container



		Independence

How many of the Evidence Features are dependent on third parties to be useful?

		The paper naturally includes all Evidence Features.

		The digital evidence container must be designed specifically to include the Evidence Features, otherwise the Evidence Features will be left outside the direct control of the signatory.





3. Scrive’s solution

3.1 Introduction

We have now analysed the evidence quality characteristics of the signed paper document versus digital evidence containers. This section describes the Evidence Package and how it has been designed in relation to the evidence quality characteristics. Our goal has been to reproduce the evidence qualities of the signed paper document, the long-standing gold standard for evidence containers, while at the same time add new qualities enabled by new technology. The end result is an evidence container not only imitating the most important features of the signed paper document but also with qualities superior to the signed paper document.

As explained in the introduction section to this Evidence Documentation, Scrive eSign is designed to a) enable its users to define workflows for signing electronically, b) execute the e-signing workflow, c) record the evidence and d) once all signatories have signed, use the recorded evidence to produce the Evidence Package. Thus, the Evidence Package is the end result of all these four steps in Scrive eSign and to be able to understand the Evidence Package, it is important to understand each of these four steps. This section explains the four steps in Scrive eSign required for producing the Evidence Package.

3.2 Summary

The Evidence Package addresses the questions in the section “How to create quality evidence?” in the following ways:

		Topic

		Question

		Evidence Package



		Integrity

		How to emulate the immutability of the signed paper document in a digital evidence container?

		Scrive eSign seals the Evidence Package with a digital signature (see step 10 in the Service Description). Depending on which sealing method was chosen, one of two things is applicable. With Keyless Signature Infrastructure based digital signature: Within one (1) month and five (5) days Scrive eSign seals the Evidence Package with a Keyless Digital Signature (see step 11 in the Service Description) which can be used to verify the document’s integrity mathematically with the help of the Digital Signature Documentation (see step 9  in the Service Description). With PAdES digital signature: Protects the document with a tamper-evident seal and makes Long Term Validation (LTV) of the seal possible.



		Accessibility

		How to make a digital evidence container as accessible as a signed paper document?

		Scrive eSign append the Verification Page to the Signing PDF containing a brief documentation (see step 2  in the Service Description), append this Evidence Quality Framework (see step 4 in the Service Description) and append the full Service Description (see step 5  in the Service Description) these documents together explain the Evidence Package and, except from a few exceptions, eliminate the need for further expertise or resources.



		Evidence of Intent

		How to produce evidence of the intent to sign in a digital signing environment and how to match that intent with a specific document?

		Scrive eSign makes a screenshot of the confirmation in the signing environment of the Signatory, after the Signatory has signed and includes this screenshot into the Evidence of Intent (see step 8 in the Service Description). Behind the confirmation the document is visible to make it possible to match the intent with the document.



		Evidence of Identity

		How should the evidence of identity of the signing parties be captured and included into the evidence container? 

		Scrive eSign performs meticulous data collection in the Transaction Logs and then selected identity data is printed into the Verification Page (see step 6 in the Service Description) and all identity data is included into the Evidence Log (see step 4 in the Service Description).



		Evidence of time

		How to make sure that the evidence of time can be trusted to be correct?

		Scrive eSign collects time of events and Clock Error Samples into the Transaction Logs. These Clock Error Sample data are computed into useful numbers that can be used to mathematically calculate the likelihood of time deviation from the registered time.  Everything is included into the Evidence Log (see step 6 in the Service Description) and the Evidence if Time (see step 7 in the Service Description). Additionally the digital signature with which the document is sealed (see step 10 in the Service Description) includes a strong timestamp that can be used as an additional source of evidence of time.



		Event history

		How much event information to collect and what to include in the evidence container?

		Scrive eSign collects as much information as possible into the Transaction Logs and include all collected information into the Evidence Log (see step 6 in the Service Description).



		Control

		How to design a digital evidence container to include as much evidence as possible under the signatory’s direct control and independent from third parties?

		Scrive eSign goes to great lengths to collect and include as much evidence material as possible into one single evidence container, the Evidence Package. The Evidence Package include all Evidence Features of a signed paper document and more thereto.





4. Benchmarking the evidence quality of the Evidence Package

Based on the criteria as set forth in section 2 (What is quality digital evidence?), it can reasonably be argued that the Transaction Logs together with the measures in step 1-11 to produce the Evidence Package, to generate a digital evidence container of highest quality. Lets see how, in our opinion, the Evidence Package fare in comparison to the signed paper document when applying the framework as set forth in section 2.

		Main criteria

		Subcriteria

		Signed paper document

		Evidence Package



		Integrity

		Mutability

How mutable is the evidence container?

		Not mutable.

		Not mutable after applying the Digital Signature, in the sense that any alteration can be detected. In the event of a leak of the private key that Guardtime maintains, forged evidence containers would be detected if the Keyless Digital Signature has been applied. For PKI sealing, in the event of a leak of our private key for the PAdES digital signature, our certificate will be revoked. In that case, even if that certificate is revoked, the digital signature will still be able to show that at the time of sealing the certificate was not revoked and thus the digital signature (seal) is still valid.



		Accessibility

		Tools

What tools are required to display the evidence?

		No tools required.

		The Evidence Package is produced in standard PDF format and thus all parts of the Evidence Package is accessible through standard PDF readers where attachments are displayed. Adobe Reader is one example of such PDF reader.



				Cost

How costly can it be to access the evidence?

		The cost depends from country to country on the societal functions of the society and what they charge for document analysis.

		All evidence is made easily accessible and at no cost. The only evidence that requires any level of expertise is a) the technical expertise required to apply the Digital Signature Documentation to prove the Evidence Package’s integrity and timestamp mathematically and b) the statistical expertise to apply the time measurements to the statistical model to prove the exact time of an event.The need for case a is expected to be extremely rare and the statistical expertise in case b is common knowledge and easy to come by.



				Comprehensibility

How Is the evidence format understood?

		It is common knowledge available to anyone.

		The Evidence Documentation includes all explanations necessary.



		Evidence of Intent

		Output

Is the final output the same as what is viewed at the time of signing?

		Yes. Always.

		No. Never for digital evidence containers. The screenshot included in the Evidence of Intent which include a picture of the signed document in the background is intended to strengthen the evidence that what was viewed in Scrive eSign was the same as the output. The solution is not terminal though as this does not guarantee that the document was exactly the same in all parts.



				Comprehensibility

Is the signing environment comprehensible to the Signatory?

		Yes. Always for any mentally capable adult.

		Yes. The screenshot of the confirmation message after signing, that is included in the Evidence of Intent, is evidence that the Signatory understood that they were taking part in a e-signing workflow.



		Evidence of Identity

		Saving

Is the evidence captured and included?

		Yes. Unless the party wears gloves or for other reason manages to avoid direct physical contact with the paper.

		Yes. All information collected during the e-signing workflow is collected in the Transaction Logs and included in the Evidence Log upon producing the Evidence Package, including any evidence of identity.



				Formats

In what formats can evidence be captured and included?

		Limited possibilities.

		Unlimited possibilities.



				Accessibility

How accessible is the evidence?

		Not very accessible. Costly and/or time consuming to request analysis of signatures, fingerprints and other biometric materials.

		All evidence of identity is included in plain text in the Evidence Log or as easily accessible attachments to the document if requested in other format, such as photo for example.



		Evidence of time

		Trust

Can the time measurement be trusted?

		Yes.

		Yes. UTC time stamps plus deviation are time intervals guaranteed to be traceable to  reference time. Additionally the digital signature with which the document is sealed contains a time stamp which can be verified mathematically using only public information. 



				Exactness

How exact can the time measurement be?

		Not very exact. The standard precision is per day. Chemical age determination is even less exact.

		It can be very exact. The time is measured with microsecond resolution.



				Accessibility

How accessible is the evidence?

		Not very accessible. Costly and/or time consuming to request analysis of signatures, fingerprints and other biometric materials.

		Very accessible. All evidence of time is included in plain text in the Evidence Log.



		Event history

		Ease of saving

How easy is it to capture and include related evidence?

		Not very easy. Manual labor is required. Therefore likely to happen to a minimal extent.

		Effortless. Scrive eSign automatically collects and includes plenty of evidence in the Transaction Logs and prints all that evidence into the Evidence Log.



		Control

		Independence

How many of the Evidence Features are dependent on third parties to be useful?

		None. The signed paper document is a self contained evidence container format.

		None. The Evidence Package is a self contained evidence container format.
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1. Definitions

“Attachments” means attachments to the Main Document provided by the Author or Signatories.

“Author” means the person(s) that configure the Workflow Settings.

“Clock Error Samples” means the term as defined in the Attachment Evidence of Time.

“Delivery Method” means the method to deliver the invitation to participate in a Workflow Session.

“Design View” means the administrative user interface of Scrive eSign for the purpose of configuring the Workflow Settings.

“Evidence Attachments” means the attachments with additional evidence inserted into the Final PDF as explained in section 8, the attachments are Evidence Quality of Scrive E-Signed Documents, Service Description, Evidence Quality Framework, Evidence Log, Evidence of Intent, Evidence of Time and Digital Signature Documentation.

“Evidence Material” means the Final PDF including the inserted Evidence Attachments. 

“Evidence Package” means the Evidence Material sealed with a digital signature.

“Field Data” means data associated with text fields, checkboxes, radio buttons and signature boxes in the Main Document.

“Final PDF” means the final Main Document after all Signatories have signed, including Field Data rendered with the placements defined by the Author in the Workflow Settings.

“Initiator” means the person that initiates Workflow Execution.

“Initiated Workflow” means a set of Workflow Settings where Workflow Execution has been initiated.

“Integrated System” means a system that communicates with Scrive eSign via the Scrive API.

“Main Document” means the document that is displayed in the Design View and Sign View and is possible to edit with Field Data.

“Party” or “Parties” means persons participating in the Workflow Execution.

“Role” means the Role of a Party during a Workflow Session.

“Scrive API” means the application programming interface of Scrive eSign.

“Sign Material” means the material being reviewed, signed and completed by the Parties during Workflow Execution, including a) the Main Document, b) Attachments and c) Field Data.

“Sign View” means the graphic user interface in Scrive eSign’s web based interface, for the Parties to review and for Signatories to sign the Sign Material.

“Signatory” means a person that has been defined to sign the Sign Material in the Sign View during a Session.

“Signature Confirmation Section” is the final section where the Signatory is asked if they are sure that they wish to sign the document.

“Signature Drawing Modal” is the modal where the Signatory is asked to draw or type their signature.

“Template Workflow” means Workflow Settings saved by an Author for later reuse. “Transaction Logs” means database logs in Scrive eSign, including records of the Signatories activities in Scrive eSign.

“User” is a person or a group of persons with an account in Scrive eSign which is linking to a verified email address.

“Viewer” means a person that has been defined to only have access to view the Sign Material in the Workflow Session.

“Workflow Execution” means when Scrive eSign guides the Parties through Workflow Sessions as configured in the Workflow Settings.

“Workflow Session” means a set of activities defined for a Party to execute the assigned Role. A Party can be assigned multiple Workflow Sessions.

“Workflow Settings” means any combination of settings in section 3 defining how the Parties can interact with the Sign Material during Workflow Execution.

2. Purpose 

The purpose of this document is to explain how Scrive eSign worked at any given point in time to facilitate the full understanding of the process that generated the final Evidence Package. Each time Scrive eSign is updated with new features this document is also updated. The scope of the document is to describe the Scrive eSign system in full. Because it is possible to initiate Workflow Execution via API it is possible that parts of the e-signing workflow have happened outside of Scrive eSign. Because Scrive can only document features that are within our control, parts of a workflow may have happened outside the scope of this document.

3. Design the workflow (Author)

Workflow Settings are defined in the Design View by the Author. The features for designing the Workflow Settings are clustered in the Design View in three main sections. We describe the features in these sections according to the structure in the Design View.

3.1 Add Parties

3.1.1 Simple Workflow Session

Add a Workflow Session and add information about the Party participating in the Workflow Session. You can add an infinite number of Workflow Sessions. The minimum amount of Workflow Sessions is one.

3.1.2 Mass-signing Workflow Session

To replicate a Template Process multiple times with many separate Parties it is practicable to add the Parties in bulk. This feature enables adding a list of Parties to a Workflow Session as a CSV file. When initiating the process Scrive eSign will automatically replicate the process for every row in the CSV file and include the Party information of that row to that Workflow Session.

3.1.3 Invitation order

Select in what order the Parties shall receive the invitation to participate. Parties can receive the invitation in parallel, in sequence, or a combination of these.

3.1.4 Role

Define if the Party should be Signatory or Viewer.

3.1.5 Invitation method

Select how the Party shall receive the invitation to participate in the Workflow Session. The delivery methods available are a) email, b) SMS, c) email and SMS and d) in-person delivery or e) API.

		Email

		An email invitation is sent including a link to the Sign View.



		SMS

		An SMS is sent including a link to the Sign View.



		Email and SMS

		Both email and SMS delivery as described above.



		In-person

		No invitation is sent. The Initiator can give the Party access to the Sign View, by personally presenting it on a device selected by Initiator.



		API

		No invitation is sent. The Initiator can select to give access to the Sign View by sharing the URL or an Author can set up a workflow where the Party is redirected from a webpage hosted by the Author to the Sign View.





3.1.6 Authentication to view

Select what authentication should be required from a Signatory before accessing the Workflow Session to view the document. The alternatives are a) Swedish BankID, b) Norwegian BankID, c) Danish NemID or d) no additional authentication method.

3.1.7 Authentication to sign

Select what authentication method should be required from a Signatory. The alternatives are a) Swedish BankID, b) PIN verification by SMS or c) no additional authentication method.

3.1.8 Confirmation method

Select how the Party shall receive the confirmation that the document has been signed by all Parties and get access to the Evidence Package. The confirmation methods available are a) email, b) SMS, c) email and SMS and d) no delivery.

3.2 Place fields

3.2.1 Main Document upload

Upload the Main Document. Only PDFs are accepted for upload. 

3.2.2 Main Document removal

Remove the Main Document.

3.2.3 Text field

Drag and drop text fields into the document. Define the name of the text field (i.e. address, mobile and more) or select a predefined field, and define if it is a) mandatory for the Initiator, b) mandatory for Party completing the Workflow Session or c) optional. If left empty or editable during Workflow Execution, define what party can (if optional) or must (if mandatory) complete the text field during their Workflow Session. All information put into a text field will be printed onto the document. You can set the font size of the text field to a) small, b) normal, c) large or d) huge.

3.2.4 Checkbox

Drag and drop checkboxes into the document. Define the name of the checkbox (for traceability purposes), choose a checkbox size, and define if it is a) mandatory for the Initiator, b) mandatory for Party completing the Workflow Session or c) optional. If left empty or editable during Workflow Execution define what party can (if optional) or must (if mandatory) check the checkbox during their Workflow Session. The checkbox, empty or checked, will be printed onto the document.

3.2.5 Signature box

Drag and drop signature boxes into the document. Define the name of the signature box (for traceability purposes) and define if it is a) mandatory for the Party completing the Workflow Session or b) optional. If left empty or editable during Workflow Execution define what party can (if optional) or must (if mandatory) draw their signature during their Workflow Session. For some old browsers where JavaScript drawing doesn’t work, the Signatory can use their keyboard to type their signature with a name instead and a handwritten font will be used. The drawn or typed signature will be printed onto the document.

3.2.5 Radio buttons

Drag and drop radio button groups into the document. Define the name of the radio button group and the names of individual radio buttons (for traceability purposes), and choose a size for the radio buttons within the radio button group. It is mandatory for signing parties to select one of the radio button group options. The radio buttons, selected or not, will be printed onto the document.

3.3 Other settings

3.3.1 Add Attachment

The Author can upload documents to add as Attachments to the Main Document or delete previously uploaded Attachments. Only PDFs are accepted. The Author selects if the Attachment should be optional or mandatory to review. The Author selects if the Attachment should be merged with the main file or not.

3.3.2 Request Attachment

The Author can request that Parties are asked to upload documents during a Workflow Session, to add the documents as Attachments to the Main Document. The request is set per Party and an instruction text is required explaining what document is requested, requests can be made optional in which case the Party is not required to upload a document.

3.3.3 Main Document name

Name the Main Document. This is the name that will be communicated with the Parties throughout each Workflow Session. This will be the name of the Main Document in the Evidence Package.

3.3.4 Workflow Session language

Select in what language the Parties shall be guided throughout each Workflow Session. This will be the language of the text printed in the Verification Page.

3.3.5 Due date

Select the due date for the Signatories to sign. After the due date has passed the Signatories can no longer sign.

3.3.6 Automatic reminder

Select at what date an automatic reminder to sign shall be sent to the Signatories that haven’t yet signed.

3.3.7 Personal invitation message

Write a personal message that the Parties will receive when invited via email to participate in the Workflow Execution.

3.3.8 Personal confirmation message

Write a personal message that the Parties will receive via email when the document has been signed.

3.3.9 Edit Sign View UI

Adjust the UI in the Sign View. The following UI features can be added or removed a) header including logo and contact details, b) download PDF c) the button used in the Sign View to reject to sign, d) option to reply with a message, and e) footer.

3.4 Save as template workflow

The Workflow Settings in Design View can be saved as a Template Workflow for later Workflow Execution a single time (save as draft) or multiple times (save as template).

3.5 Settings available via API only

3.5.1 Set highlighting

It is possible, via the API, to enable highlighting in the Sign View for selected Signatories. Highlighting is the digital equivalent of a yellow mark on paper to emphasize something on the document. Highlights can be made by the selected Signatories, and cleared page-by-page, until they have signed the document, after which no more changes can be made. 

3.5.2 Field editable by Signatory

It is possible, via the API, to allow selected Signatories to change the value of certain fields, even if they were pre-filled by the Document Author. This is currently only available for email and mobile field types. The aim of this setting is to allow Signatories to update their email or mobile number, when the value set by the Document Author may be incorrect or outdated.

4. Initiate the workflow (Initiator)

A Workflow Execution needs to be started by an Initiator. This section describes the features which the Initiator can use to initiate the Workflow Execution. The Initiator may initiate the Workflow Execution in any of the following ways:

		start as Author and define the Workflow Settings in the graphic user interface of the Design View or an Integrated System, or programmatically through the Scrive API, and then initiate the Workflow Execution, or

		start as Initiator only and select a Template Workflow to initiate the Workflow Execution, or

		start as Author and select a Template Workflow to edit by any of the procedures for defining the Workflow Settings described in bullet a and then, after editing as Author, initiate the Workflow Execution.



4.1 Initiate Workflow Execution from Design View

After a Main Document has been uploaded and no mandatory information is missing it is possible to initiate Workflow Execution by clicking a button to start. When having clicked the button a modal is displayed and depending on the Workflow Settings different activities will be required from the Initiator to initiate Workflow Execution.

		Initiator role

		Sign order

		Instruction in modal



		Signatory

		Sign first

		Prompts to sign first before inviting others



		Signatory

		Sign second or later

		Prompts to invite others



		Viewer

		-

		Prompts to invite others





4.2 Initiate Workflow Execution from Template Workflow

Template Workflows can be accessed either via the Scrive eSign graphic user interface or via API. The following sections will describe how access can be done via the graphic user interface of Scrive eSign. In principle the same actions can be performed via the API.

4.2.1 List of Template Workflows

By logging in to his Scrive eSign account the Initiator can access a list of Template workflows from where it can initiate Workflow Execution. In the list of Template Workflows each Template Workflow is displayed in a list including name of the Template Workflow, time of latest change to Template Workflow, Delivery Method(s) and sharing status. In the template list view it is possible to do free text search on metadata to find Template Workflows.

4.2.2 Select to edit Template Workflow or directly initiate Workflow Execution

By clicking the name of a draft or template in the list of Template Workflows, different options will be made available depending on the Workflow Settings of the Template Workflow.

		Author/Not Author

		Locked from editing

		In-person delivery

		Options for next step



		Author

		Yes/No

		Yes

		Option to a) edit Workflow Settings or b) initiate signing on the device directly.



		Author

		Yes/No

		No

		Option to a) edit Workflow Settings or b) send for signature directly.



		Not Author

		Yes

		Yes

		Option to initiate signing on the device directly.



		Not Author

		No

		Yes

		Option to a) edit Workflow Settings or b) initiate signing on the device directly.



		Not Author

		Yes

		No

		Option to send for signature directly.





5. Administer the Workflow Execution (User)

The document view is the administrative counterpart of the Sign View. Here the User can review the Main Document, Attachments, Parties and progress history and also administer the Workflow Execution.

5.1 Progress history

The Workflow Session progress of each Signatory can be tracked in the progress history section. Each important event is listed with a status icon, time, Party and an explanatory text. Below is a list of the statuses used.

		Progress status

		Explanation



		Initiated signing

		The Initiator initiated the signing process.



		Email sent

		The invitation to access Sign View was sent via email.



		SMS sent

		The invitation to access Sign View was sent via SMS.



		Undelivered

		The external email or SMS system has reported that it could not deliver the email or SMS.



		Delivered

		The external email or SMS system has reported that it has delivered the email or SMS.



		Email opened 

		The external email system has reported that the email has been opened.



		Accessed view to authenticate

		The party opened the view to verify their identity before viewing the document.



		Authentication success

		The Party verified their identity with [AUTHENTICATION METHOD] to access the document.



		Reviewed online

		Opened the document online.



		Signed

		The button to complete signing was clicked in the Signature Confirmation Section or, if BankID was required to sign, the signing process was completed successfully in the BankID application.



		Rejected

		The button to reject signing was clicked in the final rejection section.



		Timed-out

		The due date for signing as set in the Workflow Settings passed and the document can’t be signed.



		Due date prolonged

		The Initiator prolonged the signing due date.



		Process cancelled

		The Initiator cancelled the signing process, the document can no longer be signed.



		Process edited

		The Workflow Process was edited in the Design View.



		Sealed

		Scrive eSign sealed the final PDF with a digital signature.



		Extended

		Scrive eSign sealed the Evidence Package (as defined in the Service Description) with a keyless digital signature.





5.2 Withdraw invitation

To withdraw an invitation to sign an Initiated Workflow, press the button to withdraw. The invitation to sign the selected Initiated Workflow will be withdrawn and they will no longer be possible to sign. If a Signatory clicks an invitation link to a withdrawn document they will land in a landing page with an instruction that the Workflow Execution has been cancelled.

5.3 Extend due date

If the due date to sign passed without all Signatories having signed the Initiator can extend the due date by pressing “extend due date”. The date is extended by as many days as are determined by the Initiator.

5.4 Restart document

If the document was cancelled or the due date passed the Initiator can select to restart the Workflow Execution by pressing the button to restart the Workflow Execution. The Initiator is then redirected to the Design View where he can edit the Workflow Settings and initiate Workflow Execution again.

5.5 Start signing

If Delivery Method was set to in-person or API, then there is an option for the Initiator to initiate the next in-person Workflow Session directly from this view. By selecting “start signing” the Initiator will be redirected to the Sign View.

5.6 Download document

If the document has been signed it can be downloaded by the Initiator by pressing the button to download the document.

5.7 Send reminder

To remind a Signatory to sign, press the button to send reminder. A reminder will be sent to the Signatory using the initial invitation Delivery Method selected by the Author.

5.8 Send document again

To send a completed Evidence Package again to a Party, press the button to send the document again which is next to the Party’s information. A message including the document, will be sent to the Signatory using the initial confirmation Delivery Method selected by the Author.

5.9 Change of authentication to view and authentication to sign methods

As long as the recipient hasn’t signed the Initiator can change the authentication to view and the authentication to sign methods.

5.10 Bounce management

If the email or SMS could not be delivered, the Initiator is informed of the problem via an email with a link to the Document View where the Initiator can edit the email or mobile number. A bounce can occur for multiple reasons, typically due to a) entering the wrong email or mobile number, b) SPAM filter settings of the receiving system or c) the recipient’s systems are down.

5.11 Review Attachments

Below the displayed document there is a section with all attached Attachments. The user can view or download Attachments.

5.12 Review evidence attachments

Below the Attachments section there is a section with all evidence attachments. The user can review or download the evidence attachments.

6. Follow the workflow (Party)

Smooth Workflow Execution is dependent on a series of events as executed by the Parties in close interaction with Scrive eSign. This section will describe the different components enabling the Workflow Execution. The features are listed in the order as they appear to the Signatory either chronologically or in the graphic user interface from the top and going down. What features appear to the Signatory depend on the Workflow Settings.

6.1 Overview of Workflow Execution

Before we look at the components of the Workflow Execution it might be useful to get an overview of the different steps of Workflow Execution as experienced by the Signatories and the Viewers.

		Accessing the Sign View: the Party either a) receives an email or SMS with an invitation to sign electronically and a link to the Sign View or, b) accesses a device (tablet, desktop computer, smartphone or other) with the Sign View already opened or c) is redirected from an Integrated System to the Sign View. 

		If set by the Author, the Signatory is asked to authenticate before they can proceed.

		Reviewing the Sign Material: the Party views the displayed Sign View and a) can read instructions at the top to follow the guiding arrow, b) depending on the Workflow Settings enter or not enter Field Data into the document (such as text, signatures, checks in checkboxes, choosing a radio button group option) and view/append required and optional attachments and c) scroll through all document pages to reach the sign or reject section.

		When enabled for the current signatory, the Initiator can highlight anything within the document being signed in real-time. 

		Signing the Sign Material: the Signatory presses the next button to proceed to the next step and, depending on the Workflow Settings, one of these four scenarios follow;



		If the Signatory has not yet drawn their signature inside the document a section appears with instructions to confirm their intent by clicking a button with the text “Sign”, or

		If the Signatory has not yet drawn their signature inside the document a section appears with instructions that they will finalise the signing process by clicking the button with the text “Finish”, or

		If the Signatory is required to authenticate with PIN by SMS before they can sign they a) type or view their mobile number, b) receive an SMS with a PIN, c) type the PIN into a input field and d) confirm their intent by clicking a button with the text “sign”, or

		If the Signatory is required to sign with Swedish BankID they sign using the Swedish BankID app on the device they chose to sign with.



		Receiving confirmation after signing: after having completed one of the above signing scenarios a confirmation message is displayed to the Signatory that the Sign Material has been signed. Depending on the Workflow Settings, each Party either receives or doesn’t receive a confirmation message. If it was set for the Party to receive a confirmation message it is sent either a) by email and including the Evidence Package, b) by SMS and including a URL-link to access the document on the web in Scrive eSign, or c) both by email and SMS as described above.



The following sections are more detailed descriptions of the features enabling the workflow in the summary above.

6.2 Accessing the Sign View

This is the workflow guiding the Parties to access the Sign Material in the Sign View.

6.2.1 Invitation message

Scrive eSign will send an invitation email and/or SMS to the Party, in the order as defined by the Workflow Settings. The email and/or SMS will include a URL-link to a Sign View specific to that Workflow Session.

6.2.2 List of Initiated Workflows

Initiated Workflows with Workflow Sessions available for signing directly on the device are listed in a list accessible to Users. Each Initiated Workflow is displayed in a list with document name, last event, name of Initiator and names of all Parties. An icon determines if the Party is the Initiator of the Initiated Workflow or has been invited by another Initiator to participate. By selecting an Initiated Workflow from the list the User will initiate a Workflow Session and access the Sign View.

6.3 Authenticate to view

This is the part where the Signatory is required to authenticate themselves before they can proceed to view the Sign Material.

6.3.1 Authentication to view

The name of the Author and the document is displayed. Personal information that is required to understand who should authenticate their identity is presented. The Signatory initiates the authentication process. If the authentication is successful the Signatory is redirected to the Sign View to view the Sign Material.

6.4 Reviewing the Sign Material

This is the workflow guiding the Signatory when they are reviewing the Sign Material before signing.

6.4.1 Contact information

In the header the Initiators name and mobile (if available) is displayed for contact purposes.

6.4.2 Branded header

Adjustments can be made to a) company logotype, b) background color of header, c) text font, and d) text color. If no branding has been selected, the default is the Scrive logotype and colors. Author can remove the header and footer in the Design View before initiating Workflow Execution.

6.4.3 Other branded Sign View components

Components of the Sign View that can be branded are a) text font type of all text, b) color of the guiding arrow, c) color and text font of text in the guiding arrows, d) color of buttons, and e) color and text font of the text in the buttons. In the Sign View, confirmation page after signing, the signing invitation email and confirmation email there is a discrete ”Powered by Scrive” text.

6.4.4 Signing header

This header stays at the top of the SIgn View as the signatory scrolls through the Main Document to sign. The header includes a) the name of the document, b) a button to activate highlighting (learn more below), c) a button to zoom in the Main Document and d) a button to zoom out the Main Document. By clicking the highlight button, the highlighting functionality is enabled and the scrolling functionality is disabled. Thus, instead of scrolling when touching the screen the touch will result in a yellow highlighting color being painted to the Main Document where the finger points. Highlighting starts when a finger is put to, or a mouse is clicked above, the Main Document. Highlighting stops when the finger is lifted or the mouse is released. To initiate highlighting again the highlighting button in the header has to be pressed again. If the highlighting functionality has been applied to the Main Document in the current Workflow Session, a clear button will also be available in the signing header. The clear button will allow highlighting to be cleared from one document page at a time, and “clear mode” will be enabled until any highlighting has been cleared, or until the cancel button is clicked to cancel clear mode.

6.4.5 Review instruction

Below the header there is a) the person’s name and b) a brief instruction on how to proceed to sign the document. The purpose of the name is to decrease the risk that a person mistakenly signs in another Signatory’s name. If the name was not supplied before Initiator initiated Workflow Execution, then only the brief instruction is displayed.

6.4.6 Mandatory/optional explanation

Explanation of the difference in instruction color between actions that are mandatory and actions that are optional. This appears if the Workflow Session includes optional and mandatory actions.

6.4.7 Download PDF

Option to download the Main Document and Attachments as PDF. This option is either displayed or not depending on if the Author defined that it should be displayed during the Workflow Session.

6.4.8 Document display

PNGs of the Main Document are displayed in up to 1040 px width.

6.4.9 Guiding arrow

The guiding arrow will guide the Party through the steps set as mandatory by the Author. The arrow will guide the Party by pointing at the next mandatory step and blink.

6.4.10 Text fields

There can be empty text fields that are mandatory or optional to complete for the Party and pre-filled fields that can be editable.

6.4.11 Checkboxes

There can be unchecked checkboxes that are mandatory or optional for the Party and pre-checked checkboxes that can be de-checked. Checkboxes can be small, medium, or large, at the discretion of the author.

6.4.12 Radio buttons

There can be radio button groups comprising of two or more radio button options. The Party must select one of the radio buttons for each radio button group. Each radio button group can be small, medium, or large, at the discretion of the author.

6.4.13 Signature box

If signatures are requested from the Signatory then signature boxes are displayed as colored areas on top of the document. If the Author has defined the signature as mandatory, then the guiding arrow will point to the colored area after previous mandatory fields have been completed. When clicking a signature box a signing workflow is initiated. Read more about the signing workflow in section “6.6 Signing the Sign Material”.

6.4.14 About you section

If there are input fields that are mandatory to include in the transaction but have not been placed on top of the document by the Author they are displayed in the about you section. This section is not visible if there is no mandatory information that has not been placed on top of the document for input.

6.4.15 Attachments section

For each attachment that has been added to the document by the Author a section is displayed including the title of the attachment and a button to show the attachment. The attachment can be viewed by clicking the button to show the attachment, then the section expands and displays the attachment in full to the Signatory. If an attachment was selected by the Author to be mandatory to review in the Workflow Settings then a) a checkbox is available next to the title of the attachment and b) a text stating that the signatory confirms that they have read and understood the content of the attachment is available next to the checkbox. The checkbox with the instruction to confirm that the Signatory has read and understood the content of the attachment must be checked before the Signatory can sign.

6.4.16 Requested attachments section

This is where, if requested, the signatory is instructed to upload additional documents as attachments. The signatory can choose not to upload an optional attachment by checking a checkbox. If attachments have been added by previous signatories in the same process, those are visible to the current signatory for review. This section is not visible if there are no requests for attachments from the signatory.

6.4.17 Signatories section

This section includes a list of the Signatories, their signing progress and a) Full name,,  and b) if applicable information about the Signatory is displayed such as organisation, organisation number, ID number, mobile number and email.

6.4.18 Reject or sign section

This is the last section in the Sign View. This section includes a reject button and a next button. By clicking the reject button the Signatory will initiate the rejection workflow and by clicking the next button the Signatory will initiate the signing workflow. If the Author has determined in the Sign View Settings that the reject button shall not be displayed to the Signatory, only the next button will be displayed.

6.5 Rejecting to sign the Sign Material

This is the workflow guiding the Signatory when they are rejecting to sign the Sign Material.

6.5.1 Reject button

At the bottom of the Sign View the signatory can reject the signing via clicking on a reject button. This button is visible if the Author has not disabled it in the Workflow Settings.

6.5.2 Rejection section

If the option to allow a rejection message was chosen in the Workflow Settings, upon clicking the button to reject the Signatory will enter a section where the Signatory can reject and, if so desired, write a rejection message to the Initiator. If a rejection message is not allowed, the Signatory will be asked to confirm the rejection directly, without the possibility of writing a rejection message. If the Signatory confirms the rejection, the Workflow Execution is cancelled and the Main Document can no longer be signed by any other Signatory.

6.5.3 Rejection confirmation page

After a rejection the Signatory is redirected to a page confirming that the signing was rejected and, if a rejection message was created, that the rejection message was sent to the Initiator.

6.6 Signing the Sign Material

The signing workflow is the workflow guiding the Signatory when they are signing the Sign Material.

6.6.1 Signature Drawing Modal

After the signature box has been clicked by the Signatory, the Signature Drawing Modal is opened and the Signatory is instructed to sign. The Signatory can draw their signature on a touchscreen or with a mouse. Once the Signatory has drawn their signature in the Signature Drawing Modal, they can click a button to proceed. Once they have clicked the button to go to the next step the modal closes and the signatory is scrolled to the next step defined by the Workflow Settings. 

6.6.2 PIN by SMS authentication and Signature Confirmation Section

If the authentication was set to PIN by SMS, the Signatory is either a) prompted to type the mobile number they want to use for authentication or b) if the mobile number was prefilled by the Initiator they can only view the mobile number. After the signatory has filled their mobile mobile number or reviewed the one that was prefilled by the Initiator and clicked to send the SMS, the Signature Confirmation Section appears with a) an input field for the PIN, b) a text if they wish to sign and let Scrive eSign register their signature and c) a button to confirm the PIN and complete the signing process. After the correct PIN has been supplied and the Signatory has confirmed that they wish to sign , the signature is registered and the Signature Registration Section is displayed.

6.6.3 Swedish BankID authentication and Signature Confirmation Section

If the authentication was set to Swedish BankID, the Signatory is either a) prompted to type the ID number they want to use for authentication, or b) if the ID number was prefilled by the Initiator this is already prefilled and not editable. After the signatory has a) filled their ID number or reviewed the one that was prefilled by the Initiator and b) clicked to initiate the authentication with Swedish BankID, the Signatory authenticates within the Swedish BankID application. When the authentication is completed in the Swedish BankID application, Scrive eSign registers the signature. 

6.6.4 Signature Confirmation Section

If the authentication was neither set to Swedish BankID nor PIN by SMS then the Signature Confirmation Section asks the Signatory if they wish to either “sign” (if no signature was drawn in the document using the Signature Drawing Modal) or “finish” (if a signature was drawn in the document using the Signature Drawing Modal) and let Scrive eSign register their signature. Once the Signatory has confirmed that they wish to sign or finish the signing process, the signature is registered and the Signature Registration Section is displayed.

6.7 Receiving the confirmation after signing

This is the workflow guiding the Signatory after they have signed the Sign Material.

6.7.1 Signature Registration Section

After the Signatory has confirmed their signature in the Signature Confirmation Section, the Signatory is redirected to the Signature Registration Section. The Signature Registration Section instructs the Signatory that their signature is being registered by Scrive eSign.

6.7.2 Signature confirmation page

After Scrive eSign has completed registering the signature of the Signatory, the Signatory is either redirected to:

		a custom confirmation page. Scrive does not regulate the custom confirmation page other than requiring that the confirmation page should not be misleading to the Signatory, thus it can include any information.

		the Scrive eSign standard confirmation page. The standard confirmation page includes information that the Signatory’s signature has been registered. If the Author had set that Scrive eSign should send an outgoing confirmation message, then the Signatory is also informed that an outgoing confirmation message was sent to the Signatory or that, if there are more Signatories to sign the document, an outgoing confirmation message will be sent to the Signatory after all Signatories have signed.

		the Signing Handover Interface, where a button is displayed leading to the Workflow Session for that next Signatory. This happens if there are other Signatories in line to sign after the Signatory that just signed, and the Delivery Method was set to in-person for any of those Signatories.



6.7.3 Signature confirmation message

If Author set that an outgoing confirmation message should be sent to the Signatory, a confirmation message is sent either via SMS, email or both. The confirmation message includes information that the document has now been signed by all Signatories. The email also includes an original of the Evidence Package and the SMS includes a link to access the Evidence Package online. If the Evidence Package is over 10MB Scrive eSign will not include the Evidence Package in the confirmation email and instead an instruction and a link to access the document will be supplied. If the Author set that a custom confirmation message shall be included in the outgoing confirmation message, the custom confirmation message set by the Author is included after the standard confirmation message texts.

7. Evidence collection

During the Workflow Execution Scrive eSign is collecting evidence to include into the Evidence Package.

7.1 Collecting missing Sign Material

At any time during the Workflow Execution, Scrive eSign presents the Sign Material in its current state in the Sign View meaning that it displays a) images of each page of the Main Document, b) links to all Attachments and c) renders all currently defined Field Data on the pages of the Main Document using the placements specified by the Author. As the process advances, the Sign Material is collected and produced through the following process:

		The Author uploads the initial Sign Material into Scrive eSign, consisting of the Main document, Author Attachments and initial Field Data.

		The Signatories will perform a review of the Sign Material in the Sign View. Depending on the Workflow Settings the Signatory can be asked to upload Signatory Attachments and add more Field Data, so that the Sign Material is completed. This step is reiterated until all Signatories have signed. 

		When the last Signatory has signed, the Sign Material has become fully completed and is locked from further modifications.



7.2 Producing the Transaction Logs

Scrive eSign executes the following activities to produce the Transaction Logs:

		Record as many as possible of the Signatories’ activities in Scrive eSign during Workflow Execution

		Record screenshots of the confirmation after the Signatories have signed through Scrive eSign

		Record system information of the Signatories’ client system

		Record system time of the Signatories’ activities in Scrive eSign



This section will explain the different procedures for recording the Transaction Logs as listed above.

7.2.1 Recording Signatories’ activities in Scrive eSign

Scrive eSign records events when the Signatory has interacted with Scrive eSign during Workflow Execution. The activities in Scrive eSign that are recorded are listed below. Coordinates X=0, Y=0 is the top-left corner of the page, X=1, Y=1 is the bottom-right corner.

		Sample event (as printed in the Evidence Log)

		Event explanation



		Scrive eSign sealed the Evidence Package (as defined in the Service Description) with a keyless digital signature.

		See section 8.1.11.



		Scrive eSign sealed the final PDF with a digital signature.

		See section 8.1.10 and 8.1.12.



		Scrive eSign prepared the final PDF, including evidence collected by Scrive eSign, before sealing with a digital signature.

		See sections 8.1.1 – 8.1.9 



		The party [NAME OF PERSON] ([UNIQUE IDENTIFIER]) verified their identity with [AUTHENTICATION METHOD] to access the document.

Data returned from the [AUTHENTICATION METHOD]:

Name: [NAMED RETURNED]
ID number: [ID NUMBER RETURNED]


Signature: [SIGNATURE RETURNED]
Online Certificate Status Protocol (OCSP) Response: [OCSP RETURNED]

		See section 6.3.1.



		Scrive eSign sent an automatic reminder to sign using [DELIVERY METHOD] to [EMAIL@EXAMPLE.COM and 012-34 56 78] at the request of the user [NAME OF USER] ([UNIQUE IDENTIFIER]).

		See section 3.3.6.



		The user [NAME OF USER] ([UNIQUE IDENTIFIER]) withdrew the invitation to sign and Scrive eSign disabled the possibility to sign for all parties.

		See sections 5.2.



		The user [NAME OF USER ([UNIQUE IDENTIFIER]] changed authentication for [NAME OF PARTY (UNIQUE IDENTIFIER)] from [OLD AUTHENTICATION METHOD] to [NEW AUTHENTICATION METHOD].

		See section 5.9.



		The user [NAME OF USER] ([UNIQUE IDENTIFIER]) changed the email address for the party from [BAD@EXAMPLE.COM] to [GOOD@EXAMPLE.COM].

		See section 5.10.



		The user [NAME OF USER] ([UNIQUE IDENTIFIER]) changed the mobile number for the party from [BAD-12 34 56] to [GOOD-12 34 56].  

		See section 5.10.



		Scrive eSign locked the document from further modifications by the parties.

		See section 7.1 step 3.



		The signatory [NAME OF SIGNATORY] checked the checkbox “[EXAMPLE ATTACHMENT NAME]”. The text next to the checkbox was “[ACCEPT ATTACHMENT CONDITIONS TEXT]”.

		See sections 3.3.1 and 6.4.15.

[ACCEPT ATTACHMENT CONDITIONS TEXT] is the text that was visible to the signatory and depends on the document’s language setting. In English it is "I have read and accepted the content of the attachment [EXAMPLE ATTACHMENT NAME]".



		The party [NAME OF PARTY] ([UNIQUE IDENTIFIER]) deleted the attachment [ATTACHMENT NAME] previously uploaded by the party [NAME OF PARTY] ([UNIQUE IDENTIFIER]).

		See sections 3.3.2 and 6.4.16.



		Due to a system error Scrive eSign failed to finalise the Evidence Package (as defined in the Service Description) before sealing with a digital signature.

		Sometimes the system may fail to produce the Evidence Package as described in sections 8.1 – 8.3. This event is extremely rare.



		Scrive eSign’s external email delivery system reported that the invitation to [sign/review] the document sent via email to [PARTY@EXAMPLE.COM] was delivered.

		See sections 3.1.4 and 5.1.



		Scrive eSign’s external SMS delivery system reported that the invitation to [sign/review] the document sent via SMS to [012-34 56 78] was delivered.

		See sections 3.1.4 and 5.1.



		Scrive eSign sent an invitation to [sign/review] the document via [delivery method] to [PARTY@EXAMPLE.COM and/or 012-34 56 78]. The invitation included a link that when clicked lead to Scrive eSign’s online interface to [sign/review] documents. The invitation contained the following message: <BR/> <i>This is an example message text.</i>

		See sections 3.1.4, 3.3.7 and 5.1.



		Scrive eSign’s external email delivery system reported that the invitation sent via email to [PARTY@EXAMPLE.COM] could not be delivered and continued attempts were cancelled.

		See section 5.1.



		Scrive eSign’s external SMS delivery system reported that the invitation sent via SMS to [012-34 56 78] could not be delivered and continued attempts were cancelled.

		See section 5.1.



		Scrive eSign’s external email delivery system reported that the invitation sent to [PARTY@EXAMPLE.COM]  was opened.

		See section 5.1.



		The initiator [NAME OF INITIATOR] ([UNIQUE IDENTIFIER]) initiated the signing workflow and Scrive eSign a) locked the signing workflow from further editing, b) set the signing workflow language to [EXAMPLE LANGUAGE: ENGLISH], c) set the signing due date to [EXAMPLE DATE: 2013-01-01 00:00:00 UTC], d) set the time zone to [EXAMPLE TIME ZONE: CET] and e) initiated the signing workflow.

		See section 4.



		The user [NAME OF USER] ([UNIQUE IDENTIFIER]) prolonged the signing due date.

		See section 5.3.



		The signatory [NAME OF SIGNATORY] ([UNIQUE IDENTIFIER]) rejected the invitation to sign and Scrive eSign disabled the possibility to sign for all parties. The rejection message from the signatory [NAME OF SIGNATORY] ([UNIQUE IDENTIFIER]) was: <BR/> <i>This is an example message text.</i>

		See section 6.5.2.



		Scrive eSign sent a reminder to [review/sign] via [delivery method] to [SIGNATORY@EXAMPLE.COM and/or MOBILE NUMBER] at the request of the user [NAME OF USER] ([UNIQUE IDENTIFIER]). The reminder message from the user [NAME OF USER] ([UNIQUE IDENTIFIER]) was: <BR/> <i>This is an example message text.</i>

		See sections 9.1.4 and 5.7.



		Scrive eSign’s administrator ([ADMIN@EXAMPLE.COM]), a person authorised to administer Scrive eSign, requested preparation of the Evidence Package.

		In the rare event of failure there is a safety feature in Scrive eSign where an authorised person at Scrive can ask the system to try to reseal the Evidence Package.



		The user [NAME OF USER] ([UNIQUE IDENTIFIER]) edited the signing workflow in Scrive eSign’s interface to design signing workflows.

		See section 5.4.



		The SMS with the PIN was delivered to [MOBILE NUMBER] for the signatory [NAME OF SIGNATORY (UNIQUE IDENTIFIER)] to use for authentication.

		See section 6.6.2.



		An SMS with a PIN was sent to [MOBILE NUMBER] for the signatory [NAME OF SIGNATORY (UNIQUE IDENTIFIER)] to use for authentication.

		See section 6.6.2.



		The signatory [NAME OF SIGNATORY] ([UNIQUE IDENTIFIER]) uploaded the attachment [EXAMPLE ATTACHMENT NAME] requested by the workflow author. The request had the following description: <BR/> <i>This is an example description.</i>

		See sections 3.3.2 and 6.4.16.



		The signatory [NAME OF SIGNATORY] checked the checkbox “[EXAMPLE ATTACHMENT NAME]”. The text next to the checkbox was “[NOTHING TO UPLOAD TEXT]”.

		See sections 3.3.2 and 6.4.16.

[NOTHING TO UPLOAD TEXT] is the text that was visible to the signatory and depends on the document’s language setting. In English it is "Nothing to upload".



		The signatory [NAME OF SIGNATORY ([UNIQUE IDENTIFIER]) signed the 

document using PIN by SMS as authentication method. The PIN was sent to [MOBILE NUMBER].

		See section 6.6.2.



		The document was signed by [NAME OF SIGNATORY ([UNIQUE IDENTIFIER]) using [AUTHENTICATION METHOD] as authentication method. 


The text signed in the [AUTHENTICATION METHOD] client was:


$signed_text$

Data returned from the  [AUTHENTICATION METHOD]:

  

Name: [NAMED RETURNED]

ID number: [ID NUMBER RETURNED]

Signature: [SIGNATURE RETURNED]

Online Certificate Status Protocol (OCSP) Response: [OCSP RETURNED]

		See section 6.6.3.



		The signatory [NAME OF SIGNATORY ([UNIQUE IDENTIFIER]) signed the document.

		See section 6.7.1.



		The due date for signing the document passed. Scrive eSign disabled the possibility to sign for all parties.

		See section 3.3.5.



		The signatory [NAME OF PERSON] ([UNIQUE IDENTIFIER]) [CHECKED or UNCHECKED] the checkbox [NAME OF CHECKBOX]. The checkbox's placement in the Main Document: 

Page     X           Y

1            0.123   0.420

		See sections 3.2.4 and 6.4.10.



		The signatory [NAME OF PERSON] ([UNIQUE IDENTIFIER]) selected the radio button "[NAME OF RADIO BUTTON]" in radio group "[NAME OF RADIO GROUP]". Possible options were: [LIST OF ALL RADIO BUTTON NAMES IN RADIO GROUP]. The radio buttons placement in the Main Document:

Page     X           Y

1            0.123   0.128

1            0.123   0.142

		See sections 3.2.5 and 6.4.12.



		The signatory [NAME OF PERSON] ([UNIQUE IDENTIFIER]) signed in the signature box [NAME OF BOX]. The box's placement in the Main Document:

Page     X           Y

1            0.123   0.420

		See sections 3.2.5, 6.4.13 (or 6.4.18 if signature box was not placed) and 6.5.11.



		The signatory [NAME OF PERSON] ([UNIQUE IDENTIFIER]) changed the text in the text field [NAME OF FIELD] from [PREVIOUS VALUE] to [NEW VALUE]. The field's placement in the Main Document: 

Page     X           Y

1            0.123   0.420

		See sections 3.2.3 and 6.4.9 (or 6.4.14 if text field was not placed).



		The party  [NAME OF PERSON] ([UNIQUE IDENTIFIER]) opened the view to verify their identity before viewing the document.

		See section 6.3.1.



		The party [NAME OF PERSON] ([UNIQUE IDENTIFIER]) opened the document in Scrive eSign’s online interface to [review/sign] documents.

		See section 6.2.1.



		Highlighting was added to page 3 while [NAME OF PERSON] was viewing.

		See sections 3.5.1 and 6.4.4. 



		Highlighting was removed from page 3 while [NAME OF PERSON] was viewing.

		See sections 3.5.1 and 6.4.4. 





7.2.2 Generating images of the confirmation after Signatories signed

To sign through Scrive eSign the Signatory is asked to confirm the signature and after the Signatory has confirmed their signature a confirmation message is displayed. Scrive eSign will generate an image of the Signatories’ browser environment including the confirmation message in the foreground and the Main Document and Field Data in the background.

The technology for generating an image of the Signatories’ browser environment is not perfect. Therefore, as a safeguard in the event that the image of the Signatories’ browser cannot be generated correctly, Scrive eSign will at each Planned Production Upgrade, generate images of a reference browser environment including the confirmation message in the foreground and a demo Main Document and Field Data in the background. The purpose of the images is to serve as a reference to display how the images of the Signatories’ browser environment should have looked like if the image generation would have been generated correctly.

7.2.3 Recording Signatories’ system information

Scrive eSign records information of the system that the Signatories use at each system event generated by the Signatory. The information that is recorded is:

		IP address



7.2.4 Record the time of each event in Scrive eSign relating to a Signatory’s activity

At the time of an event triggered by a Signatories’ interaction with Scrive eSign, Scrive eSign will log the following information:  

		The time of Scrive eSign servers at the time of the Signatories’ activity 

		The time of the latest Clock Error Sample

		The clock error at the latest Clock Error Sample



7.3 Recording clock error

The time of Scrive eSign servers is controlled using NTP and the servers communicate indirectly with servers equipped with reference clocks whose purpose is to define reference time. Each hour Scrive eSign estimates the error of the clocks of its servers compared to reference time and the estimated error is measured in milliseconds (the “Clock Error Sample” or “CES”). The purpose of the Clock Error Sample is to produce data that can be used in a statistical model to evaluate the accuracy of Scrive eSign servers’ clock at the point of each logged event.

More about the Clock Error Sample and measurement of time in Scrive eSign is explained in the Appendix 4 Evidence of Time.

8. Evidence Package generation

8.1 Preparing the Evidence Package

Once all Signatories have signed electronically, Scrive eSign will execute the following actions to produce the Evidence Material:

		Prepare the Final PDF.

		Append the Verification Page as an additional page to the Final PDF.

		Append the Evidence Quality of Scrive E-signed Documents as an attachments inside the Final PDF.

		Append the Evidence Quality Framework as an attachment inside the Final PDF.

		Append the Service Description as an attachment inside the Final PDF.

		Append the Evidence Log as an attachment inside the Final PDF.

		Append the Evidence of Time as an attachment inside the Final PDF.

		Append the Evidence of Intent as an attachment inside the Final PDF.

		Append the Digital Signature Documentation as an attachment inside the Final PDF.



Once the Evidence Material has been produced Scrive eSign will execute the following actions to secure the integrity of the Evidence Material and thereby produce the final Evidence Package:

		Seal the material in steps 1-9 with a digital signature.

		Seal the material in steps 1-10 with a keyless digital signature (not performed if PAdES digital sealing is used).



A detailed description of the steps 1-11 follows below.

8.1.1 Prepare a Final PDF (step 1)

The Final PDF is prepared by inserting all the pages from the original Main Document, and subsequently all the Field Data is rendered using the placements defined by the Author in the Workflow Settings. If the Author defined that Attachments should be Merged with the Main Document they are added as pages to the Main Document. If the Author defined that Attachments should not be Merged with the Main Document the attachment is hashed using SHA-256. The hash can be found in the Evidence Log. Attachments that are not merged with the Main Documents are not digitally sealed. By comparing the computed hash (the output from execution of the algorithm SHA-256) to a known and expected hash value (the value in the Evidence Log), it’s possible to determine the Attachments’ integrity.

8.1.2 Append the Verification Page (step 2)

The Verification Page is one or several pages appended at the end of the Final PDF and it contains the following information:

		Transaction ID intended for support purposes.

		Information about the Main Document including name, number of pages and by whom it was submitted.

		Information about the each Attachment, including name, number of pages, if it was merged with the Main Document or not and by whom it was submitted.

		Information about the Initiator and each Signatory. 

		Activity history of each Signatory in Scrive eSign during Workflow Execution, including a brief description of the activity, the time of the activity and the IP address.

		A Scrive seal.



At the end of the Verification Page there is brief documentation describing what the Verification Page is. The documentation is intended to give the reader all the information necessary in order to understand:

		The nature of the document (an Evidence Package issued by Scrive).

		That additional documentation about the Evidence Package can be found in the Attachments.

		Where to verify the integrity of the document (https://www.scrive.com/verify).



The purpose of the Verification Page is to make the most important metadata about the Workflow Execution easily accessible.

8.1.3 Append the Evidence Quality of Scrive E-signed Documents (step 3)

The Evidence Quality of Scrive E-signed Documents is a brief introduction to the Evidence Package. The purpose of the document is to serve as an executive summary and help with the understanding of the Evidence Package without having to read through all the documentation. 

8.1.4 Append the Evidence Quality Framework (step 4)

The Evidence Quality Framework explains the legal aspects of digital evidence quality. The purpose of this document is to set a framework for the understanding of digital evidence quality and explain how the Evidence Package relates to such framework.

8.1.5 Append the Service Description (step 5)

The Service Description is this document and is a complete functional specification of Scrive eSign. The Scrive team maintains the following process to keep the Service Description up to date:

		A new version of Scrive eSign has been developed and the staging environment has been updated with the new version. The staging environment is the servers where the final testing of a new version of Scrive eSign is conducted before it is released to all customers. If the new version of Scrive eSign includes new features or substantial adjustments to existing features the Service Description is updated by the Scrive eSign product owner to include the changes made. The Scrive eSign product owner is the person that plans and manages the development of Scrive eSign.

		While on staging the changes to the Service Description is reviewed and corrected by the Scrive legal counsel in dialogue with the Scrive eSign product owner. 

		Once all text changes have been agreed by the Scrive eSign product owner and the Scrive legal counsel, the updated Service Description is to be included with the next updates to Scrive eSign. 



The purpose of the document is to serve as a reference for anyone trying to understand the Evidence Package and its different components.

8.1.6 Append the Evidence Log (step 6)

The Evidence Log includes all Transaction Logs printed in human readable text including a) the Signatories’ activities in Scrive eSign during Workflow Execution, b) all system information of the Signatories, and c) the UTC timestamp created at the moment of each Signatories’ activity.

The purpose of the Evidence Log is to make all collected metadata about the Workflow Execution accessible outside of Scrive eSign and thus independently of Scrive. 

8.1.7 Append the Evidence of Time (step 7)

The Evidence of Time includes a detailed documentation about a) how the time of the servers of Scrive eSign is measured and synchronised with trusted sources of time, b) a mathematical algorithm to calculate the probability of time deviation above certain time intervals and c) the measurements required to insert into the mathematical algorithm, including the last 1000 samples of the servers time deviation and their distribution.

The purpose of the Evidence of Time is to explain how Scrive eSign measures time and

provide a mathematical algorithm by which it is possible to calculate the probability of

the error of the time stamps recorded by Scrive eSign.

8.1.8 Append the Evidence of Intent (step 8)

The Evidence of Intent includes the images of the Signatories browser environment generated by Scrive eSign when the Signatory has signed and is displayed with a confirmation thereof. Additionally the Evidence of Intent also includes the reference images generated by Scrive eSign at each Planned Production Upgrade.

The purpose of the Evidence of Intent is to secure a) evidence of intent to sign and b) evidence of what Sign Material there was intent to sign, to avoid such rhetoric as exemplified by the example with the blue elephant and the pink sheep.

8.1.9 Append the Digital Signature Documentation (step 9)

The Digital Signature Documentation contains an algorithm for how to prove the document’s integrity mathematically. The document integrity can be tested mathematically with the help of a) the Digital Signature Documentation, b) a code published in the Financial Times after the date of sealing the document with the digital signature (step 10) and c) a keyless digital signature has been applied to the document after the date of publishing the code in the Financial Times (step 11). This document does require technical knowledge to be useful.

The purpose of the Digital Signature Documentation is to explain how the integrity of the Evidence Package can be verified independently of Scrive or any other third party. Note that the Digital Signature Documentation is not intended as the primary method for proving the document’s integrity. The use of the Digital Signature Documentation is intended as a last resort after which all other methods of verifying the integrity have failed. To clarify, the intended order for verifying the integrity of a document is:

		Scrive provides the primary method for verifying the integrity of a signature at https://www.scrive.com/verify. Here the document owner can upload the document and get an automated validation of the document integrity. This method does not require any technical knowledge to be useful.

		If this primary method for some reason fails to perform the verification of integrity then the digital signature provider, Guardtime (http://www.guardtime.com), can be contacted directly for verification. This second method also does not require any technical knowledge to be useful.

		Finally, if both previous methods have failed, the Digital Signature Documentation can be used to mathematically verify the document integrity.



8.1.10 Append the Digital Signature (step 10)

When the steps 1-9 have been performed the document is sealed with a digital signature from Guardtime to produce the complete Evidence Package (steps 1-10).

The purpose of the Digital Signature is to be able to prove the integrity of the Evidence Package with the help of Guardtime. Additionally the digital signature also has a function of a strong timestamp useful as evidence of time at the point of sealing the document. Learn more about this in the Digital Signature Documentation.

8.1.11 Append the Keyless Digital Signature (step 11)

Around the 20th each month Guardtime will make an updated Keyless Digital Signature available. Scrive eSign will apply the updated Keyless Digital Signatures on Evidence Packages that were produced by Scrive eSign 40 days after the initial signing.

The purpose of the Keyless Digital Signature, is that the integrity of the Evidence Package can be verified mathematically and independently of Scrive, Guardtime or any other third party, only relying on public information. Additionally, the verification will provide irrefutable evidence about when the timestamp in step 10 was generated. Learn more about this in the Digital Signature Documentation.

8.1.12 PAdES digital signature (optional to Steps 10 and 11)

The PAdES digital signature secures that the document can not be tampered without breaking the signature. In addition, the following are appended to the document as part of PAdES digital signature: 

		A URL to a Certificate Revocation List is appended that can be read to assure that the certificate is not in a revoked state at the time of signing of the document. 

		An OCSP (online certificate status protocol) is embedded to check the revocation status of the certificate. 

		A TimeStamp is added at the time of signing to ensure two things; that the signature was valid at the time of signing; and (ii) that the signature remains valid over time. 



9. Document administration

Scrive eSign has a basic document management system. This system is described in this section.

9.1 Document list

9.1.1 List view

Initiated Workflows and Evidence Packages from completed workflows are displayed in a list with progress status, time of latest event, name of Initiated Workflow, Initiator, Parties and Delivery Method(s).

9.1.2 Learn more and manage workflow

By clicking the name of an Initiated Workflow, the User is redirected to the Document View where there is more information about the workflow progress and options to manage the workflow.

9.1.3 Mass-withdraw invitations

To withdraw an invitation to sign an Initiated Workflow, select Initiated Workflows by checking the checkboxes on the side and press “withdraw”. The invitation to sign the selected Initiated Workflows will be withdrawn and they will no longer be possible to sign. If a Signatory clicks an invitation link to a withdrawn document they will land in a landing page with an instruction that the Workflow Execution has been cancelled.

9.1.4 Send mass-reminder

To remind Signatories of an Initiated Workflow to sign, select by checking the checkboxes on the side and press “send reminder”. The reminder to sign the selected Initiated Workflows will be sent to all the Signatories that haven’t signed using the Delivery Method as initially selected by the Author. If a specific sign order has been defined the reminder will only be sent to the next Signatory in line for signing.

9.1.5 Delete

To delete an Initiated Workflow or Evidence Package from the list view, select by checking the checkboxes on the side and press delete. Initiated Workflows that are deleted will also automatically be withdrawn.

9.1.6 Filter and search

Filter documents based on workflow progress status, initiator and/or date. Search the list of Template Workflows with free text search. Matches will be provided for all free text data.

9.1.7 Download all documents

Select what documents to download and download a zip-file including the PDFs of the selected documents. The Main Document from Initiated Workflows will be downloaded in its current state and finalised documents will be downloaded as completed Evidence Packages.

9.1.8 Download metadata as CSV

By selecting this option metadata from all transactions will be downloaded as CSV. The metadata includes information about each Party and the most important activities of the Party during Workflow Execution.

9.2 Template Workflow editing list

9.2.1 List view

Template Workflows are displayed in a list time of latest change, name of Template Workflow, Initiator, Parties and Delivery Method(s). Deleted Template Workflows are deleted instantaneously.

9.2.2 Filter and search

Search the list of Template Workflows with free text search.

9.2.3 Delete

To delete a Template Workflow from the list view, select one or multiple templates by checking the checkboxes on the side and press delete.

9.2.4 Share

To share a Template Workflow in the list view with other Users in the same organisation, select one or multiple Template Workflows by checking the checkboxes on the side and press share.

9.3 Trash list

9.3.1 List view

Deleted Initiated Workflows, Template Workflows and Evidence Packages are displayed in a list with progress status, time of latest event, name of Initiated Workflow, Initiator, Parties and Delivery Method(s). Deleted documents stay in the list for one month before Scrive eSign deletes them permanently from the system.

9.3.2 Filter and search

Filter documents based on workflow progress status, initiator and/or date. Search the list of Template Workflows with free text search. Matches will be provided for all free text data.

9.3.3 Restore

To restore a document back to the documents list, select by checking the checkboxes on the side and press restore.

9.4 Auto-deletion of documents and personal data

This is a setting that will instruct Scrive eSign to auto-delete documents and personal data after a number of days as defined by the account administrator. This applies to all documents except templates and documents pending signing. Upon deletion the documents are moved to Trash.

10. Account administration

10.1 Organisation administration

Accounts in Scrive eSign are organised in organisations. Each User belongs to an organisation. The organisation settings will be used in the Users interactions with Parties when using the system.

10.1.1 Organisation details

In the account section it is possible to edit the organisation details. The organisation details include name, organisation number and address. The name and organisation number will be displayed whenever the User is displayed as Party to a Workflow Execution, including places such as the Sign View and the Verification Page. The organisation address and mobile number  of the organisation’s administrators will be used for billing and support purposes.

10.1.2 White-label branding

There are two types of white-label branding in Scrive eSign: the Workflow Session branding and the complete white-label branding. In the account section it is possible to white-label the Workflow Sessions with the company brand profile, including a) the Sign View, b) the emails,  c) SMS’ d) the logged in part (such as the Design View), e) the favicon, f) the browser title. The complete white-label branding can only be set by a Scrive administrator and additionally to the Workflow Session branding includes white-labeling of a) the login and signup views, b) party colors and c) document status icons. 

10.2 User administration

10.2.1 User privileges

There are two levels of user privileges: standard and admin. The standard User can do everything as specified in the previous sections of this specification document. The admin User has the additional privileges as specified below.

		Privilege

		Explanation



		Edit company details

		Can edit the details of the organisation’s Scrive eSign account.



		Add user

		Can add users to the organisation’s Scrive eSign account.



		Remove user

		Can remove users from the organisation’s Scrive eSign account.



		White-label branding

		Can do Workflow Session branding for all users of the organisation’s Scrive eSign account.



		Access all documents

		Can access all documents of all Users in the organisation’s Scrive account.



		Manage all documents

		Can manage all documents of all Users in the organisation’s Scrive account.





10.2.2 User management

In the account section the admin User can add Users by typing name and email address. The person will then be invited to have an account as part of the organisation of the inviting admin User. The Users of the organisation are displayed in a list and can be removed from the organisation by selecting the User and deleting it. All documents of that User will stay the property of the organisation.


Evidence Log

Last updated: Fri 06 Mar 2020 14:08:40 UTC

1. Purpose

The purpose of the Evidence Log is to make all collected metadata about the Workflow Execution accessible outside of the Scrive eSign database and thus independently of Scrive. 

2. Evidence Log Components

This Evidence Log is a complete collection of all actions and events that occurred during the Workflow Execution, which have been logged by Scrive eSign. The information included in each log event is the following:

		What occurred

		Who initiated the event

		The time of the event

		The clock error of the time of the event

		The time at which the latest Clock Error Sample was collected



Learn more about clock error and Clock Error Samples in the appendix Evidence of Time.





  

    		Time

    		CES

    		IP address and User-Agent

    		Event

  



  

  

    		2024-01-17 11:01:35.547727 UTC ±53 ms

    		2024-01-17 10:16:13.128219 UTC

    		

      81.235.147.96

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/120.0.0.0 Safari/537.36

      

    

    		

      

        The initiator Sanja Buzuk (SB) initiated the signing workflow and Scrive eSign a) locked the signing workflow from further editing, b) set the signing workflow language to LANG_SV, c) set the signing due date to 2024-01-31 22:59:59 UTC, d) set the time zone to Europe/Stockholm and e) initiated the signing workflow.

      


    

  



  

  

    		2024-01-17 11:01:35.547727 UTC ±53 ms

    		2024-01-17 10:16:13.128219 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign sent an invitation to sign the document via email (ch.broden@gmail.com) to Claes Håkan Broden (CHB). The invitation included a link that when clicked led to Scrive eSign’s online interface to sign documents. 

The invitation contained the following message: 
 Hej,
Vi ber er signera årsredovisningen, tack för att ni signerar digitalt!

      


    

  



  

  

    		2024-01-17 11:01:35.547727 UTC ±53 ms

    		2024-01-17 10:16:13.128219 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign sent an invitation to sign the document via email (amir@delon.se) to Amir Bosnjakovic (AB). The invitation included a link that when clicked led to Scrive eSign’s online interface to sign documents. 

The invitation contained the following message: 
 Hej,
Vi ber er signera årsredovisningen, tack för att ni signerar digitalt!

      


    

  



  

  

    		2024-01-17 11:01:35.547727 UTC ±53 ms

    		2024-01-17 10:16:13.128219 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign sent an invitation to sign the document via email (burakalparslan85@gmail.com) to Burak Alparslan (BA). The invitation included a link that when clicked led to Scrive eSign’s online interface to sign documents. 

The invitation contained the following message: 
 Hej,
Vi ber er signera årsredovisningen, tack för att ni signerar digitalt!

      


    

  



  

  

    		2024-01-17 11:01:35.547727 UTC ±53 ms

    		2024-01-17 10:16:13.128219 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign sent an invitation to sign the document via email (ottomalmkvist@outlook.com) to Otto Malmqvist (OM). The invitation included a link that when clicked led to Scrive eSign’s online interface to sign documents. 

The invitation contained the following message: 
 Hej,
Vi ber er signera årsredovisningen, tack för att ni signerar digitalt!

      


    

  



  

  

    		2024-01-17 11:01:45.468183 UTC ±54 ms

    		2024-01-17 10:16:13.128219 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Claes Håkan Broden (CHB) was delivered.

      


    

  



  

  

    		2024-01-17 11:01:45.484367 UTC ±54 ms

    		2024-01-17 10:16:13.128219 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Amir Bosnjakovic (AB) was delivered.

      


    

  



  

  

    		2024-01-17 11:01:45.500179 UTC ±54 ms

    		2024-01-17 10:16:13.128219 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Burak Alparslan (BA) was delivered.

      


    

  



  

  

    		2024-01-17 11:02:03.558854 UTC ±54 ms

    		2024-01-17 10:16:13.128219 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Otto Malmqvist (OM) was delivered.

      


    

  



  

  

    		2024-01-17 11:25:06.788024 UTC ±16 ms

    		2024-01-17 11:16:14.897189 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation sent to ottomalmkvist@outlook.com was opened.

      


    

  



  

  

    		2024-01-17 12:09:15.782961 UTC ±87 ms

    		2024-01-17 11:16:14.897189 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation sent to ch.broden@gmail.com was opened.

      


    

  



  

  

    		2024-01-17 13:59:46.339961 UTC ±53 ms

    		2024-01-17 13:16:20.30403 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation sent to amir@delon.se was opened.

      


    

  



  

  

    		2024-01-17 14:30:09.309092 UTC ±21 ms

    		2024-01-17 14:16:21.844755 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation sent to ottomalmkvist@outlook.com was opened.

      


    

  



  

  

    		2024-01-17 22:47:00.221842 UTC ±37 ms

    		2024-01-17 22:16:44.340047 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation sent to amir@delon.se was opened.

      


    

  



  

  

    		2024-01-18 10:25:32.779492 UTC ±13 ms

    		2024-01-18 10:17:14.937062 UTC

    		

      161.52.14.192

      

        Mozilla/5.0 (iPhone; CPU iPhone OS 17_2_1 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/17.2 Mobile/15E148 Safari/604.1

      

    

    		

      

        The party Amir Bosnjakovic (AB) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2024-01-18 10:25:56.639469 UTC ±14 ms

    		2024-01-18 10:17:14.937062 UTC

    		

      161.52.14.192

      

        Mozilla/5.0 (iPhone; CPU iPhone OS 17_2_1 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/17.2 Mobile/15E148 Safari/604.1

      

    

    		

      

        The document was signed by Amir Bosnjakovic (AB) using 

  Swedish BankID

 through 

  the BankID network

 as the authentication method. 







The text signed in the 

  Swedish BankID

 client was:



Jag signerar dokumentet "ÅR brf Ganbo signering" med transaktionsnummer 9222115557508725342.












Data returned from 

  the BankID network

:

  
Name: AMIR BOSNJAKOVIC

  
ID number: 

  *Redacted by author*



  
IP: 161.52.14.192
































Signature: 



  *Redacted by author*






Online Certificate Status Protocol (OCSP) Response:

  












      


    

  



  

  

    		2024-01-19 16:39:29.795265 UTC ±26 ms

    		2024-01-19 16:18:30.956541 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation sent to ch.broden@gmail.com was opened.

      


    

  



  

  

    		2024-01-20 09:15:48.952085 UTC ±64 ms

    		2024-01-20 08:19:10.456251 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign sent an automatic reminder to sign using email to Claes Håkan Broden (CHB) at the request of the Scrive system.

      


    

  



  

  

    		2024-01-20 09:15:48.952085 UTC ±64 ms

    		2024-01-20 08:19:10.456251 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign sent an automatic reminder to sign using email to Burak Alparslan (BA) at the request of the Scrive system.

      


    

  



  

  

    		2024-01-20 09:15:48.952085 UTC ±64 ms

    		2024-01-20 08:19:10.456251 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign sent an automatic reminder to sign using email to Otto Malmqvist (OM) at the request of the Scrive system.

      


    

  



  

  

    		2024-01-20 09:19:20.232599 UTC ±1 ms

    		2024-01-20 09:19:14.202648 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Claes Håkan Broden (CHB) was delivered.

      


    

  



  

  

    		2024-01-20 09:19:20.259286 UTC ±1 ms

    		2024-01-20 09:19:14.202648 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Otto Malmqvist (OM) was delivered.

      


    

  



  

  

    		2024-01-20 09:19:31.404961 UTC ±1 ms

    		2024-01-20 09:19:14.202648 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Burak Alparslan (BA) was delivered.

      


    

  



  

  

    		2024-01-21 16:32:38.539456 UTC ±16 ms

    		2024-01-21 16:20:40.232177 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation sent to burakalparslan85@gmail.com was opened.

      


    

  



  

  

    		2024-01-21 16:32:44.740954 UTC ±16 ms

    		2024-01-21 16:20:40.232177 UTC

    		

      88.232.172.249

      

        Mozilla/5.0 (Linux; Android 14; SAMSUNG SM-G996B) AppleWebKit/537.36 (KHTML, like Gecko) SamsungBrowser/23.0 Chrome/115.0.0.0 Mobile Safari/537.36

      

    

    		

      

        The party Burak Alparslan (BA) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2024-01-21 16:33:21.895089 UTC ±17 ms

    		2024-01-21 16:20:40.232177 UTC

    		

      88.232.172.249

      

        Mozilla/5.0 (Linux; Android 14; SAMSUNG SM-G996B) AppleWebKit/537.36 (KHTML, like Gecko) SamsungBrowser/23.0 Chrome/115.0.0.0 Mobile Safari/537.36

      

    

    		

      

        The party Burak Alparslan (BA) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2024-01-21 16:34:07.083932 UTC ±18 ms

    		2024-01-21 16:20:40.232177 UTC

    		

      88.232.172.249

      

        Mozilla/5.0 (Linux; Android 14; SAMSUNG SM-G996B) AppleWebKit/537.36 (KHTML, like Gecko) SamsungBrowser/23.0 Chrome/115.0.0.0 Mobile Safari/537.36

      

    

    		

      

        The document was signed by Burak Alparslan (BA) using 

  Swedish BankID

 through 

  the BankID network

 as the authentication method. 







The text signed in the 

  Swedish BankID

 client was:



Jag signerar dokumentet "ÅR brf Ganbo signering" med transaktionsnummer 9222115557508725342.












Data returned from 

  the BankID network

:

  
Name: BURAK ALPARSLAN

  
ID number: 

  *Redacted by author*



  
IP: 88.232.172.249
































Signature: 



  *Redacted by author*






Online Certificate Status Protocol (OCSP) Response:

  












      


    

  



  

  

    		2024-01-21 16:49:25.592142 UTC ±35 ms

    		2024-01-21 16:20:40.232177 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation sent to burakalparslan85@gmail.com was opened.

      


    

  



  

  

    		2024-01-21 18:52:43.536474 UTC ±38 ms

    		2024-01-21 18:20:46.215198 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation sent to ch.broden@gmail.com was opened.

      


    

  



  

  

    		2024-01-22 06:19:55.626703 UTC ±68 ms

    		2024-01-22 05:21:18.086031 UTC

    		

      81.235.147.96

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/120.0.0.0 Safari/537.36

      

    

    		

      

        Scrive eSign sent a reminder to sign via email to Claes Håkan Broden (CHB) at the request of the user Sanja Buzuk (SB).

      


    

  



  

  

    		2024-01-22 06:19:59.514526 UTC ±69 ms

    		2024-01-22 05:21:18.086031 UTC

    		

      81.235.147.96

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/120.0.0.0 Safari/537.36

      

    

    		

      

        Scrive eSign sent a reminder to sign via email to Otto Malmqvist (OM) at the request of the user Sanja Buzuk (SB).

      


    

  



  

  

    		2024-01-22 06:20:00.536092 UTC ±69 ms

    		2024-01-22 05:21:18.086031 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Claes Håkan Broden (CHB) was delivered.

      


    

  



  

  

    		2024-01-22 06:20:06.503301 UTC ±69 ms

    		2024-01-22 05:21:18.086031 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Otto Malmqvist (OM) was delivered.

      


    

  



  

  

    		2024-01-22 08:19:39.267967 UTC ±67 ms

    		2024-01-22 07:21:21.889296 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation sent to ottomalmkvist@outlook.com was opened.

      


    

  



  

  

    		2024-01-22 08:19:45.940978 UTC ±67 ms

    		2024-01-22 07:21:21.889296 UTC

    		

      37.46.184.228

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:121.0) Gecko/20100101 Firefox/121.0

      

    

    		

      

        The party Otto Malmqvist (OM) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2024-01-22 08:40:07.402191 UTC ±30 ms

    		2024-01-22 08:21:24.855048 UTC

    		

      37.46.184.228

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:121.0) Gecko/20100101 Firefox/121.0

      

    

    		

      

        The document was signed by Otto Malmqvist (OM) using 

  Swedish BankID

 through 

  the BankID network

 as the authentication method. 







The text signed in the 

  Swedish BankID

 client was:



Jag signerar dokumentet "ÅR brf Ganbo signering" med transaktionsnummer 9222115557508725342.












Data returned from 

  the BankID network

:

  
Name: Pär Otto Malmkvist

  
ID number: 

  *Redacted by author*



  
IP: 37.46.184.228
































Signature: 



  *Redacted by author*






Online Certificate Status Protocol (OCSP) Response:

  












      


    

  



  

  

    		2024-01-22 10:12:56.586726 UTC ±85 ms

    		2024-01-22 09:21:26.964375 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation sent to ottomalmkvist@outlook.com was opened.

      


    

  



  

  

    		2024-01-22 11:17:14.828413 UTC ±90 ms

    		2024-01-22 10:21:29.083293 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation sent to ottomalmkvist@outlook.com was opened.

      


    

  



  

  

    		2024-01-23 07:09:17.129156 UTC ±54 ms

    		2024-01-23 06:22:17.689373 UTC

    		

      194.103.224.14

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/120.0.0.0 Safari/537.36

      

    

    		

      

        Scrive eSign sent a reminder to sign via email to Claes Håkan Broden (CHB) at the request of the user Sanja Buzuk (SB).

      


    

  



  

  

    		2024-01-23 07:09:20.085022 UTC ±54 ms

    		2024-01-23 06:22:17.689373 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Claes Håkan Broden (CHB) was delivered.

      


    

  



  

  

    		2024-01-23 09:19:50.076054 UTC ±93 ms

    		2024-01-23 08:22:22.774899 UTC

    		

      194.103.224.14

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/120.0.0.0 Safari/537.36

      

    

    		

      

        Scrive eSign sent a reminder to sign via email to Claes Håkan Broden (CHB) at the request of the user Sanja Buzuk (SB).

      


    

  



  

  

    		2024-01-23 09:20:03.540036 UTC ±93 ms

    		2024-01-23 08:22:22.774899 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Claes Håkan Broden (CHB) was delivered.

      


    

  



  

  

    		2024-01-23 09:26:13.602442 UTC ±5 ms

    		2024-01-23 09:22:24.379127 UTC

    		

      194.103.224.14

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/120.0.0.0 Safari/537.36

      

    

    		

      

        The user Sanja Buzuk (SB) changed the email address for the party from ch.broden@gmail.com to chbroden@gmail.com.

      


    

  



  

  

    		2024-01-23 09:26:13.602442 UTC ±5 ms

    		2024-01-23 09:22:24.379127 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign sent an invitation to sign the document via email (chbroden@gmail.com) to Claes Håkan Broden (CHB). The invitation included a link that when clicked led to Scrive eSign’s online interface to sign documents. 

The invitation contained the following message: 
 Hej,
Vi ber er signera årsredovisningen, tack för att ni signerar digitalt!

      


    

  



  

  

    		2024-01-23 09:26:24.344743 UTC ±5 ms

    		2024-01-23 09:22:24.379127 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation sent to chbroden@gmail.com was opened.

      


    

  



  

  

    		2024-01-23 09:26:30.197597 UTC ±5 ms

    		2024-01-23 09:22:24.379127 UTC

    		

      194.103.224.14

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/120.0.0.0 Safari/537.36

      

    

    		

      

        Scrive eSign sent a reminder to sign via email to Claes Håkan Broden (CHB) at the request of the user Sanja Buzuk (SB).

      


    

  



  

  

    		2024-01-23 09:26:42.989051 UTC ±5 ms

    		2024-01-23 09:22:24.379127 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Claes Håkan Broden (CHB) was delivered.

      


    

  



  

  

    		2024-01-23 09:27:11.10624 UTC ±6 ms

    		2024-01-23 09:22:24.379127 UTC

    		

      194.103.224.14

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/120.0.0.0 Safari/537.36

      

    

    		

      

        Scrive eSign sent a reminder to sign via email to Claes Håkan Broden (CHB) at the request of the user Sanja Buzuk (SB).

      


    

  



  

  

    		2024-01-23 09:27:15.85285 UTC ±6 ms

    		2024-01-23 09:22:24.379127 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Claes Håkan Broden (CHB) was delivered.

      


    

  



  

  

    		2024-01-23 09:30:53.916195 UTC ±10 ms

    		2024-01-23 09:22:24.379127 UTC

    		

      84.217.49.106

      

        Mozilla/5.0 (iPhone; CPU iPhone OS 17_2_1 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/17.2 Mobile/15E148 Safari/604.1

      

    

    		

      

        The party Claes Håkan Broden (CHB) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2024-01-23 09:32:02.578724 UTC ±11 ms

    		2024-01-23 09:22:24.379127 UTC

    		

      84.217.49.106

      

        Mozilla/5.0 (iPhone; CPU iPhone OS 17_2_1 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/17.2 Mobile/15E148 Safari/604.1

      

    

    		

      

        The document was signed by Claes Håkan Broden (CHB) using 

  Swedish BankID

 through 

  the BankID network

 as the authentication method. 







The text signed in the 

  Swedish BankID

 client was:



Jag signerar dokumentet "ÅR brf Ganbo signering" med transaktionsnummer 9222115557508725342.












Data returned from 

  the BankID network

:

  
Name: HÅKAN BRODÉN

  
ID number: 

  *Redacted by author*



  
IP: 84.217.49.106
































Signature: 



  *Redacted by author*






Online Certificate Status Protocol (OCSP) Response:

  












      


    

  



  

  

    		2024-01-23 09:32:02.578724 UTC ±11 ms

    		2024-01-23 09:22:24.379127 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign sent an invitation to sign the document via email (anci4400@gmail.com) to Ann-Kristin Andersson (AA). The invitation included a link that when clicked led to Scrive eSign’s online interface to sign documents. 

The invitation contained the following message: 
 Hej,
Vi ber er signera årsredovisningen, tack för att ni signerar digitalt!

      


    

  



  

  

    		2024-01-23 09:32:05.063886 UTC ±11 ms

    		2024-01-23 09:22:24.379127 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Ann-Kristin Andersson (AA) was delivered.

      


    

  



  

  

    		2024-01-23 09:56:21.636511 UTC ±39 ms

    		2024-01-23 09:22:24.379127 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation sent to chbroden@gmail.com was opened.

      


    

  



  

  

    		2024-01-23 11:35:55.398902 UTC ±46 ms

    		2024-01-23 11:22:28.159686 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation sent to chbroden@gmail.com was opened.

      


    

  



  

  

    		2024-01-23 13:10:12.246798 UTC ±79 ms

    		2024-01-23 12:22:29.693457 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation sent to anci4400@gmail.com was opened.

      


    

  



  

  

    		2024-01-23 14:02:24.826154 UTC ±50 ms

    		2024-01-23 13:22:31.425898 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation sent to burakalparslan85@gmail.com was opened.

      


    

  



  

  

    		2024-01-23 19:26:07.117848 UTC ±7 ms

    		2024-01-23 19:22:44.095586 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation sent to anci4400@gmail.com was opened.

      


    

  



  

  

    		2024-01-23 19:26:14.103074 UTC ±8 ms

    		2024-01-23 19:22:44.095586 UTC

    		

      31.211.237.174

      

        Mozilla/5.0 (Macintosh; Intel Mac OS X 10_13_6) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/71.0.3578.98 Safari/537.36

      

    

    		

      

        The party Ann-Kristin Andersson (AA) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2024-01-23 19:43:16.924091 UTC ±28 ms

    		2024-01-23 19:22:44.095586 UTC

    		

      31.211.237.174

      

        Mozilla/5.0 (Macintosh; Intel Mac OS X 10_13_6) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/71.0.3578.98 Safari/537.36

      

    

    		

      

        The signatory Ann-Kristin Andersson (AA) changed the value in the date field “date 1” from blank to “2024-01-22”. The field’s placement in the Main Document:		Page		X		Y

		22		0.197		0.191



  

      


    

  



  

  

    		2024-01-23 19:43:30.469242 UTC ±28 ms

    		2024-01-23 19:22:44.095586 UTC

    		

      31.211.237.174

      

        Mozilla/5.0 (Macintosh; Intel Mac OS X 10_13_6) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/71.0.3578.98 Safari/537.36

      

    

    		

      

        The document was signed by Ann-Kristin Andersson (AA) using 

  Swedish BankID

 through 

  the BankID network

 as the authentication method. 







The text signed in the 

  Swedish BankID

 client was:



Jag signerar dokumentet "ÅR brf Ganbo signering" med transaktionsnummer 9222115557508725342.












Data returned from 

  the BankID network

:

  
Name: ANN-KRISTIN ANDERSSON

  
ID number: 

  *Redacted by author*



  
IP: 31.211.237.174
































Signature: 



  *Redacted by author*






Online Certificate Status Protocol (OCSP) Response:

  












      


    

  



  

  

    		2024-01-23 19:43:30.469242 UTC ±28 ms

    		2024-01-23 19:22:44.095586 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign sent an invitation to sign the document via email (petra73lundgren@hotmail.se) to Petra Lundgren (PL). The invitation included a link that when clicked led to Scrive eSign’s online interface to sign documents. 

The invitation contained the following message: 
 Hej,
Vi ber er signera årsredovisningen, tack för att ni signerar digitalt!

      


    

  



  

  

    		2024-01-23 19:43:30.469242 UTC ±28 ms

    		2024-01-23 19:22:44.095586 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign sent an invitation to sign the document via email (michaela@brahce.se) to Michaela Brache (MB). The invitation included a link that when clicked led to Scrive eSign’s online interface to sign documents. 

The invitation contained the following message: 
 Hej,
Vi ber er signera årsredovisningen, tack för att ni signerar digitalt!

      


    

  



  

  

    		2024-01-23 19:43:38.269924 UTC ±28 ms

    		2024-01-23 19:22:44.095586 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Petra Lundgren (PL) was delivered.

      


    

  



  

  

    		2024-01-23 19:43:44.296063 UTC ±28 ms

    		2024-01-23 19:22:44.095586 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Michaela Brache (MB) was delivered.

      


    

  



  

  

    		2024-01-23 19:44:38.270637 UTC ±30 ms

    		2024-01-23 19:22:44.095586 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation sent to anci4400@gmail.com was opened.

      


    

  



  

  

    		2024-01-23 20:21:32.016355 UTC ±74 ms

    		2024-01-23 19:22:44.095586 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation sent to petra73lundgren@hotmail.se was opened.

      


    

  



  

  

    		2024-01-23 23:09:29.438131 UTC ±58 ms

    		2024-01-23 22:22:55.011385 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation sent to chbroden@gmail.com was opened.

      


    

  



  

  

    		2024-01-24 08:06:05.512142 UTC ±71 ms

    		2024-01-24 07:23:15.890868 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation sent to michaela@brahce.se was opened.

      


    

  



  

  

    		2024-01-24 08:14:36.74096 UTC ±85 ms

    		2024-01-24 07:23:15.890868 UTC

    		

      85.231.67.15

      

        Mozilla/5.0 (iPhone; CPU iPhone OS 17_2_1 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/17.2 Mobile/15E148 Safari/604.1

      

    

    		

      

        The party Petra Lundgren (PL) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2024-01-24 08:27:32.093776 UTC ±7 ms

    		2024-01-24 08:23:18.343574 UTC

    		

      85.231.67.15

      

        Mozilla/5.0 (iPhone; CPU iPhone OS 17_2_1 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/17.2 Mobile/15E148 Safari/604.1

      

    

    		

      

        The document was signed by Petra Lundgren (PL) using 

  Swedish BankID

 through 

  the BankID network

 as the authentication method. 







The text signed in the 

  Swedish BankID

 client was:



Jag signerar dokumentet "ÅR brf Ganbo signering" med transaktionsnummer 9222115557508725342.












Data returned from 

  the BankID network

:

  
Name: PETRA LUNDGREN

  
ID number: 

  *Redacted by author*



  
IP: 85.231.67.15
































Signature: 



  *Redacted by author*






Online Certificate Status Protocol (OCSP) Response:

  












      


    

  



  

  

    		2024-01-24 15:40:50.343613 UTC ±21 ms

    		2024-01-24 15:23:33.02789 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation sent to michaela@brahce.se was opened.

      


    

  



  

  

    		2024-01-24 16:15:00.357471 UTC ±61 ms

    		2024-01-24 15:23:33.02789 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation sent to burakalparslan85@gmail.com was opened.

      


    

  



  

  

    		2024-01-25 21:51:08.104625 UTC ±33 ms

    		2024-01-25 21:24:41.776199 UTC

    		

      90.238.106.105

      

        Mozilla/5.0 (Macintosh; Intel Mac OS X 10_11_6) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/103.0.5060.134 Safari/537.36

      

    

    		

      

        The party Michaela Brache (MB) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2024-01-25 21:51:08.662351 UTC ±33 ms

    		2024-01-25 21:24:41.776199 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation sent to michaela@brahce.se was opened.

      


    

  



  

  

    		2024-01-25 21:51:15.943498 UTC ±33 ms

    		2024-01-25 21:24:41.776199 UTC

    		

      90.238.106.105

      

        Mozilla/5.0 (Macintosh; Intel Mac OS X 10_11_6) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/103.0.5060.134 Safari/537.36

      

    

    		

      

        The party Michaela Brache (MB) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2024-01-25 22:46:40.015375 UTC ±28 ms

    		2024-01-25 22:24:44.348162 UTC

    		

      90.238.106.105

      

        Mozilla/5.0 (Macintosh; Intel Mac OS X 10_15_7) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/116.0.0.0 Safari/537.36

      

    

    		

      

        The party Michaela Brache (MB) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2024-01-25 22:49:12.789748 UTC ±31 ms

    		2024-01-25 22:24:44.348162 UTC

    		

      90.238.106.105

      

        Mozilla/5.0 (Macintosh; Intel Mac OS X 10_15_7) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/116.0.0.0 Safari/537.36

      

    

    		

      

        The document was signed by Michaela Brache (MB) using 

  Swedish BankID

 through 

  the BankID network

 as the authentication method. 







The text signed in the 

  Swedish BankID

 client was:



Jag signerar dokumentet "ÅR brf Ganbo signering" med transaktionsnummer 9222115557508725342.












Data returned from 

  the BankID network

:

  
Name: MICHAELA BRAHCE

  
ID number: 

  *Redacted by author*



  
IP: 90.238.106.105
































Signature: 



  *Redacted by author*






Online Certificate Status Protocol (OCSP) Response:

  












      


    

  



  

  

    		2024-01-25 22:49:12.789748 UTC ±31 ms

    		2024-01-25 22:24:44.348162 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign sent an invitation to sign the document via email (afrodita.cristea@borevision.se) to Afrodita Cristea (AC). The invitation included a link that when clicked led to Scrive eSign’s online interface to sign documents. 

The invitation contained the following message: 
 Hej,
Vi ber er signera årsredovisningen, tack för att ni signerar digitalt!

      


    

  



  

  

    		2024-01-25 22:49:18.571703 UTC ±31 ms

    		2024-01-25 22:24:44.348162 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Afrodita Cristea (AC) was delivered.

      


    

  



  

  

    		2024-01-26 07:47:03.270465 UTC ±27 ms

    		2024-01-26 07:25:03.31442 UTC

    		

      20.71.225.201

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/120.0.0.0 Safari/537.36 Edg/120.0.0.0

      

    

    		

      

        The party Afrodita Cristea (AC) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2024-01-26 10:49:04.357472 UTC ±21 ms

    		2024-01-26 10:25:07.986207 UTC

    		

      20.71.225.201

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/120.0.0.0 Safari/537.36 Edg/120.0.0.0

      

    

    		

      

        The party Afrodita Cristea (AC) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2024-01-26 10:49:19.826009 UTC ±21 ms

    		2024-01-26 10:25:07.986207 UTC

    		

      20.71.225.201

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/120.0.0.0 Safari/537.36 Edg/120.0.0.0

      

    

    		

      

        The signatory Afrodita Cristea (AC) changed the value in the date field “date 2” from blank to “2024-01-26”. The field’s placement in the Main Document:		Page		X		Y

		22		0.404		0.481



  

      


    

  



  

  

    		2024-01-26 10:49:24.675944 UTC ±21 ms

    		2024-01-26 10:25:07.986207 UTC

    		

      20.71.225.201

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/120.0.0.0 Safari/537.36 Edg/120.0.0.0

      

    

    		

      

        The document was signed by Afrodita Cristea (AC) using 

  Swedish BankID

 through 

  the BankID network

 as the authentication method. 







The text signed in the 

  Swedish BankID

 client was:



Jag signerar dokumentet "ÅR brf Ganbo signering" med transaktionsnummer 9222115557508725342.












Data returned from 

  the BankID network

:

  
Name: AFRODITA DORINA CRISTEA

  
ID number: 

  196907098864



  
IP: 212.247.98.118
































Signature: 



  






Online Certificate Status Protocol (OCSP) Response:

  












      


    

  



  

  

    		2024-01-26 10:49:24.675944 UTC ±21 ms

    		2024-01-26 10:25:07.986207 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign locked the document from further modifications by the parties.
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1. Purpose

The purpose of this document is to explain how Scrive eSign measures time and provide a mathematical algorithm by which it is possible to calculate the probability of the error of the time stamps recorded by Scrive eSign.

2. Time measurement process

This section explains the NTP (Network Time Protocol) configurations of the systems involved with time measurement of Scrive eSign.

2.1 The hypervisor

Amazon, which Scrive eSign uses as hosting provider, use Xen or KVM depending on the generation of the virtual machine, for virtualisation. The default configuration is that all VM hosts are time synced using a clustered public pool of NTP servers. Scrive eSign does not use this mechanism.

2.2 Time synchronisation

Scrive eSign relies on NTP running on the virtual machine guests to get coordinated time from an NTP source. Scrive eSign does not use the time provided by the hypervisor hosts hosting the virtual machines, i.e. Amazon. This will help mitigate factors like load on the hypervisors or virtual machine guests affecting clock accuracy. This NTP synchronisation will override the clock synchronisation from the VM hosts’ clocks.

3. Configuration of hardware and services

This section describes the time/NTP and monitoring configuration of the application servers that run the Scrive eSign service.

3.1 Boot Time

The guest virtual machine behavior for the database server is as follows:

		On boot the virtual machine guest clock is set from the VM host

		ntp-date is run once from an init script

		ntpd is then run from another init script, which runs continuously



The behavior on the application server is the same with the exception of the ntpdate step which is not present on this system. It is worth noting that entries in procfs are not available for querying the configuration of the kernel with regards to Xen/clock configuration.

3.2 NTP Configuration

Logging that traces accuracy and time synchronisation is configured to use local NTP servers in the Scrive environment, which in turn acts as a proxy for the NTP server pool below that follows UTC(SP), i.e. official Swedish time:

		ntp1.sth.netnod.se

		ntp2.sth.netnod.se

		ntp1.gbg.netnod.se

		ntp2.gbg.netnod.se

		ntp1.mmo.netnod.se

		ntp2.mmo.netnod.se



3.3 Monitoring

Scrive eSign service has a monitoring system (Nagios) that monitors various aspects of the NTP statistics and keeps historic logs. It informs of problems with NTP server connectivity, jitter and offset, immediately regardless of what time of day it is.

3.4 Time scale

The NTP configuration together with the logging implies that we are following UTC(SP), and all timestamps are because of this traceable to this time scale.

4. Calculation of the probability of the clock error

This section describes how to calculate the probability of the clock error of the Scrive eSign timestamps.

4.1 Clock error samples

Once per hour Scrive eSign uses the NTP protocol to check the difference between the Scrive eSign server clock and UTC(SP). This check is performed directly against servers in the NTP server pool listed in Section 3.2. Each check results in one clock error sample (hereinafter “Clock Error Samples”), which is assumed to accurately reflect the actual clock error.

4.2 Clock error algorithm

The calculation of the probability of the clock error can be done by inserting the Clock Error Samples into the algorithm below. We assume that the samples follow a normal distribution.

		Let [image: 1.png]





 be a set of the clock error samples (in seconds). Let [image: 2.png]m = min(.S)






, [image: 3.png]mazx(S)






.

		Let [image: 4.png]





 be the random variable representing the clock error with parameters estimated using data set [image: CodeCogsEqn.png]





.
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 be the the empirical distribution function.

		Let [image: 9.png]





 be the size of discretized value space, [image: 10.png]





. Let [image: 11.png]





 be the discretized value space, [image: 12.png]Dy = {(v, Fslv)) :v €V}






 be the set of data points representing empirical distribution function, [image: 13.png]Doy ={(v.P(E<v)):velV}






 be the set of data points representing cumulative distribution function of the random variable estimating the clock error.

		Plot the data in [image: 14.png]Demp






 and [image: 15.png]1.






 to assess the accuracy of the estimation.
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 is the estimated probability that the clock error is smaller than [image: 17.png]





 seconds.



4.3 Clock error samples and evidence of normal distribution

The last 1000 Clock Error Samples are inserted into this document in section 5. These Clock Error Samples can be used as input data to the algorithm in 4.2 to provide evidence of normal distribution and to calculate the probability of the clock error of the Scrive eSign time stamps. From the Clock Error Samples one can derive the parameters (mean and variance) for a normal distribution. One can also calculate the difference between this estimated distribution and the empirical data given by the Clock Error Samples themselves. You can see cumulative distribution functions (cdf) for the estimates and the empirical data and on top of that the difference between the empirical and estimated errors in the graph below. This graph also allow us to visually estimate the probability of a specific maximum error.




Gnuplot
Produced by GNUPLOT 5.4 patchlevel 2 
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4.4 Input parameters

Based on the Clock Error Samples in section 5 it is possible to calculate the variables that define the normal distribution (mean and standard deviation). Scrive eSign has automatically calculated these variables as per the below:

		mean: 0.53 ms

		standard deviation: 1.55 ms



4.5 Probability of the clock error

By using the algorithm and the Clock Error Samples Scrive eSign calculated the following probabilities of the clock error ‘e’:

		|e| < 2.5 ms: ≈87.277%

		|e| < 5 ms: ≈99.785%

		|e| < 10 ms: ≈100.000%



5. Clock Error Samples

The following are the clock error samples collected between 2023-12-15 18:45:45.235839 UTC and 2024-01-26 10:25:07.986207 UTC:







  		Time collected

  		Clock offset







  

    		2023-12-15 18:45:45.235839

    		-0.6 ms

  





  

    		2023-12-15 19:45:46.763075

    		-1.7 ms

  





  

    		2023-12-15 20:45:48.570527

    		-6.4 ms

  





  

    		2023-12-15 21:45:50.138707

    		-1.1 ms

  





  

    		2023-12-15 22:45:51.686244

    		0.3 ms

  





  

    		2023-12-15 23:45:54.971857

    		0.0 ms

  





  

    		2023-12-16 00:45:56.638997

    		-1.1 ms

  





  

    		2023-12-16 01:46:00.165277

    		-4.4 ms

  





  

    		2023-12-16 02:46:03.285361

    		-2.2 ms

  





  

    		2023-12-16 03:46:05.641717

    		0.1 ms

  





  

    		2023-12-16 04:46:08.157117

    		2.5 ms

  





  

    		2023-12-16 05:46:09.759376

    		1.9 ms

  





  

    		2023-12-16 06:46:11.824266

    		0.3 ms

  





  

    		2023-12-16 07:46:14.13752

    		0.7 ms

  





  

    		2023-12-16 08:46:15.535942

    		-2.0 ms

  





  

    		2023-12-16 09:46:17.226176

    		-0.2 ms

  





  

    		2023-12-16 10:46:18.678014

    		-2.0 ms

  





  

    		2023-12-16 11:46:20.51499

    		1.7 ms

  





  

    		2023-12-16 12:46:22.721494

    		-1.1 ms

  





  

    		2023-12-16 13:46:24.328798

    		3.9 ms

  





  

    		2023-12-16 14:46:25.895397

    		0.1 ms

  





  

    		2023-12-16 15:46:27.401566

    		1.5 ms

  





  

    		2023-12-16 16:46:29.211862

    		0.8 ms

  





  

    		2023-12-16 17:46:32.328356

    		-0.2 ms

  





  

    		2023-12-16 18:46:33.89799

    		-0.2 ms

  





  

    		2023-12-16 19:46:37.41513

    		-1.1 ms

  





  

    		2023-12-16 20:46:39.246863

    		0.6 ms

  





  

    		2023-12-16 21:46:41.187409

    		-0.7 ms

  





  

    		2023-12-16 22:46:44.570103

    		-0.1 ms

  





  

    		2023-12-16 23:46:47.639478

    		1.9 ms

  





  

    		2023-12-17 00:46:49.988772

    		1.3 ms

  





  

    		2023-12-17 01:46:53.043568

    		-0.8 ms

  





  

    		2023-12-17 02:46:55.790712

    		0.3 ms

  





  

    		2023-12-17 03:46:57.255774

    		1.7 ms

  





  

    		2023-12-17 04:46:58.821073

    		-0.9 ms

  





  

    		2023-12-17 05:47:01.426836

    		1.8 ms

  





  

    		2023-12-17 06:47:03.77698

    		-0.6 ms

  





  

    		2023-12-17 07:47:05.314897

    		-0.5 ms

  





  

    		2023-12-17 08:47:07.211572

    		-0.2 ms

  





  

    		2023-12-17 09:47:09.448122

    		0.5 ms

  





  

    		2023-12-17 10:47:11.634221

    		1.2 ms

  





  

    		2023-12-17 11:47:13.16431

    		0.1 ms

  





  

    		2023-12-17 12:47:15.355785

    		2.4 ms

  





  

    		2023-12-17 13:47:17.671897

    		-0.6 ms

  





  

    		2023-12-17 14:47:20.458424

    		1.4 ms

  





  

    		2023-12-17 15:47:22.508979

    		1.3 ms

  





  

    		2023-12-17 16:47:25.302798

    		1.4 ms

  





  

    		2023-12-17 17:47:26.932132

    		1.2 ms

  





  

    		2023-12-17 18:47:28.941837

    		0.0 ms

  





  

    		2023-12-17 19:47:33.097269

    		-0.2 ms

  





  

    		2023-12-17 20:47:34.588557

    		-1.6 ms

  





  

    		2023-12-17 21:47:36.245519

    		-0.9 ms

  





  

    		2023-12-17 22:47:38.330504

    		0.8 ms

  





  

    		2023-12-17 23:47:40.81607

    		-0.6 ms

  





  

    		2023-12-18 00:47:43.023164

    		0.2 ms

  





  

    		2023-12-18 01:47:46.117387

    		0.6 ms

  





  

    		2023-12-18 02:47:47.821675

    		0.4 ms

  





  

    		2023-12-18 03:47:49.607317

    		2.0 ms

  





  

    		2023-12-18 04:47:51.843765

    		1.7 ms

  





  

    		2023-12-18 05:47:55.15507

    		-1.4 ms

  





  

    		2023-12-18 06:47:57.81679

    		2.4 ms

  





  

    		2023-12-18 07:47:59.889953

    		-0.2 ms

  





  

    		2023-12-18 08:48:01.367094

    		1.1 ms

  





  

    		2023-12-18 09:48:04.124263

    		2.5 ms

  





  

    		2023-12-18 10:48:05.887243

    		0.9 ms

  





  

    		2023-12-18 11:48:08.858871

    		3.2 ms

  





  

    		2023-12-18 12:48:11.416932

    		2.0 ms

  





  

    		2023-12-18 13:48:13.447135

    		0.3 ms

  





  

    		2023-12-18 14:48:15.029183

    		1.0 ms

  





  

    		2023-12-18 15:48:16.817798

    		4.9 ms

  





  

    		2023-12-18 16:48:18.325938

    		2.3 ms

  





  

    		2023-12-18 17:48:20.954055

    		2.2 ms

  





  

    		2023-12-18 18:48:23.887987

    		0.3 ms

  





  

    		2023-12-18 19:48:25.512966

    		1.8 ms

  





  

    		2023-12-18 20:48:27.905758

    		-1.2 ms

  





  

    		2023-12-18 21:48:30.29036

    		-1.5 ms

  





  

    		2023-12-18 22:48:32.948734

    		-1.7 ms

  





  

    		2023-12-18 23:48:34.546089

    		-1.3 ms

  





  

    		2023-12-19 00:48:36.790557

    		0.5 ms

  





  

    		2023-12-19 01:48:39.363942

    		-1.9 ms

  





  

    		2023-12-19 02:48:41.214377

    		2.1 ms

  





  

    		2023-12-19 03:48:43.772856

    		0.4 ms

  





  

    		2023-12-19 04:48:45.889936

    		-1.3 ms

  





  

    		2023-12-19 05:48:47.581606

    		-1.6 ms

  





  

    		2023-12-19 06:48:50.171973

    		-1.4 ms

  





  

    		2023-12-19 07:48:51.998147

    		-1.6 ms

  





  

    		2023-12-19 08:48:53.496517

    		-0.3 ms

  





  

    		2023-12-19 09:48:54.976332

    		-1.7 ms

  





  

    		2023-12-19 10:48:56.560604

    		2.2 ms

  





  

    		2023-12-19 11:48:58.193838

    		1.1 ms

  





  

    		2023-12-19 12:49:00.126131

    		-0.2 ms

  





  

    		2023-12-19 13:49:01.961617

    		1.1 ms

  





  

    		2023-12-19 14:49:04.284384

    		2.0 ms

  





  

    		2023-12-19 15:49:06.173672

    		3.0 ms

  





  

    		2023-12-19 16:49:07.851844

    		0.9 ms

  





  

    		2023-12-19 17:49:09.694648

    		1.2 ms

  





  

    		2023-12-19 18:49:13.169123

    		-0.3 ms

  





  

    		2023-12-19 19:49:17.246676

    		-0.3 ms

  





  

    		2023-12-19 20:49:21.284509

    		1.2 ms

  





  

    		2023-12-19 21:49:23.965818

    		-0.3 ms

  





  

    		2023-12-19 22:49:25.529996

    		0.9 ms

  





  

    		2023-12-19 23:49:27.368689

    		-0.8 ms

  





  

    		2023-12-20 00:49:29.687209

    		-1.1 ms

  





  

    		2023-12-20 01:49:31.52082

    		2.6 ms

  





  

    		2023-12-20 02:49:33.038003

    		2.4 ms

  





  

    		2023-12-20 03:49:35.578151

    		-0.3 ms

  





  

    		2023-12-20 04:49:37.478299

    		-5.9 ms

  





  

    		2023-12-20 05:49:39.122076

    		-1.1 ms

  





  

    		2023-12-20 06:49:40.834707

    		-0.2 ms

  





  

    		2023-12-20 07:49:44.237343

    		2.7 ms

  





  

    		2023-12-20 08:49:46.885565

    		1.8 ms

  





  

    		2023-12-20 09:49:50.075982

    		2.8 ms

  





  

    		2023-12-20 10:49:52.813364

    		-0.6 ms

  





  

    		2023-12-20 11:49:54.678565

    		5.0 ms

  





  

    		2023-12-20 12:49:56.246577

    		3.9 ms

  





  

    		2023-12-20 13:49:58.378778

    		1.6 ms

  





  

    		2023-12-20 14:49:59.992124

    		3.7 ms

  





  

    		2023-12-20 15:50:01.604771

    		1.9 ms

  





  

    		2023-12-20 16:50:03.839756

    		-1.5 ms

  





  

    		2023-12-20 17:50:05.548343

    		0.7 ms

  





  

    		2023-12-20 18:50:07.365329

    		-0.8 ms

  





  

    		2023-12-20 19:50:10.994469

    		-1.0 ms

  





  

    		2023-12-20 20:50:13.012424

    		1.8 ms

  





  

    		2023-12-20 21:50:14.811415

    		0.9 ms

  





  

    		2023-12-20 22:50:16.824973

    		2.1 ms

  





  

    		2023-12-20 23:50:18.728223

    		4.0 ms

  





  

    		2023-12-21 00:50:21.225893

    		3.5 ms

  





  

    		2023-12-21 01:50:24.091212

    		1.5 ms

  





  

    		2023-12-21 02:50:26.979885

    		-0.1 ms

  





  

    		2023-12-21 03:50:30.609049

    		1.3 ms

  





  

    		2023-12-21 04:50:32.399468

    		1.9 ms

  





  

    		2023-12-21 05:50:34.874542

    		-0.3 ms

  





  

    		2023-12-21 06:50:37.68186

    		-0.2 ms

  





  

    		2023-12-21 07:50:39.94814

    		2.5 ms

  





  

    		2023-12-21 08:50:41.95769

    		-0.1 ms

  





  

    		2023-12-21 09:50:44.83922

    		0.2 ms

  





  

    		2023-12-21 10:50:46.941875

    		1.2 ms

  





  

    		2023-12-21 11:50:49.077995

    		-0.1 ms

  





  

    		2023-12-21 12:50:51.33336

    		1.1 ms

  





  

    		2023-12-21 13:50:53.489734

    		2.9 ms

  





  

    		2023-12-21 14:50:55.766513

    		2.7 ms

  





  

    		2023-12-21 15:50:58.017819

    		2.6 ms

  





  

    		2023-12-21 16:51:00.285306

    		-1.2 ms

  





  

    		2023-12-21 17:51:02.788978

    		0.5 ms

  





  

    		2023-12-21 18:51:04.742335

    		-2.0 ms

  





  

    		2023-12-21 19:51:06.455722

    		0.0 ms

  





  

    		2023-12-21 20:51:08.703179

    		-1.9 ms

  





  

    		2023-12-21 21:51:10.288925

    		-2.3 ms

  





  

    		2023-12-21 22:51:12.42278

    		-0.1 ms

  





  

    		2023-12-21 23:51:15.192439

    		-0.1 ms

  





  

    		2023-12-22 00:51:16.809502

    		0.5 ms

  





  

    		2023-12-22 01:51:19.096725

    		-0.3 ms

  





  

    		2023-12-22 02:51:21.181056

    		-2.7 ms

  





  

    		2023-12-22 03:51:23.696418

    		-4.2 ms

  





  

    		2023-12-22 04:51:26.58407

    		1.9 ms

  





  

    		2023-12-22 05:51:28.74981

    		2.9 ms

  





  

    		2023-12-22 06:51:30.335853

    		1.6 ms

  





  

    		2023-12-22 07:51:32.636091

    		3.1 ms

  





  

    		2023-12-22 08:51:34.194081

    		2.6 ms

  





  

    		2023-12-22 09:51:36.098748

    		5.6 ms

  





  

    		2023-12-22 10:51:38.865887

    		6.4 ms

  





  

    		2023-12-22 11:51:41.345929

    		1.4 ms

  





  

    		2023-12-22 12:51:42.836935

    		2.0 ms

  





  

    		2023-12-22 13:51:44.489494

    		-0.7 ms

  





  

    		2023-12-22 14:51:46.70271

    		-0.7 ms

  





  

    		2023-12-22 15:51:48.893114

    		-2.3 ms

  





  

    		2023-12-22 16:51:50.633118

    		-1.6 ms

  





  

    		2023-12-22 17:51:52.782239

    		1.1 ms

  





  

    		2023-12-22 18:51:54.654322

    		0.4 ms

  





  

    		2023-12-22 19:51:56.352597

    		0.0 ms

  





  

    		2023-12-22 20:51:59.440456

    		-0.2 ms

  





  

    		2023-12-22 21:52:01.641903

    		2.1 ms

  





  

    		2023-12-22 22:52:04.103708

    		-0.2 ms

  





  

    		2023-12-22 23:52:06.102615

    		0.5 ms

  





  

    		2023-12-23 00:52:08.758179

    		0.5 ms

  





  

    		2023-12-23 01:52:10.904356

    		0.9 ms

  





  

    		2023-12-23 02:52:13.717439

    		-0.1 ms

  





  

    		2023-12-23 03:52:16.111365

    		-1.0 ms

  





  

    		2023-12-23 04:52:18.541446

    		1.6 ms

  





  

    		2023-12-23 05:52:21.183526

    		1.2 ms

  





  

    		2023-12-23 06:52:24.614844

    		-0.6 ms

  





  

    		2023-12-23 07:52:26.690475

    		-1.3 ms

  





  

    		2023-12-23 08:52:28.243127

    		-1.0 ms

  





  

    		2023-12-23 09:52:30.258768

    		0.8 ms

  





  

    		2023-12-23 10:52:32.795996

    		0.5 ms

  





  

    		2023-12-23 11:52:36.041678

    		0.9 ms

  





  

    		2023-12-23 12:52:37.976562

    		1.5 ms

  





  

    		2023-12-23 13:52:40.501199

    		-1.6 ms

  





  

    		2023-12-23 14:52:42.906169

    		1.9 ms

  





  

    		2023-12-23 15:52:45.622472

    		0.6 ms

  





  

    		2023-12-23 16:52:47.454737

    		-1.0 ms

  





  

    		2023-12-23 17:52:49.777994

    		1.9 ms

  





  

    		2023-12-23 18:52:51.713668

    		-0.1 ms

  





  

    		2023-12-23 19:52:53.963928

    		0.5 ms

  





  

    		2023-12-23 20:52:57.035027

    		0.4 ms

  





  

    		2023-12-23 21:52:59.009636

    		1.0 ms

  





  

    		2023-12-23 22:53:02.739217

    		3.0 ms

  





  

    		2023-12-23 23:53:04.753884

    		2.6 ms

  





  

    		2023-12-24 00:53:07.577222

    		0.3 ms

  





  

    		2023-12-24 01:53:09.414557

    		0.6 ms

  





  

    		2023-12-24 02:53:11.337395

    		-0.1 ms

  





  

    		2023-12-24 03:53:13.221993

    		-0.2 ms

  





  

    		2023-12-24 04:53:14.909811

    		0.4 ms

  





  

    		2023-12-24 05:53:17.472044

    		0.3 ms

  





  

    		2023-12-24 06:53:19.731377

    		3.2 ms

  





  

    		2023-12-24 07:53:21.360079

    		-0.4 ms

  





  

    		2023-12-24 08:53:23.667214

    		-0.1 ms

  





  

    		2023-12-24 09:53:25.404021

    		-0.6 ms

  





  

    		2023-12-24 10:53:27.163206

    		1.1 ms

  





  

    		2023-12-24 11:53:28.954937

    		0.4 ms

  





  

    		2023-12-24 12:53:31.229743

    		1.6 ms

  





  

    		2023-12-24 13:53:32.92902

    		-1.6 ms

  





  

    		2023-12-24 14:53:34.865228

    		1.5 ms

  





  

    		2023-12-24 15:53:37.334738

    		1.1 ms

  





  

    		2023-12-24 16:53:40.161031

    		-1.5 ms

  





  

    		2023-12-24 17:53:42.316665

    		-1.5 ms

  





  

    		2023-12-24 18:53:43.995487

    		-1.5 ms

  





  

    		2023-12-24 19:53:46.194383

    		-1.3 ms

  





  

    		2023-12-24 20:53:49.263829

    		-0.9 ms

  





  

    		2023-12-24 21:53:52.805969

    		-0.5 ms

  





  

    		2023-12-24 22:53:56.951709

    		2.2 ms

  





  

    		2023-12-24 23:53:58.586343

    		1.0 ms

  





  

    		2023-12-25 00:54:00.5457

    		0.7 ms

  





  

    		2023-12-25 01:54:02.350044

    		-1.2 ms

  





  

    		2023-12-25 02:54:05.724338

    		-1.4 ms

  





  

    		2023-12-25 03:54:07.942585

    		0.0 ms

  





  

    		2023-12-25 04:54:10.93393

    		1.1 ms

  





  

    		2023-12-25 05:54:13.635137

    		-0.5 ms

  





  

    		2023-12-25 06:54:15.767292

    		1.1 ms

  





  

    		2023-12-25 07:54:18.063164

    		3.5 ms

  





  

    		2023-12-25 08:54:21.627045

    		0.1 ms

  





  

    		2023-12-25 09:54:23.312412

    		-0.6 ms

  





  

    		2023-12-25 10:54:25.018951

    		0.8 ms

  





  

    		2023-12-25 11:54:27.08937

    		0.1 ms

  





  

    		2023-12-25 12:54:30.075208

    		1.0 ms

  





  

    		2023-12-25 13:54:33.013561

    		2.2 ms

  





  

    		2023-12-25 14:54:35.615203

    		0.8 ms

  





  

    		2023-12-25 15:54:37.485594

    		-0.6 ms

  





  

    		2023-12-25 16:54:39.235692

    		0.7 ms

  





  

    		2023-12-25 17:54:41.51297

    		-1.4 ms

  





  

    		2023-12-25 18:54:43.563453

    		-2.1 ms

  





  

    		2023-12-25 19:54:46.762503

    		-0.8 ms

  





  

    		2023-12-25 20:54:49.801972

    		-0.2 ms

  





  

    		2023-12-25 21:54:52.595578

    		0.7 ms

  





  

    		2023-12-25 22:54:55.049309

    		2.6 ms

  





  

    		2023-12-25 23:54:57.321725

    		1.3 ms

  





  

    		2023-12-26 00:54:58.802063

    		-0.7 ms

  





  

    		2023-12-26 01:55:00.537173

    		-2.7 ms

  





  

    		2023-12-26 02:55:04.839804

    		0.2 ms

  





  

    		2023-12-26 03:55:06.87769

    		-1.7 ms

  





  

    		2023-12-26 04:55:09.8172

    		-1.9 ms

  





  

    		2023-12-26 05:55:12.165606

    		1.2 ms

  





  

    		2023-12-26 06:55:14.672988

    		1.0 ms

  





  

    		2023-12-26 07:55:16.466226

    		3.5 ms

  





  

    		2023-12-26 08:55:19.432709

    		0.0 ms

  





  

    		2023-12-26 09:55:22.450506

    		-0.4 ms

  





  

    		2023-12-26 10:55:24.485466

    		-2.5 ms

  





  

    		2023-12-26 11:55:27.598731

    		-1.9 ms

  





  

    		2023-12-26 12:55:30.668936

    		-2.0 ms

  





  

    		2023-12-26 13:55:32.174815

    		1.6 ms

  





  

    		2023-12-26 14:55:35.105271

    		2.6 ms

  





  

    		2023-12-26 15:55:37.113244

    		3.3 ms

  





  

    		2023-12-26 16:55:39.342946

    		0.6 ms

  





  

    		2023-12-26 17:55:40.94666

    		-0.9 ms

  





  

    		2023-12-26 18:55:42.638245

    		1.0 ms

  





  

    		2023-12-26 19:55:44.67239

    		2.5 ms

  





  

    		2023-12-26 20:55:48.073207

    		1.5 ms

  





  

    		2023-12-26 21:55:49.78258

    		-0.5 ms

  





  

    		2023-12-26 22:55:51.643578

    		0.4 ms

  





  

    		2023-12-26 23:55:53.191157

    		0.2 ms

  





  

    		2023-12-27 00:55:54.696056

    		0.4 ms

  





  

    		2023-12-27 01:55:56.86725

    		3.4 ms

  





  

    		2023-12-27 02:55:59.083542

    		0.0 ms

  





  

    		2023-12-27 03:56:00.918288

    		0.2 ms

  





  

    		2023-12-27 04:56:03.605135

    		3.6 ms

  





  

    		2023-12-27 05:56:07.057604

    		0.4 ms

  





  

    		2023-12-27 06:56:09.980382

    		0.2 ms

  





  

    		2023-12-27 07:56:12.053134

    		4.1 ms

  





  

    		2023-12-27 08:56:14.293217

    		0.8 ms

  





  

    		2023-12-27 09:56:16.734681

    		3.0 ms

  





  

    		2023-12-27 10:56:19.327376

    		2.5 ms

  





  

    		2023-12-27 11:56:21.644615

    		1.4 ms

  





  

    		2023-12-27 12:56:25.077116

    		2.4 ms

  





  

    		2023-12-27 13:56:26.796106

    		2.5 ms

  





  

    		2023-12-27 14:56:28.638643

    		-0.3 ms

  





  

    		2023-12-27 15:56:31.165764

    		1.3 ms

  





  

    		2023-12-27 16:56:33.144468

    		-2.1 ms

  





  

    		2023-12-27 17:56:36.494108

    		-0.8 ms

  





  

    		2023-12-27 18:56:40.152807

    		0.2 ms

  





  

    		2023-12-27 19:56:43.362632

    		0.3 ms

  





  

    		2023-12-27 20:56:46.01109

    		-0.9 ms

  





  

    		2023-12-27 21:56:49.472227

    		-0.4 ms

  





  

    		2023-12-27 22:56:51.213578

    		-0.4 ms

  





  

    		2023-12-27 23:56:53.01445

    		0.8 ms

  





  

    		2023-12-28 00:56:55.374071

    		-0.5 ms

  





  

    		2023-12-28 01:56:57.61138

    		0.9 ms

  





  

    		2023-12-28 02:56:59.802951

    		-0.7 ms

  





  

    		2023-12-28 03:57:01.507294

    		0.9 ms

  





  

    		2023-12-28 04:57:03.853393

    		0.7 ms

  





  

    		2023-12-28 05:57:07.008013

    		2.3 ms

  





  

    		2023-12-28 06:57:08.78307

    		2.0 ms

  





  

    		2023-12-28 07:57:10.652564

    		-1.3 ms

  





  

    		2023-12-28 08:57:12.86495

    		-0.4 ms

  





  

    		2023-12-28 09:57:15.45411

    		-0.5 ms

  





  

    		2023-12-28 10:57:17.345406

    		0.9 ms

  





  

    		2023-12-28 11:57:19.694615

    		1.0 ms

  





  

    		2023-12-28 12:57:21.790994

    		-0.5 ms

  





  

    		2023-12-28 13:57:23.57897

    		1.8 ms

  





  

    		2023-12-28 14:57:25.264946

    		0.8 ms

  





  

    		2023-12-28 15:57:27.510221

    		-0.2 ms

  





  

    		2023-12-28 16:57:30.397159

    		-0.5 ms

  





  

    		2023-12-28 17:57:32.391077

    		0.6 ms

  





  

    		2023-12-28 18:57:34.658739

    		2.3 ms

  





  

    		2023-12-28 19:57:36.534149

    		-0.3 ms

  





  

    		2023-12-28 20:57:39.547591

    		-1.2 ms

  





  

    		2023-12-28 21:57:41.527729

    		1.8 ms

  





  

    		2023-12-28 22:57:43.277925

    		0.1 ms

  





  

    		2023-12-28 23:57:45.649424

    		1.5 ms

  





  

    		2023-12-29 00:57:47.19963

    		-1.7 ms

  





  

    		2023-12-29 01:57:49.86248

    		0.6 ms

  





  

    		2023-12-29 02:57:52.852459

    		-0.3 ms

  





  

    		2023-12-29 03:57:55.427893

    		0.3 ms

  





  

    		2023-12-29 04:57:56.899513

    		-0.8 ms

  





  

    		2023-12-29 05:57:59.650724

    		0.1 ms

  





  

    		2023-12-29 06:58:01.356353

    		1.1 ms

  





  

    		2023-12-29 07:58:03.039941

    		2.2 ms

  





  

    		2023-12-29 08:58:05.072691

    		-0.4 ms

  





  

    		2023-12-29 09:58:06.899687

    		3.1 ms

  





  

    		2023-12-29 10:58:08.877996

    		0.8 ms

  





  

    		2023-12-29 11:58:10.725877

    		1.0 ms

  





  

    		2023-12-29 12:58:12.588378

    		-0.4 ms

  





  

    		2023-12-29 13:58:14.658671

    		1.3 ms

  





  

    		2023-12-29 14:58:16.70325

    		-1.1 ms

  





  

    		2023-12-29 15:58:18.515503

    		-0.7 ms

  





  

    		2023-12-29 16:58:20.609637

    		2.3 ms

  





  

    		2023-12-29 17:58:23.027024

    		0.5 ms

  





  

    		2023-12-29 18:58:26.493607

    		0.3 ms

  





  

    		2023-12-29 19:58:28.161752

    		-0.4 ms

  





  

    		2023-12-29 20:58:30.134094

    		-1.0 ms

  





  

    		2023-12-29 21:58:31.726063

    		-2.1 ms

  





  

    		2023-12-29 22:58:36.058806

    		0.6 ms

  





  

    		2023-12-29 23:58:39.59509

    		-0.5 ms

  





  

    		2023-12-30 00:58:41.423418

    		1.9 ms

  





  

    		2023-12-30 01:58:43.531548

    		2.8 ms

  





  

    		2023-12-30 02:58:46.095659

    		2.5 ms

  





  

    		2023-12-30 03:58:48.539151

    		0.4 ms

  





  

    		2023-12-30 04:58:50.464061

    		1.1 ms

  





  

    		2023-12-30 05:58:54.940081

    		0.6 ms

  





  

    		2023-12-30 06:58:57.831852

    		3.1 ms

  





  

    		2023-12-30 07:59:00.477404

    		1.1 ms

  





  

    		2023-12-30 08:59:04.158487

    		0.4 ms

  





  

    		2023-12-30 09:59:08.162847

    		-0.4 ms

  





  

    		2023-12-30 10:59:11.478035

    		1.5 ms

  





  

    		2023-12-30 11:59:13.861583

    		3.2 ms

  





  

    		2023-12-30 12:59:16.060128

    		-0.3 ms

  





  

    		2023-12-30 13:59:18.793451

    		1.8 ms

  





  

    		2023-12-30 14:59:22.162902

    		1.4 ms

  





  

    		2023-12-30 15:59:25.574648

    		1.7 ms

  





  

    		2023-12-30 16:59:27.370453

    		2.3 ms

  





  

    		2023-12-30 17:59:29.580179

    		0.9 ms

  





  

    		2023-12-30 18:59:32.709751

    		1.3 ms

  





  

    		2023-12-30 19:59:35.082145

    		2.9 ms

  





  

    		2023-12-30 20:59:37.241075

    		-0.6 ms

  





  

    		2023-12-30 21:59:40.309516

    		0.5 ms

  





  

    		2023-12-30 22:59:43.294618

    		0.6 ms

  





  

    		2023-12-30 23:59:45.921252

    		3.1 ms

  





  

    		2023-12-31 00:59:47.748128

    		0.7 ms

  





  

    		2023-12-31 01:59:50.037137

    		-0.5 ms

  





  

    		2023-12-31 02:59:52.235315

    		-3.5 ms

  





  

    		2023-12-31 03:59:53.969002

    		0.6 ms

  





  

    		2023-12-31 04:59:56.145883

    		-1.0 ms

  





  

    		2023-12-31 05:59:57.878125

    		-0.2 ms

  





  

    		2023-12-31 06:59:59.966711

    		1.0 ms

  





  

    		2023-12-31 08:00:02.514802

    		1.7 ms

  





  

    		2023-12-31 09:00:05.344774

    		-0.6 ms

  





  

    		2023-12-31 10:00:08.594995

    		3.7 ms

  





  

    		2023-12-31 11:00:10.283699

    		-0.5 ms

  





  

    		2023-12-31 12:00:14.589684

    		2.1 ms

  





  

    		2023-12-31 13:00:17.911753

    		1.4 ms

  





  

    		2023-12-31 14:00:20.021021

    		0.0 ms

  





  

    		2023-12-31 15:00:22.750637

    		-0.9 ms

  





  

    		2023-12-31 16:00:24.409928

    		0.4 ms

  





  

    		2023-12-31 17:00:27.095409

    		-1.3 ms

  





  

    		2023-12-31 18:00:28.8077

    		0.3 ms

  





  

    		2023-12-31 19:00:31.181913

    		-1.8 ms

  





  

    		2023-12-31 20:00:32.818992

    		-0.7 ms

  





  

    		2023-12-31 21:00:34.807694

    		-0.3 ms

  





  

    		2023-12-31 22:00:37.516467

    		1.5 ms

  





  

    		2023-12-31 23:00:40.178982

    		-0.3 ms

  





  

    		2024-01-01 00:00:42.191145

    		-1.6 ms

  





  

    		2024-01-01 01:00:44.894186

    		-1.5 ms

  





  

    		2024-01-01 02:00:46.646335

    		0.0 ms

  





  

    		2024-01-01 03:00:48.734079

    		1.9 ms

  





  

    		2024-01-01 04:00:51.020334

    		1.1 ms

  





  

    		2024-01-01 05:00:52.946078

    		1.0 ms

  





  

    		2024-01-01 06:00:54.498774

    		1.0 ms

  





  

    		2024-01-01 07:00:56.240622

    		1.6 ms

  





  

    		2024-01-01 08:00:58.145936

    		0.3 ms

  





  

    		2024-01-01 09:01:02.364729

    		-0.6 ms

  





  

    		2024-01-01 10:01:03.898704

    		1.2 ms

  





  

    		2024-01-01 11:01:05.496344

    		3.9 ms

  





  

    		2024-01-01 12:01:07.553647

    		3.4 ms

  





  

    		2024-01-01 13:01:09.674801

    		3.0 ms

  





  

    		2024-01-01 14:01:11.597103

    		0.7 ms

  





  

    		2024-01-01 15:01:15.473405

    		2.0 ms

  





  

    		2024-01-01 16:01:17.151862

    		3.4 ms

  





  

    		2024-01-01 17:01:19.904816

    		0.9 ms

  





  

    		2024-01-01 18:01:23.427255

    		1.5 ms

  





  

    		2024-01-01 19:01:25.15449

    		-0.6 ms

  





  

    		2024-01-01 20:01:29.468192

    		2.1 ms

  





  

    		2024-01-01 21:01:31.549652

    		0.4 ms

  





  

    		2024-01-01 22:01:33.276938

    		0.7 ms

  





  

    		2024-01-01 23:01:35.599742

    		0.6 ms

  





  

    		2024-01-02 00:01:38.166616

    		3.5 ms

  





  

    		2024-01-02 01:01:40.598284

    		2.0 ms

  





  

    		2024-01-02 02:01:42.519562

    		0.0 ms

  





  

    		2024-01-02 03:01:44.967954

    		-3.1 ms

  





  

    		2024-01-02 04:01:46.84861

    		-2.6 ms

  





  

    		2024-01-02 05:01:49.408565

    		-1.8 ms

  





  

    		2024-01-02 06:01:53.34458

    		0.0 ms

  





  

    		2024-01-02 07:01:55.03343

    		0.2 ms

  





  

    		2024-01-02 08:01:56.984905

    		1.3 ms

  





  

    		2024-01-02 09:01:58.825272

    		0.5 ms

  





  

    		2024-01-02 10:02:01.25029

    		2.0 ms

  





  

    		2024-01-02 11:02:03.058548

    		1.4 ms

  





  

    		2024-01-02 12:02:04.624629

    		1.3 ms

  





  

    		2024-01-02 13:02:07.492118

    		0.9 ms

  





  

    		2024-01-02 14:02:09.281454

    		0.3 ms

  





  

    		2024-01-02 15:02:11.020942

    		-0.6 ms

  





  

    		2024-01-02 16:02:12.614195

    		-2.4 ms

  





  

    		2024-01-02 17:02:14.527218

    		-2.1 ms

  





  

    		2024-01-02 18:02:18.949385

    		-1.4 ms

  





  

    		2024-01-02 19:02:23.033499

    		-2.2 ms

  





  

    		2024-01-02 20:02:27.350489

    		-1.3 ms

  





  

    		2024-01-02 21:02:29.115849

    		1.7 ms

  





  

    		2024-01-02 22:02:33.237477

    		-0.2 ms

  





  

    		2024-01-02 23:02:35.820973

    		1.7 ms

  





  

    		2024-01-03 00:02:38.972107

    		-0.6 ms

  





  

    		2024-01-03 01:02:41.346707

    		-0.1 ms

  





  

    		2024-01-03 02:02:45.171315

    		-0.9 ms

  





  

    		2024-01-03 03:02:47.167381

    		2.8 ms

  





  

    		2024-01-03 04:02:49.805553

    		1.7 ms

  





  

    		2024-01-03 05:02:51.916189

    		3.5 ms

  





  

    		2024-01-03 06:02:54.517755

    		1.1 ms

  





  

    		2024-01-03 07:02:56.125189

    		0.4 ms

  





  

    		2024-01-03 08:02:59.037859

    		1.7 ms

  





  

    		2024-01-03 09:03:00.882764

    		1.1 ms

  





  

    		2024-01-03 10:03:02.560744

    		0.6 ms

  





  

    		2024-01-03 11:03:05.052134

    		3.1 ms

  





  

    		2024-01-03 12:03:06.754847

    		0.9 ms

  





  

    		2024-01-03 13:03:08.471007

    		-0.3 ms

  





  

    		2024-01-03 14:03:10.189669

    		-0.2 ms

  





  

    		2024-01-03 15:03:12.107395

    		0.4 ms

  





  

    		2024-01-03 16:03:14.492567

    		-1.0 ms

  





  

    		2024-01-03 17:03:16.147814

    		2.6 ms

  





  

    		2024-01-03 18:03:18.387199

    		-1.4 ms

  





  

    		2024-01-03 19:03:20.530425

    		-1.1 ms

  





  

    		2024-01-03 20:03:22.096616

    		-1.0 ms

  





  

    		2024-01-03 21:03:24.40677

    		-2.0 ms

  





  

    		2024-01-03 22:03:26.233444

    		0.3 ms

  





  

    		2024-01-03 23:03:27.807441

    		-3.1 ms

  





  

    		2024-01-04 00:03:30.237752

    		-2.0 ms

  





  

    		2024-01-04 01:03:31.67808

    		-0.6 ms

  





  

    		2024-01-04 02:03:33.779908

    		0.3 ms

  





  

    		2024-01-04 03:03:35.876493

    		-0.5 ms

  





  

    		2024-01-04 04:03:38.197148

    		-0.1 ms

  





  

    		2024-01-04 05:03:41.269188

    		0.4 ms

  





  

    		2024-01-04 06:03:43.655113

    		-0.9 ms

  





  

    		2024-01-04 07:03:45.906223

    		0.4 ms

  





  

    		2024-01-04 08:03:48.016831

    		1.0 ms

  





  

    		2024-01-04 09:03:50.205983

    		1.6 ms

  





  

    		2024-01-04 10:03:51.817156

    		2.4 ms

  





  

    		2024-01-04 11:03:53.931263

    		0.9 ms

  





  

    		2024-01-04 12:03:56.338812

    		2.3 ms

  





  

    		2024-01-04 13:03:57.96044

    		2.3 ms

  





  

    		2024-01-04 14:03:59.575636

    		1.2 ms

  





  

    		2024-01-04 15:04:02.610732

    		2.8 ms

  





  

    		2024-01-04 16:04:04.158415

    		1.3 ms

  





  

    		2024-01-04 17:04:05.584555

    		0.4 ms

  





  

    		2024-01-04 18:04:07.645232

    		1.3 ms

  





  

    		2024-01-04 19:04:10.485301

    		0.5 ms

  





  

    		2024-01-04 20:04:12.002809

    		-1.1 ms

  





  

    		2024-01-04 21:04:13.609295

    		-0.7 ms

  





  

    		2024-01-04 22:04:16.944326

    		-0.9 ms

  





  

    		2024-01-04 23:04:18.779739

    		-0.8 ms

  





  

    		2024-01-05 00:04:20.581007

    		0.1 ms

  





  

    		2024-01-05 01:04:22.296177

    		-0.4 ms

  





  

    		2024-01-05 02:04:24.352988

    		-0.5 ms

  





  

    		2024-01-05 03:04:26.630507

    		-0.2 ms

  





  

    		2024-01-05 04:04:30.325483

    		0.3 ms

  





  

    		2024-01-05 05:04:34.530646

    		0.5 ms

  





  

    		2024-01-05 06:04:36.439845

    		2.4 ms

  





  

    		2024-01-05 07:04:37.99377

    		0.1 ms

  





  

    		2024-01-05 08:04:39.860103

    		-2.3 ms

  





  

    		2024-01-05 09:04:43.468367

    		0.0 ms

  





  

    		2024-01-05 10:04:45.619415

    		1.4 ms

  





  

    		2024-01-05 11:04:47.338957

    		0.4 ms

  





  

    		2024-01-05 12:04:48.989486

    		2.0 ms

  





  

    		2024-01-05 13:04:52.230348

    		0.4 ms

  





  

    		2024-01-05 14:04:53.889922

    		0.5 ms

  





  

    		2024-01-05 15:04:56.210413

    		-1.1 ms

  





  

    		2024-01-05 16:04:58.382192

    		1.9 ms

  





  

    		2024-01-05 17:05:00.568844

    		1.6 ms

  





  

    		2024-01-05 18:05:03.696664

    		0.0 ms

  





  

    		2024-01-05 19:05:07.26384

    		-0.5 ms

  





  

    		2024-01-05 20:05:08.990083

    		-1.6 ms

  





  

    		2024-01-05 21:05:11.514881

    		-0.1 ms

  





  

    		2024-01-05 22:05:13.753269

    		-1.2 ms

  





  

    		2024-01-05 23:05:15.652591

    		4.2 ms

  





  

    		2024-01-06 00:05:19.400716

    		2.5 ms

  





  

    		2024-01-06 01:05:21.523301

    		1.2 ms

  





  

    		2024-01-06 02:05:23.93364

    		-3.1 ms

  





  

    		2024-01-06 03:05:26.838967

    		-1.1 ms

  





  

    		2024-01-06 04:05:28.927389

    		-1.0 ms

  





  

    		2024-01-06 05:05:30.906693

    		-1.7 ms

  





  

    		2024-01-06 06:05:32.467093

    		-0.5 ms

  





  

    		2024-01-06 07:05:36.210134

    		-1.9 ms

  





  

    		2024-01-06 08:05:40.297634

    		0.5 ms

  





  

    		2024-01-06 09:05:41.935042

    		0.9 ms

  





  

    		2024-01-06 10:05:43.61203

    		0.8 ms

  





  

    		2024-01-06 11:05:46.824585

    		0.6 ms

  





  

    		2024-01-06 12:05:50.285292

    		0.0 ms

  





  

    		2024-01-06 13:05:51.791781

    		1.2 ms

  





  

    		2024-01-06 14:05:54.38667

    		2.8 ms

  





  

    		2024-01-06 15:05:55.899025

    		0.2 ms

  





  

    		2024-01-06 16:05:57.532298

    		1.0 ms

  





  

    		2024-01-06 17:05:59.01232

    		0.7 ms

  





  

    		2024-01-06 18:06:00.93323

    		2.6 ms

  





  

    		2024-01-06 19:06:04.481288

    		0.6 ms

  





  

    		2024-01-06 20:06:08.268461

    		2.1 ms

  





  

    		2024-01-06 21:06:10.376619

    		-2.2 ms

  





  

    		2024-01-06 22:06:13.655906

    		-0.3 ms

  





  

    		2024-01-06 23:06:17.616787

    		0.7 ms

  





  

    		2024-01-07 00:06:21.565052

    		0.2 ms

  





  

    		2024-01-07 01:06:23.609318

    		-1.0 ms

  





  

    		2024-01-07 02:06:25.52296

    		-0.2 ms

  





  

    		2024-01-07 03:06:27.05726

    		-1.1 ms

  





  

    		2024-01-07 04:06:29.061085

    		-0.5 ms

  





  

    		2024-01-07 05:06:31.348064

    		-0.4 ms

  





  

    		2024-01-07 06:06:34.32134

    		-1.8 ms

  





  

    		2024-01-07 07:06:37.331767

    		-0.5 ms

  





  

    		2024-01-07 08:06:39.468644

    		-0.5 ms

  





  

    		2024-01-07 09:06:42.883165

    		-0.1 ms

  





  

    		2024-01-07 10:06:45.00429

    		1.8 ms

  





  

    		2024-01-07 11:06:46.543451

    		2.2 ms

  





  

    		2024-01-07 12:06:48.596097

    		3.1 ms

  





  

    		2024-01-07 13:06:50.594973

    		3.6 ms

  





  

    		2024-01-07 14:06:52.125113

    		0.5 ms

  





  

    		2024-01-07 15:06:53.594306

    		1.6 ms

  





  

    		2024-01-07 16:06:55.560195

    		-0.6 ms

  





  

    		2024-01-07 17:06:57.643382

    		2.5 ms

  





  

    		2024-01-07 18:07:00.153969

    		1.2 ms

  





  

    		2024-01-07 19:07:04.084292

    		1.1 ms

  





  

    		2024-01-07 20:07:06.720309

    		1.2 ms

  





  

    		2024-01-07 21:07:08.654263

    		0.1 ms

  





  

    		2024-01-07 22:07:12.602785

    		1.6 ms

  





  

    		2024-01-07 23:07:14.64426

    		1.3 ms

  





  

    		2024-01-08 00:07:16.484673

    		0.6 ms

  





  

    		2024-01-08 01:07:18.180013

    		-0.9 ms

  





  

    		2024-01-08 02:07:21.685011

    		-1.9 ms

  





  

    		2024-01-08 03:07:24.278296

    		-0.6 ms

  





  

    		2024-01-08 04:07:26.018559

    		0.1 ms

  





  

    		2024-01-08 05:07:28.229222

    		-1.5 ms

  





  

    		2024-01-08 06:07:31.112348

    		0.1 ms

  





  

    		2024-01-08 07:07:33.648996

    		2.1 ms

  





  

    		2024-01-08 08:07:35.306298

    		2.8 ms

  





  

    		2024-01-08 09:07:37.930767

    		1.7 ms

  





  

    		2024-01-08 10:07:39.593968

    		2.1 ms

  





  

    		2024-01-08 11:07:42.515045

    		0.2 ms

  





  

    		2024-01-08 12:07:44.224304

    		2.7 ms

  





  

    		2024-01-08 13:07:46.560785

    		2.2 ms

  





  

    		2024-01-08 14:07:48.922143

    		3.4 ms

  





  

    		2024-01-08 15:07:50.86504

    		1.4 ms

  





  

    		2024-01-08 16:07:52.941366

    		2.1 ms

  





  

    		2024-01-08 17:07:54.623301

    		2.7 ms

  





  

    		2024-01-08 18:07:56.802759

    		0.2 ms

  





  

    		2024-01-08 19:07:59.1734

    		1.7 ms

  





  

    		2024-01-08 20:08:01.569559

    		0.0 ms

  





  

    		2024-01-08 21:08:03.378116

    		0.4 ms

  





  

    		2024-01-08 22:08:05.648788

    		-1.2 ms

  





  

    		2024-01-08 23:08:07.660273

    		1.4 ms

  





  

    		2024-01-09 00:08:11.386932

    		-0.1 ms

  





  

    		2024-01-09 01:08:13.309369

    		-1.9 ms

  





  

    		2024-01-09 02:08:15.182735

    		0.2 ms

  





  

    		2024-01-09 03:08:18.082331

    		-1.0 ms

  





  

    		2024-01-09 04:08:21.539632

    		-1.5 ms

  





  

    		2024-01-09 05:08:25.56763

    		-0.1 ms

  





  

    		2024-01-09 06:08:29.432801

    		-1.8 ms

  





  

    		2024-01-09 07:08:32.144645

    		-2.6 ms

  





  

    		2024-01-09 08:08:34.26552

    		-0.4 ms

  





  

    		2024-01-09 09:08:36.805962

    		1.1 ms

  





  

    		2024-01-09 10:08:38.406154

    		1.8 ms

  





  

    		2024-01-09 11:08:40.264632

    		1.7 ms

  





  

    		2024-01-09 12:08:42.367696

    		2.7 ms

  





  

    		2024-01-09 13:08:44.060791

    		0.6 ms

  





  

    		2024-01-09 14:08:45.72559

    		-1.6 ms

  





  

    		2024-01-09 15:08:47.557096

    		2.4 ms

  





  

    		2024-01-09 16:08:49.516745

    		3.0 ms

  





  

    		2024-01-09 17:08:51.161685

    		3.5 ms

  





  

    		2024-01-09 18:08:53.635537

    		3.6 ms

  





  

    		2024-01-09 19:08:55.34133

    		2.5 ms

  





  

    		2024-01-09 20:08:56.879022

    		0.1 ms

  





  

    		2024-01-09 21:08:58.807656

    		-0.4 ms

  





  

    		2024-01-09 22:09:01.270342

    		1.8 ms

  





  

    		2024-01-09 23:09:03.390752

    		-0.8 ms

  





  

    		2024-01-10 00:09:07.283019

    		-3.3 ms

  





  

    		2024-01-10 01:09:11.831701

    		1.1 ms

  





  

    		2024-01-10 02:09:13.551219

    		1.2 ms

  





  

    		2024-01-10 03:09:16.11237

    		-0.1 ms

  





  

    		2024-01-10 04:09:18.023089

    		0.3 ms

  





  

    		2024-01-10 05:09:19.691767

    		3.2 ms

  





  

    		2024-01-10 06:09:21.687868

    		1.2 ms

  





  

    		2024-01-10 07:09:23.447585

    		0.5 ms

  





  

    		2024-01-10 08:09:26.723767

    		2.4 ms

  





  

    		2024-01-10 09:09:28.887954

    		-0.2 ms

  





  

    		2024-01-10 10:09:30.412671

    		0.4 ms

  





  

    		2024-01-10 11:09:32.013122

    		0.2 ms

  





  

    		2024-01-10 12:09:34.346369

    		0.4 ms

  





  

    		2024-01-10 13:09:36.904816

    		1.8 ms

  





  

    		2024-01-10 14:09:38.559104

    		3.6 ms

  





  

    		2024-01-10 15:09:41.069586

    		1.4 ms

  





  

    		2024-01-10 16:09:42.923768

    		0.0 ms

  





  

    		2024-01-10 17:09:44.877324

    		-0.6 ms

  





  

    		2024-01-10 18:09:47.169327

    		-0.5 ms

  





  

    		2024-01-10 19:09:48.826807

    		1.1 ms

  





  

    		2024-01-10 20:09:51.002527

    		-3.8 ms

  





  

    		2024-01-10 21:09:54.622539

    		-0.4 ms

  





  

    		2024-01-10 22:09:56.753434

    		-2.6 ms

  





  

    		2024-01-10 23:09:58.743743

    		-1.9 ms

  





  

    		2024-01-11 00:10:00.81511

    		2.8 ms

  





  

    		2024-01-11 01:10:02.868667

    		0.1 ms

  





  

    		2024-01-11 02:10:04.876296

    		0.6 ms

  





  

    		2024-01-11 03:10:06.986609

    		2.3 ms

  





  

    		2024-01-11 04:10:09.972649

    		0.2 ms

  





  

    		2024-01-11 05:10:11.772054

    		0.6 ms

  





  

    		2024-01-11 06:10:14.43578

    		-0.9 ms

  





  

    		2024-01-11 07:10:16.142923

    		0.0 ms

  





  

    		2024-01-11 08:10:17.758448

    		-0.6 ms

  





  

    		2024-01-11 09:10:19.594968

    		2.1 ms

  





  

    		2024-01-11 10:10:21.811671

    		-0.2 ms

  





  

    		2024-01-11 11:10:23.350134

    		-0.1 ms

  





  

    		2024-01-11 12:10:25.654127

    		0.4 ms

  





  

    		2024-01-11 13:10:28.322181

    		1.8 ms

  





  

    		2024-01-11 14:10:30.825685

    		-0.5 ms

  





  

    		2024-01-11 15:10:32.933919

    		2.7 ms

  





  

    		2024-01-11 16:10:34.859604

    		2.7 ms

  





  

    		2024-01-11 17:10:36.521955

    		0.8 ms

  





  

    		2024-01-11 18:10:38.26792

    		-1.5 ms

  





  

    		2024-01-11 19:10:40.008229

    		0.9 ms

  





  

    		2024-01-11 20:10:42.199269

    		0.4 ms

  





  

    		2024-01-11 21:10:43.806486

    		0.7 ms

  





  

    		2024-01-11 22:10:45.610629

    		-1.1 ms

  





  

    		2024-01-11 23:10:47.513893

    		-1.5 ms

  





  

    		2024-01-12 00:10:50.42617

    		0.2 ms

  





  

    		2024-01-12 01:10:52.872775

    		2.7 ms

  





  

    		2024-01-12 02:10:55.110855

    		1.6 ms

  





  

    		2024-01-12 03:10:58.926188

    		1.9 ms

  





  

    		2024-01-12 04:11:01.387826

    		-2.1 ms

  





  

    		2024-01-12 05:11:04.10814

    		0.3 ms

  





  

    		2024-01-12 06:11:05.756117

    		0.5 ms

  





  

    		2024-01-12 07:11:08.060078

    		2.7 ms

  





  

    		2024-01-12 08:11:10.325217

    		1.4 ms

  





  

    		2024-01-12 09:11:12.676961

    		0.7 ms

  





  

    		2024-01-12 10:11:14.3957

    		0.7 ms

  





  

    		2024-01-12 11:11:16.214916

    		0.9 ms

  





  

    		2024-01-12 12:11:18.275522

    		1.2 ms

  





  

    		2024-01-12 13:11:21.474747

    		0.4 ms

  





  

    		2024-01-12 14:11:24.336725

    		1.2 ms

  





  

    		2024-01-12 15:11:26.66387

    		0.0 ms

  





  

    		2024-01-12 16:11:28.519116

    		1.0 ms

  





  

    		2024-01-12 17:11:30.348436

    		0.1 ms

  





  

    		2024-01-12 18:11:32.208292

    		1.1 ms

  





  

    		2024-01-12 19:11:34.656878

    		-0.9 ms

  





  

    		2024-01-12 20:11:37.301511

    		-0.5 ms

  





  

    		2024-01-12 21:11:39.195627

    		0.8 ms

  





  

    		2024-01-12 22:11:42.176402

    		1.6 ms

  





  

    		2024-01-12 23:11:44.382075

    		0.4 ms

  





  

    		2024-01-13 00:11:47.018821

    		-0.4 ms

  





  

    		2024-01-13 01:11:48.999023

    		0.4 ms

  





  

    		2024-01-13 02:11:51.285596

    		0.4 ms

  





  

    		2024-01-13 03:11:53.107311

    		-0.8 ms

  





  

    		2024-01-13 04:11:55.198012

    		0.0 ms

  





  

    		2024-01-13 05:11:57.602891

    		0.8 ms

  





  

    		2024-01-13 06:11:59.815196

    		-0.5 ms

  





  

    		2024-01-13 07:12:01.833553

    		0.2 ms

  





  

    		2024-01-13 08:12:04.624573

    		0.8 ms

  





  

    		2024-01-13 09:12:06.432913

    		-0.5 ms

  





  

    		2024-01-13 10:12:08.29115

    		2.0 ms

  





  

    		2024-01-13 11:12:09.905023

    		1.6 ms

  





  

    		2024-01-13 12:12:11.638346

    		0.6 ms

  





  

    		2024-01-13 13:12:13.914108

    		0.3 ms

  





  

    		2024-01-13 14:12:15.828337

    		-2.4 ms

  





  

    		2024-01-13 15:12:17.628739

    		-1.7 ms

  





  

    		2024-01-13 16:12:21.028726

    		3.4 ms

  





  

    		2024-01-13 17:12:23.357947

    		-0.1 ms

  





  

    		2024-01-13 18:12:26.389604

    		1.2 ms

  





  

    		2024-01-13 19:12:29.482365

    		1.1 ms

  





  

    		2024-01-13 20:12:31.494717

    		0.9 ms

  





  

    		2024-01-13 21:12:34.656652

    		0.0 ms

  





  

    		2024-01-13 22:12:36.898731

    		-0.5 ms

  





  

    		2024-01-13 23:12:39.079016

    		-1.8 ms

  





  

    		2024-01-14 00:12:41.593616

    		-0.7 ms

  





  

    		2024-01-14 01:12:44.254971

    		1.3 ms

  





  

    		2024-01-14 02:12:48.571652

    		-0.3 ms

  





  

    		2024-01-14 03:12:50.691569

    		1.2 ms

  





  

    		2024-01-14 04:12:54.37466

    		1.4 ms

  





  

    		2024-01-14 05:12:56.542089

    		-0.2 ms

  





  

    		2024-01-14 06:12:58.8955

    		2.4 ms

  





  

    		2024-01-14 07:13:02.772964

    		-0.8 ms

  





  

    		2024-01-14 08:13:04.914501

    		0.2 ms

  





  

    		2024-01-14 09:13:07.71847

    		-0.7 ms

  





  

    		2024-01-14 10:13:10.051956

    		1.2 ms

  





  

    		2024-01-14 11:13:12.355811

    		1.3 ms

  





  

    		2024-01-14 12:13:16.433357

    		1.8 ms

  





  

    		2024-01-14 13:13:19.629576

    		1.7 ms

  





  

    		2024-01-14 14:13:22.88121

    		-0.8 ms

  





  

    		2024-01-14 15:13:24.943514

    		-0.4 ms

  





  

    		2024-01-14 16:13:27.991783

    		1.0 ms

  





  

    		2024-01-14 17:13:31.712455

    		2.8 ms

  





  

    		2024-01-14 18:13:33.372915

    		2.7 ms

  





  

    		2024-01-14 19:13:36.13114

    		-0.2 ms

  





  

    		2024-01-14 20:13:40.261246

    		-1.1 ms

  





  

    		2024-01-14 21:13:42.730184

    		1.3 ms

  





  

    		2024-01-14 22:13:45.078289

    		0.7 ms

  





  

    		2024-01-14 23:13:48.942985

    		-0.9 ms

  





  

    		2024-01-15 00:13:51.096382

    		-0.6 ms

  





  

    		2024-01-15 01:13:52.942459

    		-1.4 ms

  





  

    		2024-01-15 02:13:55.761145

    		0.0 ms

  





  

    		2024-01-15 03:13:58.419819

    		-2.4 ms

  





  

    		2024-01-15 04:14:00.35003

    		1.9 ms

  





  

    		2024-01-15 05:14:02.437539

    		1.9 ms

  





  

    		2024-01-15 06:14:04.89214

    		1.9 ms

  





  

    		2024-01-15 07:14:08.890104

    		0.0 ms

  





  

    		2024-01-15 08:14:10.339791

    		0.1 ms

  





  

    		2024-01-15 09:14:12.44085

    		1.5 ms

  





  

    		2024-01-15 10:14:14.878129

    		-0.6 ms

  





  

    		2024-01-15 11:14:17.143285

    		3.3 ms

  





  

    		2024-01-15 12:14:18.812181

    		1.2 ms

  





  

    		2024-01-15 13:14:21.423447

    		2.7 ms

  





  

    		2024-01-15 14:14:24.108338

    		1.6 ms

  





  

    		2024-01-15 15:14:26.266651

    		1.2 ms

  





  

    		2024-01-15 16:14:28.451138

    		2.5 ms

  





  

    		2024-01-15 17:14:30.070762

    		0.4 ms

  





  

    		2024-01-15 18:14:32.928672

    		-0.5 ms

  





  

    		2024-01-15 19:14:35.405142

    		-1.1 ms

  





  

    		2024-01-15 20:14:38.454629

    		-0.5 ms

  





  

    		2024-01-15 21:14:41.173674

    		-0.3 ms

  





  

    		2024-01-15 22:14:43.967084

    		-0.2 ms

  





  

    		2024-01-15 23:14:46.252058

    		2.6 ms

  





  

    		2024-01-16 00:14:49.204474

    		1.6 ms

  





  

    		2024-01-16 01:14:51.404273

    		1.9 ms

  





  

    		2024-01-16 02:14:53.980657

    		-0.8 ms

  





  

    		2024-01-16 03:14:56.038573

    		1.8 ms

  





  

    		2024-01-16 04:15:00.126615

    		0.9 ms

  





  

    		2024-01-16 05:15:04.665585

    		-0.2 ms

  





  

    		2024-01-16 06:15:06.977423

    		-0.2 ms

  





  

    		2024-01-16 07:15:09.81753

    		1.3 ms

  





  

    		2024-01-16 08:15:12.537863

    		0.3 ms

  





  

    		2024-01-16 09:15:15.136005

    		2.3 ms

  





  

    		2024-01-16 10:15:17.955019

    		2.2 ms

  





  

    		2024-01-16 11:15:20.951255

    		1.5 ms

  





  

    		2024-01-16 12:15:23.194969

    		0.9 ms

  





  

    		2024-01-16 13:15:26.636362

    		0.9 ms

  





  

    		2024-01-16 14:15:28.605624

    		1.0 ms

  





  

    		2024-01-16 15:15:30.599436

    		0.3 ms

  





  

    		2024-01-16 16:15:32.196198

    		-1.1 ms

  





  

    		2024-01-16 17:15:34.504017

    		2.1 ms

  





  

    		2024-01-16 18:15:36.857858

    		1.0 ms

  





  

    		2024-01-16 19:15:39.448736

    		0.6 ms

  





  

    		2024-01-16 20:15:41.756231

    		0.6 ms

  





  

    		2024-01-16 21:15:43.691343

    		0.1 ms

  





  

    		2024-01-16 22:15:45.543344

    		1.7 ms

  





  

    		2024-01-16 23:15:47.2933

    		1.0 ms

  





  

    		2024-01-17 00:15:49.293066

    		-0.4 ms

  





  

    		2024-01-17 01:15:51.584962

    		0.2 ms

  





  

    		2024-01-17 02:15:54.078131

    		0.6 ms

  





  

    		2024-01-17 03:15:56.99224

    		-1.0 ms

  





  

    		2024-01-17 04:15:58.96508

    		0.3 ms

  





  

    		2024-01-17 05:16:01.962389

    		0.5 ms

  





  

    		2024-01-17 06:16:04.176969

    		1.0 ms

  





  

    		2024-01-17 07:16:06.075179

    		2.3 ms

  





  

    		2024-01-17 08:16:08.349068

    		0.1 ms

  





  

    		2024-01-17 09:16:11.105639

    		-0.6 ms

  





  

    		2024-01-17 10:16:13.128219

    		2.3 ms

  





  

    		2024-01-17 11:16:14.897189

    		2.3 ms

  





  

    		2024-01-17 12:16:17.73773

    		3.8 ms

  





  

    		2024-01-17 13:16:20.30403

    		3.3 ms

  





  

    		2024-01-17 14:16:21.844755

    		4.9 ms

  





  

    		2024-01-17 15:16:23.709907

    		2.1 ms

  





  

    		2024-01-17 16:16:25.432183

    		-0.8 ms

  





  

    		2024-01-17 17:16:27.30334

    		-0.5 ms

  





  

    		2024-01-17 18:16:29.173349

    		1.1 ms

  





  

    		2024-01-17 19:16:32.549478

    		0.4 ms

  





  

    		2024-01-17 20:16:36.723529

    		-1.8 ms

  





  

    		2024-01-17 21:16:40.539705

    		-2.1 ms

  





  

    		2024-01-17 22:16:44.340047

    		-2.0 ms

  





  

    		2024-01-17 23:16:48.503577

    		-1.8 ms

  





  

    		2024-01-18 00:16:50.331627

    		-1.0 ms

  





  

    		2024-01-18 01:16:52.351419

    		1.2 ms

  





  

    		2024-01-18 02:16:54.705751

    		0.9 ms

  





  

    		2024-01-18 03:16:58.519865

    		1.4 ms

  





  

    		2024-01-18 04:17:00.194395

    		1.4 ms

  





  

    		2024-01-18 05:17:02.960165

    		-0.5 ms

  





  

    		2024-01-18 06:17:04.984224

    		1.3 ms

  





  

    		2024-01-18 07:17:08.358623

    		-0.2 ms

  





  

    		2024-01-18 08:17:10.813017

    		2.0 ms

  





  

    		2024-01-18 09:17:13.244742

    		0.3 ms

  





  

    		2024-01-18 10:17:14.937062

    		0.2 ms

  





  

    		2024-01-18 11:17:16.645714

    		0.5 ms

  





  

    		2024-01-18 12:17:19.862659

    		3.2 ms

  





  

    		2024-01-18 13:17:21.497192

    		2.7 ms

  





  

    		2024-01-18 14:17:23.235522

    		0.7 ms

  





  

    		2024-01-18 15:17:26.013892

    		3.2 ms

  





  

    		2024-01-18 16:17:28.852917

    		2.0 ms

  





  

    		2024-01-18 17:17:30.813336

    		1.0 ms

  





  

    		2024-01-18 18:17:34.9617

    		-0.9 ms

  





  

    		2024-01-18 19:17:36.776298

    		0.0 ms

  





  

    		2024-01-18 20:17:39.476419

    		-0.3 ms

  





  

    		2024-01-18 21:17:43.017244

    		-0.4 ms

  





  

    		2024-01-18 22:17:45.462377

    		-0.4 ms

  





  

    		2024-01-18 23:17:49.717659

    		0.8 ms

  





  

    		2024-01-19 00:17:51.425642

    		-1.3 ms

  





  

    		2024-01-19 01:17:55.61846

    		-2.0 ms

  





  

    		2024-01-19 02:17:57.685152

    		-1.4 ms

  





  

    		2024-01-19 03:17:59.739604

    		1.5 ms

  





  

    		2024-01-19 04:18:01.654065

    		-0.1 ms

  





  

    		2024-01-19 05:18:05.508359

    		1.5 ms

  





  

    		2024-01-19 06:18:08.621684

    		1.6 ms

  





  

    		2024-01-19 07:18:11.719259

    		2.8 ms

  





  

    		2024-01-19 08:18:15.299024

    		0.8 ms

  





  

    		2024-01-19 09:18:17.368473

    		2.5 ms

  





  

    		2024-01-19 10:18:19.155809

    		0.0 ms

  





  

    		2024-01-19 11:18:21.070445

    		0.6 ms

  





  

    		2024-01-19 12:18:23.55391

    		1.1 ms

  





  

    		2024-01-19 13:18:25.19055

    		1.4 ms

  





  

    		2024-01-19 14:18:27.274216

    		0.9 ms

  





  

    		2024-01-19 15:18:29.221085

    		1.5 ms

  





  

    		2024-01-19 16:18:30.956541

    		2.7 ms

  





  

    		2024-01-19 17:18:33.647189

    		1.5 ms

  





  

    		2024-01-19 18:18:35.6261

    		1.1 ms

  





  

    		2024-01-19 19:18:39.923344

    		-1.5 ms

  





  

    		2024-01-19 20:18:41.985613

    		-2.4 ms

  





  

    		2024-01-19 21:18:44.464848

    		-2.0 ms

  





  

    		2024-01-19 22:18:46.881683

    		-1.6 ms

  





  

    		2024-01-19 23:18:50.851697

    		-1.6 ms

  





  

    		2024-01-20 00:18:52.791431

    		-1.2 ms

  





  

    		2024-01-20 01:18:55.24379

    		-1.0 ms

  





  

    		2024-01-20 02:18:57.585174

    		-0.3 ms

  





  

    		2024-01-20 03:18:59.399983

    		-0.5 ms

  





  

    		2024-01-20 04:19:03.083381

    		2.4 ms

  





  

    		2024-01-20 05:19:05.042562

    		0.5 ms

  





  

    		2024-01-20 06:19:06.620325

    		-0.4 ms

  





  

    		2024-01-20 07:19:08.572179

    		-0.9 ms

  





  

    		2024-01-20 08:19:10.456251

    		0.4 ms

  





  

    		2024-01-20 09:19:14.202648

    		-1.1 ms

  





  

    		2024-01-20 10:19:15.856018

    		-0.8 ms

  





  

    		2024-01-20 11:19:19.717915

    		4.6 ms

  





  

    		2024-01-20 12:19:23.856833

    		2.3 ms

  





  

    		2024-01-20 13:19:25.727979

    		3.5 ms

  





  

    		2024-01-20 14:19:28.49555

    		5.1 ms

  





  

    		2024-01-20 15:19:32.638777

    		1.7 ms

  





  

    		2024-01-20 16:19:36.668566

    		3.1 ms

  





  

    		2024-01-20 17:19:40.698712

    		2.6 ms

  





  

    		2024-01-20 18:19:43.901731

    		2.8 ms

  





  

    		2024-01-20 19:19:45.742634

    		-0.7 ms

  





  

    		2024-01-20 20:19:48.033554

    		0.4 ms

  





  

    		2024-01-20 21:19:51.0834

    		0.6 ms

  





  

    		2024-01-20 22:19:55.117365

    		-0.6 ms

  





  

    		2024-01-20 23:19:57.294329

    		1.5 ms

  





  

    		2024-01-21 00:19:59.579055

    		0.3 ms

  





  

    		2024-01-21 01:20:02.354803

    		0.8 ms

  





  

    		2024-01-21 02:20:04.964468

    		0.4 ms

  





  

    		2024-01-21 03:20:09.201919

    		0.7 ms

  





  

    		2024-01-21 04:20:11.037265

    		2.2 ms

  





  

    		2024-01-21 05:20:13.350663

    		0.1 ms

  





  

    		2024-01-21 06:20:15.864829

    		1.9 ms

  





  

    		2024-01-21 07:20:18.013295

    		0.4 ms

  





  

    		2024-01-21 08:20:20.460746

    		-0.6 ms

  





  

    		2024-01-21 09:20:22.273573

    		-1.3 ms

  





  

    		2024-01-21 10:20:24.497734

    		1.9 ms

  





  

    		2024-01-21 11:20:26.107452

    		0.8 ms

  





  

    		2024-01-21 12:20:28.712261

    		2.2 ms

  





  

    		2024-01-21 13:20:30.309795

    		0.6 ms

  





  

    		2024-01-21 14:20:34.540244

    		-0.2 ms

  





  

    		2024-01-21 15:20:38.10857

    		2.0 ms

  





  

    		2024-01-21 16:20:40.232177

    		2.2 ms

  





  

    		2024-01-21 17:20:43.957632

    		0.0 ms

  





  

    		2024-01-21 18:20:46.215198

    		1.3 ms

  





  

    		2024-01-21 19:20:50.299004

    		1.6 ms

  





  

    		2024-01-21 20:20:54.671668

    		1.7 ms

  





  

    		2024-01-21 21:20:56.774989

    		-0.6 ms

  





  

    		2024-01-21 22:21:00.899839

    		0.6 ms

  





  

    		2024-01-21 23:21:02.785719

    		1.1 ms

  





  

    		2024-01-22 00:21:06.589715

    		2.2 ms

  





  

    		2024-01-22 01:21:08.75895

    		-0.4 ms

  





  

    		2024-01-22 02:21:10.578049

    		-1.2 ms

  





  

    		2024-01-22 03:21:13.195507

    		-0.8 ms

  





  

    		2024-01-22 04:21:15.264819

    		1.3 ms

  





  

    		2024-01-22 05:21:18.086031

    		1.2 ms

  





  

    		2024-01-22 06:21:20.174573

    		-1.0 ms

  





  

    		2024-01-22 07:21:21.889296

    		0.0 ms

  





  

    		2024-01-22 08:21:24.855048

    		0.4 ms

  





  

    		2024-01-22 09:21:26.964375

    		2.5 ms

  





  

    		2024-01-22 10:21:29.083293

    		0.6 ms

  





  

    		2024-01-22 11:21:31.055555

    		1.9 ms

  





  

    		2024-01-22 12:21:33.239773

    		-0.9 ms

  





  

    		2024-01-22 13:21:35.31976

    		1.4 ms

  





  

    		2024-01-22 14:21:37.15164

    		4.4 ms

  





  

    		2024-01-22 15:21:38.887089

    		2.5 ms

  





  

    		2024-01-22 16:21:41.075895

    		0.0 ms

  





  

    		2024-01-22 17:21:43.183121

    		0.8 ms

  





  

    		2024-01-22 18:21:44.775475

    		-0.7 ms

  





  

    		2024-01-22 19:21:48.419065

    		3.0 ms

  





  

    		2024-01-22 20:21:50.740821

    		1.4 ms

  





  

    		2024-01-22 21:21:52.984788

    		0.2 ms

  





  

    		2024-01-22 22:21:57.059917

    		-0.3 ms

  





  

    		2024-01-22 23:21:58.736916

    		-0.7 ms

  





  

    		2024-01-23 00:22:00.697531

    		1.0 ms

  





  

    		2024-01-23 01:22:02.889627

    		2.1 ms

  





  

    		2024-01-23 02:22:06.494553

    		1.8 ms

  





  

    		2024-01-23 03:22:09.132503

    		1.3 ms

  





  

    		2024-01-23 04:22:12.255672

    		1.2 ms

  





  

    		2024-01-23 05:22:15.293665

    		-0.5 ms

  





  

    		2024-01-23 06:22:17.689373

    		1.1 ms

  





  

    		2024-01-23 07:22:20.583316

    		2.4 ms

  





  

    		2024-01-23 08:22:22.774899

    		0.8 ms

  





  

    		2024-01-23 09:22:24.379127

    		-0.3 ms

  





  

    		2024-01-23 10:22:25.987118

    		4.3 ms

  





  

    		2024-01-23 11:22:28.159686

    		1.2 ms

  





  

    		2024-01-23 12:22:29.693457

    		1.1 ms

  





  

    		2024-01-23 13:22:31.425898

    		0.9 ms

  





  

    		2024-01-23 14:22:33.165778

    		1.3 ms

  





  

    		2024-01-23 15:22:35.343108

    		1.6 ms

  





  

    		2024-01-23 16:22:37.09892

    		2.0 ms

  





  

    		2024-01-23 17:22:39.118789

    		2.8 ms

  





  

    		2024-01-23 18:22:41.348757

    		0.6 ms

  





  

    		2024-01-23 19:22:44.095586

    		3.3 ms

  





  

    		2024-01-23 20:22:46.994529

    		-1.2 ms

  





  

    		2024-01-23 21:22:50.961768

    		-3.6 ms

  





  

    		2024-01-23 22:22:55.011385

    		-2.4 ms

  





  

    		2024-01-23 23:22:56.545099

    		0.5 ms

  





  

    		2024-01-24 00:23:00.674803

    		-1.7 ms

  





  

    		2024-01-24 01:23:02.419094

    		-2.4 ms

  





  

    		2024-01-24 02:23:04.832328

    		-3.0 ms

  





  

    		2024-01-24 03:23:06.810878

    		0.0 ms

  





  

    		2024-01-24 04:23:08.497218

    		-1.2 ms

  





  

    		2024-01-24 05:23:10.374461

    		1.8 ms

  





  

    		2024-01-24 06:23:13.775877

    		0.2 ms

  





  

    		2024-01-24 07:23:15.890868

    		-2.9 ms

  





  

    		2024-01-24 08:23:18.343574

    		-0.1 ms

  





  

    		2024-01-24 09:23:20.002505

    		5.8 ms

  





  

    		2024-01-24 10:23:22.374561

    		0.3 ms

  





  

    		2024-01-24 11:23:24.598796

    		1.6 ms

  





  

    		2024-01-24 12:23:28.016933

    		2.3 ms

  





  

    		2024-01-24 13:23:29.680662

    		3.8 ms

  





  

    		2024-01-24 14:23:31.33158

    		1.1 ms

  





  

    		2024-01-24 15:23:33.02789

    		0.4 ms

  





  

    		2024-01-24 16:23:35.500993

    		5.0 ms

  





  

    		2024-01-24 17:23:37.74661

    		1.4 ms

  





  

    		2024-01-24 18:23:41.316873

    		2.6 ms

  





  

    		2024-01-24 19:23:44.605997

    		1.1 ms

  





  

    		2024-01-24 20:23:48.103445

    		-1.3 ms

  





  

    		2024-01-24 21:23:50.185684

    		1.6 ms

  





  

    		2024-01-24 22:23:52.826048

    		1.0 ms

  





  

    		2024-01-24 23:23:54.888753

    		-0.3 ms

  





  

    		2024-01-25 00:23:56.727818

    		-5.8 ms

  





  

    		2024-01-25 01:23:59.091207

    		-2.6 ms

  





  

    		2024-01-25 02:24:01.449597

    		0.3 ms

  





  

    		2024-01-25 03:24:03.678668

    		-1.8 ms

  





  

    		2024-01-25 04:24:05.428444

    		-2.6 ms

  





  

    		2024-01-25 05:24:08.542311

    		1.1 ms

  





  

    		2024-01-25 06:24:10.675262

    		1.3 ms

  





  

    		2024-01-25 07:24:13.378971

    		3.6 ms

  





  

    		2024-01-25 08:24:15.341543

    		4.5 ms

  





  

    		2024-01-25 09:24:17.21282

    		4.0 ms

  





  

    		2024-01-25 10:24:18.851058

    		2.2 ms

  





  

    		2024-01-25 11:24:20.76762

    		2.4 ms

  





  

    		2024-01-25 12:24:22.436158

    		1.8 ms

  





  

    		2024-01-25 13:24:23.989514

    		0.6 ms

  





  

    		2024-01-25 14:24:25.689258

    		2.6 ms

  





  

    		2024-01-25 15:24:28.998035

    		0.3 ms

  





  

    		2024-01-25 16:24:30.71304

    		0.7 ms

  





  

    		2024-01-25 17:24:32.330125

    		0.1 ms

  





  

    		2024-01-25 18:24:36.166054

    		-0.4 ms

  





  

    		2024-01-25 19:24:38.120249

    		-0.8 ms

  





  

    		2024-01-25 20:24:39.516723

    		-1.4 ms

  





  

    		2024-01-25 21:24:41.776199

    		-1.4 ms

  





  

    		2024-01-25 22:24:44.348162

    		-1.5 ms

  





  

    		2024-01-25 23:24:46.912195

    		0.8 ms

  





  

    		2024-01-26 00:24:49.561098

    		0.4 ms

  





  

    		2024-01-26 01:24:51.787597

    		-3.1 ms

  





  

    		2024-01-26 02:24:53.774511

    		-3.8 ms

  





  

    		2024-01-26 03:24:55.735

    		-2.1 ms

  





  

    		2024-01-26 04:24:57.531761

    		-0.7 ms

  





  

    		2024-01-26 05:24:59.595063

    		1.6 ms

  





  

    		2024-01-26 06:25:01.134732

    		0.7 ms

  





  

    		2024-01-26 07:25:03.31442

    		-2.3 ms

  





  

    		2024-01-26 08:25:04.901503

    		-0.1 ms

  





  

    		2024-01-26 09:25:06.468149

    		1.5 ms

  





  

    		2024-01-26 10:25:07.986207

    		1.5 ms

  









###
Evidence of Intent

Last updated: Fri 06 Mar 2020 14:08:40 UTC

1. Purpose

The purpose of this document Evidence of Intent is to secure a) evidence of intent to sign and b) evidence of what Sign Material there was intent to sign, to avoid claims that different Sign Material was viewed than what was the output in the final Evidence Package.

2. Screen captures

When a person signs a document using Scrive eSign a screen capture is executed on the person´s screen and saved by Scrive eSign. When sealing the signed document Scrive eSign includes the screen captures from all signing parties into this document. 

The screen capture technology used sometimes fails to execute the screen capture. Therefore, in case the screen capture technology would fail, a screen capture with a reference signing view is prepared in Scrive eSign at each production upgrade and Upon sealing the document, Scrive eSign includes the latest reference screen captures in this Evidence of Intent as a reference. Important to note is also that, in the event log below each time stamp reflects the clock of the client, which may be different from the clock of Scrive eSign.





  

    		Time

    		IP

    		Event

  



    

    		2024-01-18 10:25:36.163 UTC

    		161.52.14.192

    		Amir Bosnjakovic (AB) opened the document in the signing view. Click here to see an attached screen capture of the top of their signing view.

  



  

  

    		2024-01-18 10:25:39.546 UTC

    		161.52.14.192

    		Amir Bosnjakovic (AB) signed the document. Click here to see attached screen capture of their signing view. Click here to see attached screen capture of the reference signing view created at 2024-01-09 16:50:13 UTC.

  

  

    		2024-01-21 16:33:49.419 UTC

    		88.232.172.249

    		Burak Alparslan (BA) opened the document in the signing view. Click here to see an attached screen capture of the top of their signing view.

  



  

  

    		2024-01-21 16:33:53.808 UTC

    		88.232.172.249

    		Burak Alparslan (BA) signed the document. Click here to see attached screen capture of their signing view. Click here to see attached screen capture of the reference signing view created at 2024-01-09 16:50:13 UTC.

  

  

    		2024-01-22 08:19:50.076 UTC

    		37.46.184.228

    		Otto Malmqvist (OM) opened the document in the signing view. Click here to see an attached screen capture of the top of their signing view.

  



  

  

    		2024-01-22 08:39:52.552 UTC

    		37.46.184.228

    		Otto Malmqvist (OM) signed the document. Click here to see attached screen capture of their signing view. Click here to see attached screen capture of the reference signing view created at 2024-01-09 16:50:13 UTC.

  

  

    		2024-01-23 09:31:05.434 UTC

    		84.217.49.106

    		Claes Håkan Broden (CHB) opened the document in the signing view. Click here to see an attached screen capture of the top of their signing view.

  



  

  

    		2024-01-23 09:31:43.371 UTC

    		84.217.49.106

    		Claes Håkan Broden (CHB) signed the document. Click here to see attached screen capture of their signing view. Click here to see attached screen capture of the reference signing view created at 2024-01-09 16:50:13 UTC.

  

  

    		2024-01-23 19:26:19.108 UTC

    		31.211.237.174

    		Ann-Kristin Andersson (AA) opened the document in the signing view. Click here to see an attached screen capture of the top of their signing view.

  



  

  

    		2024-01-23 19:43:16.088 UTC

    		31.211.237.174

    		Ann-Kristin Andersson (AA) signed the document. Click here to see attached screen capture of their signing view. Click here to see attached screen capture of the reference signing view created at 2024-01-09 16:50:13 UTC.

  

  

    		2024-01-24 08:14:40.15 UTC

    		85.231.67.15

    		Petra Lundgren (PL) opened the document in the signing view. Click here to see an attached screen capture of the top of their signing view.

  



  

  

    		2024-01-24 08:27:21.813 UTC

    		85.231.67.15

    		Petra Lundgren (PL) signed the document. Click here to see attached screen capture of their signing view. Click here to see attached screen capture of the reference signing view created at 2024-01-09 16:50:13 UTC.

  

  

    		2024-01-25 22:46:44.687 UTC

    		90.238.106.105

    		Michaela Brache (MB) opened the document in the signing view. Click here to see an attached screen capture of the top of their signing view.

  



  

  

    		2024-01-25 22:48:12.123 UTC

    		90.238.106.105

    		Michaela Brache (MB) signed the document. Click here to see attached screen capture of their signing view. Click here to see attached screen capture of the reference signing view created at 2024-01-09 16:50:13 UTC.

  

  

    		2024-01-26 10:49:06.786 UTC

    		20.71.225.201

    		Afrodita Cristea (AC) opened the document in the signing view. Click here to see an attached screen capture of the top of their signing view.

  



  

  

    		2024-01-26 10:49:19.257 UTC

    		20.71.225.201

    		Afrodita Cristea (AC) signed the document. Click here to see attached screen capture of their signing view. Click here to see attached screen capture of the reference signing view created at 2024-01-09 16:50:13 UTC.
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1. Purpose

The purpose of the Digital Signature Documentation is to provide a method so that the integrity of the Evidence Package can be verified mathematically and independently of Scrive, Guardtime or any other third party, only relying on public information. 

2. Overview

2.1 Digital Signatures

Digital signatures are used to make digital data tamper proof, so that it can be verified that the data has not been modified since the digital signature was created.

Digital signatures are designed in a way that there is a method for checking that the data that the signature is applied to is not modified, and that there is a method for checking that the signature has been issued in some trusted way.

2.2 Cryptographic Hash Functions

There is one mathematical concept that is pervasive in digital signing technologies: cryptographic hash functions. Such functions are used to straightforwardly compute a “hash value” of some fixed length (e.g. 256 bits) of some arbitrary amount of data, with the property that it is infeasible to reverse the function and get the data back from the hash value, but most importantly: it is infeasible to come up with any other piece of data that will compute to the same hash value.

These properties imply that it is sufficient to protect hash values of data instead of the data itself. The reason is that if we know that the protected hash value is unmodified and matches the hash value that we can compute of the data itself, then we know that it is infeasible that the data itself has been modified. For integrity purposes, hash values are essential condensations of the original data.

In addition to the cryptographic hash functions, many technologies for digital signatures are based on the use of keys.

2.3 Key-based digital signatures

In key-based digital signatures, secret information (private keys) are used to create signatures by some trusted organisation. Each private key has a corresponding public key which is used for verifying the integrity of the digital signatures created with the private key. So to check a key-based digital signature, one needs to access the public key that corresponded to the secret key used to create the signature. In addition to verifying the signature using the public key, one has to verify that the public key comes from the trusted organisation that created the signature. This can be done using digital certificates as part of the public-key infrastructure.

Key-based digital signatures are problematic due to the durability requirements that come with protecting Evidence Packages. The private key must be kept secret by the trusted organisation. Should the key become public, the digital signatures that were issued using it can no longer be used to verify the integrity of the data. As a mitigation, the trusted organisation can limit the time that any one public/private key pair is used, and then erase the private key. Should a private key leak from the trusted organisation, only signatures created during the lifetime of the private key become worthless. However, more frequent renewal of keys mean that the organisation issuing digital signatures must provide more public keys for verification purposes. The main problem remains: how can one be sure that a private key was not leaked and used to forge digital signatures? The PAdES standard specifies a set of restrictions and extensions to the standards for PDF and ISO-32000-1 and -2. PAdES is described in the technical specification TS-102 778 that is published and maintained by the European Telecommunication Standards Institute, ETSI.

2.4 Keyless digital signatures for durability

Keyless digital signatures rely solely on the properties of cryptographic hash functions to protect data, without the use of secrets.

An extremely simple (but naive) method for creating a keyless digital signature is to compute the hash value of some data and then make that hash value public so that it can be used to verify that copies of the data have not been modified. It is important that the hash value is published so that that a verifier readily can find it and trust that the hash value is authentic, and that the publication is permanently accessible for the foreseeable future. A suitable method is to publish the hash value in a newspaper that is widely spread and archived throughout the world.

Although simple, the naive method described is not practical in that it requires one hash value to be published for each piece of data that needs a digital signature. To make keyless digital signatures practical one can combine hash values from multiple pieces of data by juxtaposing the hash values and computing new hash values of the result, as illustrated below:
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By combining hash values in this way, one can choose to publish the combined hash value periodically, e.g. once a month. For verification to work, additional information is needed to ensure that a particular Evidence Package’s hash value leads to the hash value that is published in a newspaper (such a published hash value is called a publication code). Therefore, the digital signature contains information about what newspaper contains the publication code (currently, publication codes are printed in Financial Times), as well as intermediate hash values in the linked chain of hashes all the way to the publication code. For the middle Evidence Package in the diagram above, the digital signature would have information about where one can find the publication code c₆, as well as the intermediate hash values c₃, d₄, and d₅. From the Evidence Package’s computed hash value d₃, the intermediate hash values in the digital signature, and the combining cryptographic hash function H taking juxtaposed hash values, a verifier would compute the complete chain of hash values: c₄ = H(c₃,d₃), c₅ = H(c₄,d₄), c₆ = H(c₅, d₅). Having computed c₆, the verifier needs to check that it is equal to the newspaper’s publication code.

Since the digital signature must contain extra information about intermediate hash values that stem from other Evidence Packages leading to the publication code, one cannot immediately put the keyless digital signature into the Evidence Package upon its creation—one has to wait until the publication code is known. But since the parties involved in signing a document typically want access to the Evidence Package right away, Scrive E-sign provides the parties with an initial version of the Evidence Package with a temporary, keyless digital signature. Once the Evidence Package’s hash value has been part of the linked chain that leads to a publication code, Scrive E-sign produces a new Evidence Package with the permanent, keyless digital signature. Signatories that choose to store their Evidence Package in the archive service provided by Scrive E-sign can download the revised Evidence Package in the archive once it becomes available.

The devil in the details regarding the implementation of keyless digital signatures (e.g., in practice one would use trees of intermediate hash values instead of linked chains), but the fundamental principle is the same: data can be verified by computing a sequence of hash values and check against a value that is published in a trusted way.

2.5 Verifiable timestamps using keyless signatures

The keyless signature not only provides a method for verifying the integrity of the Evidence Package, it also encodes the time down to the second when the signature was created. By construction, the time encoding is irrefutable and can be produced as part of the verification method of the keyless digital signature.

The following diagram gives a simplified version of how the time encoding works. Each publication code that goes into a newspaper is the root of the so called calendar tree, which is an ever-growing tree with one leaf node for each second since midnight, January 1st, 1970 in Coordinated Universal Time (UTC), a point in time we will denote T₀. (In the diagram, we have assumed that there is one evidence package providing the hash value for each leaf node, which is a simplification since we for each second may have zero or more than one evidence package for which we want a digital signature. In reality, the hash value of each leaf node in the calendar tree is constructed from an aggregation tree of hash values. We have also assumed a very small calendar tree, consisting of just four leaf nodes spanning a time of four seconds. A calendar tree for a whole month is of course much larger.)
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Now, suppose we want to verify the digital signature for the evidence package in the third row. The digital signature contains the path from the root down to the leaf, telling us if we should choose the upper route (encoded as a 0) or lower route (encoded as a 1) to get to the next level. The choices form a sequence which can be interpreted as a binary number, and for the path highlighted in yellow, this binary number is 10 which in decimal is the number 2. One can then conclude that this leaf was constructed at T₀ + 2, that is, 2 seconds after midnight, January 1st, 1970 (UTC).

(In reality, the time encoding is not done using T₀ as a start point, but instead by using the time when the publication code was created as an end point. Details can be found in appendix Extracting the Signing Time.)

The next section provides precise information about the digital signatures produced by Scrive E-sign and how they can be verified.

3. How to Verify the Evidence Package

The signed document (PDF file) that the Evidence Package (HTML attachments - that this Digital Signature Documentation is part of) is embedded into, has either been electronically sealed by Scrive using the Guardtime Keyless Signature technology or with a PAdES digital signature. This enables independent verification of the time when the document was signed and checking that it has not been modified since. The process consists of several steps outlined below. If the document is signed using PAdES the signature can be validated in Acrobat Reader.

3.1 Extracting the Signature

The signature is embedded into the document following the standard PDF digital signature framework [PDF, section 12.8]. A Guardtime signature has the value GTTS.TimeStamp in its Filter field.

A single PDF file can contain several revisions of a document [PDF, section 7.5.6]. A Guardtime signature normally signs all revisions up to and including the one that contains it. In order to verify the document as it was signed, all subsequent updates have to be removed from the file.

More precisely, the signature protects the parts of the document specified by the ByteRange field of the signature. The two ranges must cover everything left after the previous step, except the Contents field of the signature.

The signature value is embedded in the Contents field in base 16 encoding. The value has to be stripped of trailing spaces and decoded [BASE, section 8] for further processing.

3.2 Parsing the Signature

The result of the previous step has to be parsed as an ASN.1 data structure in BER encoding [ASN, DER]. This must yield a ContentInfo structure [CMS, section 3] that embeds a SignedData structure [CMS, section 5] in the content field.

The contents of the encapContentInfo.eContent field of the SignedData structure have to be parsed as an ASN.1 data structure in DER encoding. This must yield a TSTInfo structure [TSP, section 2.4.2].

A Guardtime signature must have a single SignerInfo element in the signerInfos field of the SignedData structure and the object identifier 1.3.6.1.4.1.27868.4.1 in the signatureAlgorithm field of the SignerInfo structure.

The contents of the signature field of the SignerInfo structure have to be parsed as an ASN.1 data structure in DER encoding. This must yield a Guardtime-defined TimeSignature structure:

                          TimeSignature ::= SEQUENCE {

                            location HashChain,

                            history HashChain,

                            publishedData PublishedData,

                            pkSignature [0] SignatureInfo OPTIONAL,

                            pubReference [1] SET OF OCTET STRING OPTIONAL

                          }

                          PublishedData ::= SEQUENCE {

                            publicationIdentifier INTEGER,

                            publicationImprint DataImprint

                          }

Each of the HashChain fields is an ASN.1 OCTET STRING that contains a concatenation of a number of HashStep records. Each HashStep record in turn is a concatenation of a 1-byte hash algorithm code (appendix Hash Functions), a 1-byte direction indicator, a variable-length DataImprint field, and a 1-byte level number. The DataImprint field consists of a 1-byte hash algorithm code followed by the hash value (the number of bytes determined by the hash function). Note that all these are just concatenated together, not encoded as separate ASN.1 fields.

The DataImprint field in the PublishedData structure is an ASN.1 OCTET STRING that consists of a 1-byte hash algorithm code followed by the corresponding number of bytes of hash value (again, just concatenated).

The contents of the pkSignature and pubReference fields will not be used in the following and thus need not be parsed. However, presence of the pkSignature field indicates the hash chain contained in the history field is a temporary one not connected to a printed control publication. In such a case, the history and publishedData fields should be updated before proceeding (appendix Extending the TimeSignature).

3.3 Checking the Document

To check that the document matches the signature, it must be verified that the hash value of the signed document corresponds to the one embedded in the signature.

The concatenation of the sections of the original PDF file specified by the ByteRange field has to be hashed using the algorithm specified by the messageImprint.hashAlgorithm field of the TSTInfo structure. The result must be equal to the value of the messageImprint.hashedMessage field of the TSTInfo structure.

3.4 Checking the Signature

To check that the signature is internally consistent, it must be verified in several places that the hash value computed from one part of the signature corresponds to the one embedded in another part.

The DER-encoded representation of the TSTInfo structure (that is, the value of the encapContentInfo.eContent field of the SignedData structure) has to be hashed using the algorithm specified by the digestAlgorithm field of the SignerInfo structure. The result must be equal to the value of the message-digest attribute in the signedAttrs field of the SignerInfo structure.

The DER-encoded representation of the SignedAttributes structure has to be hashed using the algorithm specified by the digestAlgorithm field of the SignerInfo structure. The result will be the input data to the hash chain computation process described next. Note that the data to be hashed in this step is different from the representation of the signedAttrs field in the SignerInfo structure, as the latter is a tagged implicit set while the former is an explicit set [CMS, section 5.4].

For each HashStep record in the location hash chain and then for each HashStep record in the history hash chain in the TimeSignature structure, in the order in which the records appear in the chains:

		compute x as the result of hashing the input data with the algorithm specified by the hash algorithm code (the first byte) in the record;

		if the direction indicator (the second byte) in the record is 0:

		compute y as the concatenation of the DataImprint field (bytes from the third up to but excluding the last), the hash algorithm code (the first byte), the value of x, and the level byte (the last byte);

		if the direction indicator (the second byte) in the record is 1:

		compute y as the concatenation of the hash algorithm code (the first byte), the value of x, the DataImprint field (bytes from the third up to but excluding the last), and the level byte (the last byte);

		if the direction indicator (the second byte) is something else:

		abort with an error "invalid signature";

		the value of y is the input for the next step.



Finally, the value of y from the last step of the hash chain computation has to be hashed using the hash algorithm specified by the first byte of the publicationImprint field of the PublishedData structure. The result must be equal to the remaining bytes of the publicationImprint field.

3.5 Checking the Publication

To check that the signature matches the widely witnessed control publication, it must be verified that the contents of the PublishedData structure correspond to a printed publication acquired from a trusted source.

The publicationIdentifier field in the PublishedData structure contains the POSIX time [POSIX, section 4.15] value for the moment when the control publication was generated. A Guardtime control publication appears in the World Edition of the Financial Times 2–6 days after it is generated (depending on the publisher's schedules).

The PublishedData structure is formatted into human-comparable form as follows:

		the value of the publicationIdentifier field as a 64-bit integer (8 bytes in big-endian order) and the contents of the publicationImprint field are concatenated;

		a CRC-32 checksum [CRC, section 8.1.1.6.2] is computed on the result of the previous step and appended to it;

		the result of the previous step is encoded in base 32 [BASE, section 6];

		the result of the previous step may be broken into groups of 6 or 8 characters by dashes.



The result must be equal to the control publication that appears in the newspaper (ignoring possible differences in the optional character grouping).

3.6 Conclusion

Since in the whole computation starts from the contents of the PDF file and through a series applications of one-way functions ends up at a value that was known to exist at some well-established time in the past (the time when the newspaper was printed), this proves that the file in question existed before that time in the same form as it is currently.

The preceding statement relies only on the hash functions being one-way and assumes absolutely nothing about the Guardtime technology. Adding information about how the hash chains are constructed (which is seen by all Guardtime clients while it happens and can thus also be considered quite widely witnessed) makes it possible to extract the signing time with much better precision (appendix Extracting the Signing Time).

4. Hash Functions

The following table lists the hash functions that may be used in hash chains in Guardtime keyless signatures, along with their identifiers and hash value sizes.

		Algorithm Name

		Guardtime ID

		Hash Value Size

		Algorithm Specification



		SHA-1

		0

		20

		SHA, section 6.1



		SHA-224

		3

		28

		SHA, section 6.3



		SHA-256

		1

		32

		SHA, section 6.2



		SHA-384

		4

		48

		SHA, section 6.5



		SHA-512

		5

		64

		SHA, section 6.4



		RIPEMD-160

		2

		20

		RIPE, section 7





5. Extracting the Signing Time

The time when a datum was signed with a Guardtime keyless signature can be extacted from the history and the publicationIdentifier fields of the TimeSignature structure (section Parsing the Signature). The process is as follows:

		set h to 0 and p to the value of the publicationIdentifier field;

		for each HashStep record in the history hash chain, in the reverse of the order in which the records appear in the chain:



		if p is 0: abort with an error "invalid signature";

		set x to the highest power of 2 that does not exceed p;

		if the direction indicator (the second byte) in the record is 0: set h to h+x and p to p-x;

		if the direction indicator (the second byte) in the record is 1: set p to x-1;

		if the direction indicator (the second byte) is something else: abort with an error "invalid signature";



		if p is not 0: abort with an error "invalid signature";



The final value of h is the POSIX time [POSIX, section 4.15] value for the moment when the datum was signed.

6. Extending the TimeSignature

For each Guardtime signature and any control publication generated after the signature was issued, a hash chain can be created that connects the signature to the control publication and thus also to the printed medium in which the publication appeared. This process is called extending the signature.

The preferred way to do this is to access an online verification service using a tool obtained from either Scrive or Guardtime. This can also be done independently using the calendar database acquired either from Guardtime or, in case Guardtime has ceased the service, from the Estonian Technical Surveillance Authority, to which Guardtime is obligated to deposit the database before exiting the business.

The Guardtime calendar database consists of one hash value per second, indexed by integral POSIX time [POSIX, section 4.15] values (red nodes and black numbers on the figure below). Each of these hash values aggregates all signing requests that the Guardtime service processed during the corresponding 1-second time interval.

The aggregate hash values are connected into binary trees by hashing them together in pairs in left to right order, then hashing the first level pairs together again, and so on until a set of complete binary trees is obtained (blue arrows and nodes on the figure). For generating the control publication, the roots of the binary trees are hashed into a chain in right to left order (purple arrows and nodes), and the value from the last node of the chain is extracted for generating the control publication (golden arrow).

More precisely, each node on the figure is a DataImprint structure (section Parsing the Signature). On each step, the DataImprint from the left child node, the DataImprint from the right child node, and a single byte with the value of 255 are concatenated together, hashed, and the result is obtained as a DataImprint consisting of the concatenation of the 1-byte hash algorithm code (appendix Hash Functions) and the hash value.
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For manageability, the database is split into several files (separated by dashed black lines on the figure). For the files to be usable without access to preceding ones, each file starting from some time value t also contains the root values from the binary trees corresponding to the state of the database on time t-1 (dashed blue arrows between the first and second file on the figure).

To construct the hash chain linking a given signature to a given publication, the following steps have to be performed:

		The signing time has to be extracted from the history and publishedData fields currently in the signature (appendix Extracting the Signing Time);

		The calendar database files covering the full interval from the signing time to the time when the publication was generated have to be obtained (format and naming of the files described later in this section);

		The hash-linked structure corresponding to the time when the publication was generated has to be reconstructed (as described earlier in this section);

		The unique hash chain connecting the leaf entry corresponding to the signing time to the root entry corresponding to the control publication (dotted arrows on the figure above) has to be extracted;

		The TimeSignature structure (section Parsing the Signature) has to be updated with new values:



		The history field is set to the concatenation of HashStep records describing the steps in the hash chain; each HashStep record is constructed as the concatenation of the 1-byte hash algorithm code from the DataImprint in the current node, the 1-byte direction indicator (0 if the sibling node is to the right in the tree, 1 if the sibling is to the left), the DataImprint from the sibling node, and a single byte with the value of 255;

		The publicationIdentifier field is set to the POSIX time value for the moment when the control publication was generated;

		The publicationImprint field is set to the DataImprint value in the root entry corresponding to the control publication.



Each calendar database file consists of a fixed header, a set of root node records, a sequence of calendar node records, and a checksum record. In the following, many values are given in hexadecimal, with the 0x prefix prepended.

The header consists of 12 fields totaling 65 bytes:

		8-byte sequence: file format identifier; must be 0x47, 0x54, 0x49, 0x4d, 0x45, 0x48, 0x44, and 0x42 (ASCII representation of 'GTIMEHDB');

		4-byte integer: endian-ness indicator; fixed value 0x01020304; all other 32-bit integers in the file will be in the same byte order;

		4-byte integer: version number; must be 0x00000001 (in file byte order);

		8-byte integer: endian-ness indicator; fixed value 0x0102030405060708; all other 64-bit integers in the file will be in the same byte order;

		8-byte integer: file creation time as POSIX time;

		8-byte integer: first calendar record index; the POSIX time value for the first node in the calendar node section of the file;

		4-byte integer: first calendar record offset; the offset of the start of the calendar node section within the file;

		4-byte integer: calendar record length; the length of each record in the calendar node section of the file;

		1 byte: calendar hash algorithm; the 1-byte hash algorithm code (appendix Hash Functions) for the hash function used by all calendar nodes in this file (they all must use the same algorithm);

		1 byte: flags; must be 0x01;

		14 bytes: reserved for future; all bytes must be 0x00;

		1 byte: CRC8 checksum of all preceding bytes in the header record; this is intended as a short-term protection against accidental errors while the file is being created; checking this may be omitted as the checksum record at the end of the file gives much stronger protection.



The root node section spans the space from the end of the header to the beginning of the calendar node section. It consists of a sequence of root node records followed by a 1-byte CRC8 checksum of all preceding bytes in the section. Each root node record consists of 4 fields:

		4-byte integer: record length; the number of bytes to follow in this record (excluding the length field itself);

		8-byte integer: record index; the POSIX time value for the last calendar node in the complete binary tree whose root this node is;

		1 byte: the 1-byte hash algorithm code for the hash function used in this node;

		variable-length sequence: the hash value in this node (the length is determined by the hash function used; it may also be computed by subtracting 9 from the value of the record length field).



Note that the concatenation of the two last fields in each record yields the DataImprint value for the corresponding node.

The calendar node section spans the space from the end of the root node section to almost the end of the file; it is followed only by a checksum record that has the same size and format as a calendar node record. It consists of a sequence of calendar node records (and no section checksum). Each calendar node record consists of 3 fields:

		4-byte integer: record index offset; this value is to be added to the first calendar record index field from the file header to obtain the POSIX time value for this node;

		variable-length sequence: the hash value in this node (the length is determined by the hash function used which is specified by the calendar hash algorithm field in the file header; it may also be obtained by subtracting 5 from the calendar record length field in the file header);

		1 byte: CRC8 checksum of all preceding bytes in the record.



Again, note that the concatenation of the calendar hash algorithm field from the file header and the hash value field from the record yields the DataImprint value for the corresponding node.

The last record in the file is the cryptographic checksum of the whole file:

		4-byte integer: fixed value 0xffffffff;

		variable-length sequence: the hash value computed by hashing all data preceding the checksum record in the file using the hash function specified in the calendar hash algorithm field in the file header (the length is the same as for the calendar node records);

		1 byte: CRC8 checksum of all preceding bytes in the record.



The calendar database files are named following the pattern

    hashdb-tttttttttttttttt-yyyy-mm-dd-hhmmss.bin

where the fields have the following meaning:

		filename prefix, always hashdb;

		POSIX time value for the first calendar node in the file; 16-digit lower-case hexadecimal number with leading zeroes preserved (but no 0x prefix);

		year, month, and day of the file creation time; month and day are 2-digit decimal numbers with the leading zeroes preserved;

		hour, minute, and second of the file creation time (in UTC); each is 2-digit decimal number with the leading zero preserved;

		filename suffix, always bin.



7. References

[PDF]

Document management — Portable document format — Part 1: PDF 1.7

ISO 32000-1:2008, International Organization for Standardization, 2008

[TSP]

Internet X.509 Public Key Infrastructure: Time-Stamp Protocol (TSP)

RFC 3161, Internet Engineering Task Force, 2001

[CMS]

Cryptographic Message Syntax

RFC 2630, Internet Engineering Task Force, 1999

[ASN]

Information technology — Abstract Syntax Notation One (ASN.1): Specification of basic notation

ITU-T X.680, International Telecommunication Union, 2002

[DER]

Information technology — ASN.1 encoding rules: Specification of Basic Encoding Rules (BER), Canonical Encoding Rules (CER) and Distinguished Encoding Rules (DER)

ITU-T X.690, International Telecommunication Union, 2002

[BASE]

The Base16, Base32, and Base64 Data Encodings

RFC 4648, Internet Engineering Task Force, 2006

[SHA]

Secure Hash Standard (SHS)

FIPS 180-4, National Institute of Standards and Technology, 2012

[RIPE]

Information technology — Security techniques — Hash-functions — Part 3: Dedicated hash-functions

ISO/IEC 10118-3:2004, International Organization for Standardization, 2004

[POSIX]

Standard for Information Technology — Portable Operating System Interface (POSIX)

IEEE 1003.1-2008, The Institute of Electrical & Electronics Engineers, 2008

[CRC]

Error-correcting procedures for DCEs using asynchronous-to-synchronous conversion

ITU-T V.42, International Telecommunication Union, 2002


Evidence quality of Scrive e-signed documents

Last updated: Fri 06 Mar 2020 14:08:40 UTC

Purpose of the document

Scrive eSign is a system for signing documents electronically. This document provides a brief introduction to Scrive eSign so that a holder of a Scrive e-signed document can easily explain such document in court. For in-depth documentation, start by reading the attachment Evidence Package Introduction.

Scrive eSign system

Scrive eSign is developed by Scrive AB and is designed to:

		Enable its users to define workflows for signing electronically

		Execute the signing workflow

		Record as many of the signatories’ actions as possible as log data

		Once all signatories have signed, produce a final digital evidence package of the electronically signed materials together with the log data and other supporting materials necessary to optimise the usefulness of the evidence (the “Evidence Package”)



E-signing workflow

This is how a document is signed through Scrive eSign:

		To start the signing process the user of Scrive eSign either a) defines the signing process in the administrative user interface and selects to start the process, b) starts from a template process in the administrative user interface or c) starts from a template process within a system that has integrated with Scrive.

		To access the signing workflow the counterpart(s) either a) receive an email or SMS with an invitation to sign electronically and a link to the e-signing user interface, b) receive a tablet with the e-signing user interface already opened or c) are redirected from a webpage or client application user interface to the e-signing user interface.

		To review the document the counterpart(s) view the e-signing user interface and a) read instructions at the top that they shall follow the green instruction arrows to complete the signing process, b) depending on the signing process settings enter or not enter extra information into the document such as text and signatures, checks in checkboxes and extra document appendices and c) scroll through all document pages to reach the button with the text “sign” placed below the last page of the document (the “Signing Button”).

		To sign the document the counterpart(s) presses the Signing Button and, depending on the signing process settings, either a) a popup appears where they are informed that by clicking the Signing Button at the bottom of the popup, they are signing the document and that Scrive eSign will register their signature or b) a popup appears where they are asked to select their type of e-legitimation and sign the document using their installed eID application. 

		The confirmation text that the document has been signed upon clicking the Signing Button, is automatically displayed to the counterpart(s) in a web user interface and b) sent to the counterpart(s) in an email including the Evidence Package.



Evidence Package

To understand how to generate quality evidence in a digital environment Scrive has studied several evidence container technologies such as the signed paper, the printed facsimile and the recorded voice. We found that there has been good reason to perceive the signed paper document as the gold standard for evidence quality; it has several inherent qualities that are not easily transferrable into digital formats.

As a result of our research Scrive eSign has been designed to produce an Evidence Package that reproduce the evidence qualities of the paper, while at the same time add new qualities enabled by new technology. A key feature of the Evidence Package is that it shall be self-documenting, meaning that the signed document in itself shall contain all evidence necessary to explain the transaction.
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