EKONOMISK PLAN FOR
Bostadsrittsforening Algkronan

Org. nr: 769639-5099

Denna Ekonomiska plan har féljande huvudrubriker:

1. ALLMANNA FORUTSATTNINGAR

2. BESKRIVNING AV FASTIGHETEN

3. KOSTNADER OCH FINANSIERING

4, FORENINGENS ARLIGA INTAKTER AR 1

5. FORENINGENS ARLIGA KOSTNADER AR 1

6. LAGENHETSFORTECKNING

7. BERAKNADE KOSTNADER OCH INTAKTER AR 1-6, 11 & 16
8. NYCKELTAL

Styrelsen ansidker hdrmed att den ekonomiska planen registreras.

Umed 2023-06-05

Bostadsrattsférening Algkronan

Ulrika Lundholm




1. ALLMANNA FORUTSATTNINGAR

Bostadsrattsforening Algkronan

Organisationsnummer 769639-5099, (“Féreningen”)registrerades hos bolagsverket den 20210125.

Féreningen har till sndamél att framja medlemmarnas ekonomiska

intressen genom att i féreningens hus upplata bostads ldgenheter for permanent boende och Iokaler under nyttjande
utan begrénsning i tiden. Bostadsratt &r den rétt i féreningen som en medlem har p& grund av upplételsen.

En upplatelse med bostadsrétt, far endast avse hus eller del av hus. En uppl3telse fir dock omfatta mark som ligger
i anslutning till féreningens hus, om marken skall anvdndas som komplement till huset eller del av huset.

Medlem som innehar bostadsrétt kallas bostadsrattshavare.

Féreningen har forvarvat Ume8 Aloxen 24 genom forvéry av Krondlgen Bostédder AB org nr 559306-1236 enligt aktiedverl3telseavtal
daterat 2021 10 19, Bolaget har projekterat, sokt bygglov, organiserat projektorganisation, samt genomfért férsaljning och

tecknande av férhandsavtal p8 27 ldgenheter. Féreningen har tecknat ett totalentreprenadsavtal

med Rekab Entreprenad AB, for uppférande av huskropparna med 30 lagenheter samt parkering om

19 platser, 5 st 6ppna och 14 st i garage. I samand med forvérvet av bolaget har fastigheten och projektet éverférts till

féreningen bostadsrattsforening Algkronan dgo. Dérefter har bolaget likviderats.

Képeskillingen fér Algkronan Bostdder AB kommer att regleras utefter kostnaden for entreprenaden. Skulle kostnaden fér
entreprenaden dka justeras priset for aktierna ned, vice versa sker dar som kostnaden fér entreprenaden skulle minska,

Okar priset for aktierna, detta regleras via tilldggskopeskilling for aktierna. Totalkostnaden for projektet

kommer séledes bli oféréndrad.

Upplatelse av bostadsratterna kommer att ske s3 snart féreningen erhdllit erfoderligt tillstand frén Bolagsverket och planen
registrerats, vilket beréknas att ske under Q2 2023. Inflyttning sker November 15 - December 15 2023. Bostadsrattsldgenheterna
upplats for bostadséndama3l. Insatsgaranti kommer att tecknas. 27 av 30 ldgenheter &r teckande med férhandsavtal.

I enighet med vad som stadgas i 3 kap. 1 § bostadsrattslagen har styrelsen

uppréttat denna ekonomiska plan fér féreningens verksamhet. Uppgifterna i planen grundar sig pd nedan redovisad

upphandling och i évrigt kinda férhillanden da planen upprittas.

Berakningen av féreningens 8rliga kapitalkostnader och driftkostnader grundar sig p& bedémningar gjorda under
Maj 2023.

Séljarna av Algkronan Bostéder AB, NNJ Fastigheter och Rekab Entreprenad AB, har lamnat skriftlig garanti om forvérv och kostnadstéckning
av féreningsavgifter fér ldgenheter som inte uppldtits pa avrakningsdagen, det vill séga den dag féreningen tar éver det

ekonomiska ansvaret.

Under entreprenadtiden tecknar och bekostar entreprenéren erfoderliga fastighetsforsakringar.

Byggsdkerhet lamnas av EULER HERMES, 10% av entreprenads summan under entreprenadtiden och 5% under garantitiden enligt ABT06.

Byggnaden, som under entreprenadtiden &r brandférsakrad av entreprendren, kommer efter éverlamnandet till
bostadsréttsféreningen att forsékras till fullvdrde. Féreningen kommer dven att teckna ansvars och allriskférsakringar for styrelsen.

Projektet finansieras av SEB i Umea3.
Individuella tillval betalas av respektive bostadsrattshavare utéver insats som uppldtelse avgift.

Bostddernas faktiska areor &r avrundade till hel och halv tal i enlighet med Svensk Standard. Méatning av ldgenheternas areor har
gjorts pa ritning.

Varje bostadsrattshavare svarar utdver arsavgiften for avgifter for hemférsakring, telefon, TV-avgifter
och Iépande ev. extra tv/ bredbandsavgifter. Bas finns upphandlat med 1 GB per Igh och bas utbud TV

Bilplatserna i garaget och éppna platser uppldts med sedvanliga avtal. Kostnad fér bilplats ingdr inte i ldgenhetens
drsavgift.

Fardigstéllandegrad vid planens upprattande: 70%



2. BESKRIVNING AV FASTIGHETEN

2.1 Fastighets beteckning och areal m.m
Fastighetsbeteckning: Umea Algoxen 24

Adress: Jarnvigsg. 13A-B & Nygatan 80, 90331 Ume3
Areal: 775 m2

Taxeringsvarde:

(beréknat via skatteverket.se)
Vardear:

Byggar:

Antal bostadslagenheter:
Légenhetsytor BOA:

Summa

Parkering

Planer Algoxen 1 m.fl  Detaljplan

Samfilligheter

Gemensamhetsanldggning

Réttighet

Byersiitiig | N

17 000 000 kr
800 000 kr

Mark Bostéder
Mark garage
Byggnad Bostader 57 000 000 kr
Byggnad garage 1 655 000 kr

Totalt 76 455 000 kr

2023

2021-2023

30

2131,0 m?

2131,0 m2

19 Parkeringar varav 14 st i garage och 5 st éppna.

Laga kraft 2020-10-20 2480K-P2020/18

UMER ALGOXEN S:3 (Andelstal 39)

Marksamféllighet

G:a5s 2480K-2023/55

Underjordiskt garage, grénytor, parkeringar, sophandering, dagvattenhantering etc.
Andelstal 39

Servitut/Last 2480K-2021/33.1-

Gang och Cykelvag, rétt att anvanda, underhilla och férnya, omradet skall vara
tillgéngligt till en frihdjd om 3 meter

Fierfamiljshus i 3-4 vaningar, jamte forrdsvind, utan kallare, 3 trapphus med hiss

Grundldggning

Stomme

Mellanbjélklag

B&drande vdggar

Icke barande viggar
Yttertak
Lagenhetsskiljande viaggar
Fasad

Balkonger

Fonster
Entrepartier/dorrar
Varme

Vatten och aviopp
El

Ventilation

TV, Telefon och data
Forrdd

Forréd

Garage

Oppna Parkeringar

Lagenhetsbeskrivning:
Hall

Kok

Wc/bad, hygien

Vardagsrum
Ovriga rum

Palad grundldggning, anslutning garage via kéllare
Betong

Betong

Betong. P& vindsplan av gips p§ triregel eller betong
Gipsskivor pé stélreglar alt. Traregel

Takstomme av trd, underlagstak av r@spont och papp, yttertaksbeklddnad av tegel/papp

Betong

Socklar av fibercementkladd cellplast, fasadbeklddnad av tegel/puts
Fénsterbleck, listbeslag och dyligt av plastbelagd plét

Beldggning av betong, tak omalad betong

Balkongrécken av aluminium alt.st8l

3- glas med aluminium beklatt tra

Entrédérrar: aluminiumpartier. Tamburdérrar: sikerhetsklass 1.
Vattenburet radiatorsystem, fjarrvarme

Kommunalt

Ett abonemang fér fastigheten. Individuell Matning av hushlisel se Igh/férteckning
Mekanisk fran/tilluft med varmevixlare

Fiber, 1GB kapasitet + grundutbud TV

30 st Lagenhetsforrad

Cyklar

14 platser

5 platser

Parkett alt. keramiska plattor

Parkett, elspis, kyl/frys, kéksflakt, diskmaskin, micro, skdp och
béankinredning med luckor

Keramiska plattor pd golv, keramiska plattor p& vigg

Duschplats, tvattstallskdp, spegelskdp, we-stol, tvattmaskin och torktumlare
Parkett

Parkett

Tapetsering alt. malning d&r inget annat anges.



Allmédnna utrymmen
Trapphus

Forrad

Ligenhets forrad
Teknik utrymmen
Cykelport

Plan och stegbeldggning av keramik, keramik golv och sockel, mélade védggar
Ljudabsorbenter och mélning tak, récke och handledare av stél alt. trd
Rorelsevaktstyrd belysning, postfack, vaningsregister,

Stalglattad betong, dammbindande behandling, mélade viggar

Stélglattad betong, dammbindande behandling, m&lade vaggar

Stélglattad betong, dammbindande behandling, m&lade véggar

Belaggning av betongplattor, tak av hogkorrugerad pldt pa stlstomme
ytterbeklddnad av plat alt. papp



3. KOSTNADER OCH FINANSIERING
3.1 Kostnader féoreningens forvarv

Anskaffningkostnad: takpris entreprenadbyggnation-+aktielikvid , byggherrekostnader, moms
Privata tillval

Summa:

3.2 Finansiering

Insatser:

Upplételseavgifter(Privata tillval)

L&n:

Summa:

4. FORENINGENS ARLIGA INTAKTER
Arsavgifter ink. hushalls el och internet anslutnings avgift (totalt):

1 445 kr /mén
695 kr /man

Garage platser
Carport platser

14 platser
5 platser

Hyresavgifter:

SUMMA INTAKTER:

5. FORENINGENS ARLIGA UTGIFTER
5.1 Réntekostnad
Belopp Rénta Bundet t.o.n|Réntekost/Ar
10 000 000 kr 4,41%]|3 man 441 000 kr
7 000 000 kr 4,17%|3 ar 291 900 kr
6 000 000 kr 4,11%]|5 ar 246 600 kr
Réntegaranti 3a 3,00% -289 500 kr
Amortering 0,80% 184 000 kr
Summa 23 000 000 kr 874 000 kr
Medelranta 4,23%

Summa (inklusive amortering)

123 400 000 kr
1422 090 kr
124 822 090 kr

100 400 000 kr
1422 090 kr
23 000 000 kr

124 822 090 kr

1 581 375 kr
242 760 kr
41 700 kr

1 865 835 kr

874 000 kr

NNJ 8, och dess dgare Ekstrom Invest, Rekab Entreprenad AB garanterar med denna réntergaranti att ersétta féreningen
for rantekostnader dverstigande en rédnta om 3% fér samtliga I8n under en period av 3 &r frén , garantin betalas ut l16pande

15 dagar innan rantebetalning skall ske av féreningen.

Amortering 0,8% per &r

5.2 Utgifter for drift och underhéll

Driftskostnader Per kvm Per ar
Administration, Ekonomisk och Teknisk forvaltning. 70 kr 150 000 kr
Revision 7 kr 15 000 kr
Styrelsearvoden 14 kr 30 000 kr
Vatten och Avlopp 47 kr 100 000 kr
Uppvarmning Fjarrvarme 57 kr 121 500 kr
Elférbrukning allménna ytor och anldggningar 21 kr 45 000 kr
Hushéllsel enligt shablon ex.moms 83 kr 177 000 kr
OVK 5 kr 10 000 kr
Sophantering/Renhallning 32 kr| 68 000 kr
Forsékring 14 kr 30 000 kr
Snéréjning Och Sandning 12 kr 25 000 kr
Internet 29 kr 61 200 kr
Driftreserv 14 kr 30 000 kr
Drift garage (Nybildad G:A) 14 kr 30 000 kr
SUMMA KRONOR TOTALT 419 kr 892 700 kr
Byggnadens anskaffningsvérde berdknas uppga till ca 87% av fastighetens anskaffningsvérde (123 400 000 kronor)

vilket &r 93763733 kronor.

Driftkostnaderna &r erfarenhetsmaéssigt uppskattade kostnader. Det faktiska vérdet for enskilda poster kan bli

hogre eller lagre @n det berdknade vardet och antas oka i takt med den bedémda inflationen.

Summa: 892 700 kr



5.3 Statlig skatt och kommunal avgift

Nybyggda bostadshus och hus med vérdedr 2013 och senare &r
undantagna fran fastighetsavgift i 15 8r, darefter hel avgift.

Kommunal fastighetsavgift fér bostadslagenheter: 0 kr
Fastighetsskatt garage (Beridknat tax.vdrde 2455°) 24 550 kr
Summa: 24 550 kr
5.4 Avskrivningar

Féreningen skall enligt bokféringslagen (1999:1078) géra avskrivningar pd byggnaden vilket paverkar féreningens
bokforingsmassiga resultat men inte dess likviditet. Foreningen avser att tillimpa 100-8rig rak avskrivning
pa fastigheten i sin redovisning. Féreningen bedéms géra redovisningsméssiga avskrivningar 8r 1 enligt nedan:

Underlag for avskrivning: 93763 733 kr
Avskrivningsbelopp: 1,00% 937 637 kr

Féreningens 8rsavgiftsuttag técker del av kostnaden for avskrivningar till ett belopp motsvarande summan av féreningens
&rliga amortering samt avséttning till fond for yttre underhdll. Foreningen kan i framtiden komma att besluta om att ta ut
hela eller ytterligare del av det 8rliga avskrivningsbeloppet i 8rsavgiften.

5.5 Fondavséattning

Summa: 74 585 kr
SUMMA UTGIFTER: 1 865 835 kr
(Exklusive avskrivning)

5.6 RESULTAT- OCH KASSAFLODESPROGNOS

Resultatprognos

Arsavgifter bostader 1581 375 kr
Hyresintékter Garage och Parkering 284 460 kr
Summa 1 865 835 kr
Driftkostnader 892 700 kr
Fastighetsskatt/fastighetsavgift 34 470 kr
Avskrivningar 937 637 kr
Rantekostnader 690 000 kr
Summa kostnader 2554 807 kr
Arets Resultat -688 972 kr
Avsittning underhdlisfond 74 585 kr
Kassaflodesprognos

Summa intakter 1 865 835 kr
Summa kostnader -2 554 807 kr
Rterfﬁring avskrivningar 937 637 kr
Kassafléde frdn lopande drift 248 665 kr
Amorteringar -184 000 kr
Summa kassaflode 64 665 kr



7. BERAKNADE KOSTNADER OCH INTAKTER

7.1 EKONOMISK PROGNOS

Nedan redovisas en ekonomisk prognos for perioden 1-6 8r samt 8r 11 & 16.

Uppgiften om &8rsavgift per kvm och 8r ar den genomsnittliga 8rsavgiften per boarea som upplatits med bostadsritt. Réntan antas
vara oférandrad 8r 1-3 (3%). Arsavgifterna &r 1-5 i denna prognos réknats upp med en arlig héjning om 6%.

Amortering sker enligt en rak plan, med 0,8% per ar.

AR Ari Rr2 Ar3 Ara Ars Are Ar11 Ar 16

Resultat Prognos

Arsavgift totalt 1581375 1676258 1771140 1866023 1960905 1992533 2150670 2308808
Intékter parkering 284460 289315 294170 299026 303881 308736 333012 357288
Summa intdkter 1865835 1965573 2065310 2165048 2264786 2301269 2483682 2666096
Driftkostnader 892700 910554 928408 946262 964116 981970 1071240 1160510
Fastighetsavgift 24550 25041 25532 26023 26514 27005 29460 70 712
Avskrivningar 937637 937637 937637 937637 937637 937637 937637 937637
Réntekostnader 690000 684480 678960 949550 941767 933984 895068 856152
Summa kostnader 2544887 2557712 2570537 2859473 2870035 2880596 2933405 3025011
Arets Resultat -679052 -592140 -505227 -694425 -605249 -579328 -449723 -358916
Avséttning underh8lisfond 74585 . 79060 83535 88010 92485 96961 119336 141712
Fritt eget kapital 0 -599992 -1021684 -1628098 -2140862 -2623229 -4579126 -5813919

Kassaflodesprognos

Summa intakter 1865835 1965573 2065310 2165048 2264786 2301269 2483682 2666096
Summa kostnader -2544887 -2557712  -2570537 -2859473 -2870035 -2880596 -2933405 -3025011
Aterféring avskrivningar 937637 937637 937637 937637 937637 937637 937637 937637
Kassafléde fran l6pande 258585 345498 432410 243213 332389 358310 487914 578722
drift

Amorteringar -184000 -184000 -184000 -184000 -184000 -184000 -184000 -184000
Summa kassafléde 74585 161498 248410 59213 148389 174310 303914 394722
Ackumulerat kassaf. ex. 0 74585 161498 248410 59213 148389 277993 407598

forandringar rorelsekapital

Avskrivningar + avséattn. 1012222 1016697 1021173 1025648 1030123 1034598 1056973 1079349
underhélisfond

Kr/kvm 475 477 479 481 483 485 496 506
Prognosforutsattningar

Réntesats 18n 3,00% 3,00% 3,00% 4,23% 4,23% 4,23% 4,23% 4,23%
Inflation 2% 2% 2% 2% 2% 2% 2% 2%

Bokforingsmissigt
resultat &r 1-16 -679052 -592140 -505227 -694425 -605249 -579328 -449723 -358916



7.2 KANSLIGHETSANALYS

AR Ari Ar2 Ar3 Ara Ars Are Ari11 Ar 16
Enligt ekonomisk prognos

Rrsavgift, totalt 1581375 1676258 1771140 1866023 1960905 1992533 2150670 2308808
Arsavgift, kr/kvm (snitt) 742 787 831 876 920 935 1009 1083
Enligt ekonomisk prognos men rédntesats + 1% (alit annat lika)

Arsavgift, totalt 1811375 1906258 2001140 2096023 2190905 2222533 2380670 2538808
Rrsavgift, kr/kvm(snitt) 850 895 939 984 1028 1043 1117 1191
Arsavgift, kr/kvm(snitt)+/- 108 108 108 108 108 108 108 108
Enligt ekonomisk prognos men rédntesats + 2% (allt annat lika)

Arsavgift, totalt 2041375 2136258 2231140 2326023 2420905 2452533 2610670 2768808
Arsavgift, kr/kvm (snitt) 958 1002 1047 1092 1136 1151 1225 1299
Rrsavgift, kr/kvm (snitt) +/- 216 216 216 216 216 216 216 216
Enligt ekonomisk prognos med inflation + 1%

Arsavgift, totalt 1581375 1703039 1798457 1893875 1989293 2021456 2182272 2343087
Arsavgift, kr/kvm (snitt) 742 799 844 889 934 949 1024 1100
Arsavgift, kr/kvm (snitt) +/- 0 13 13 13 13 14 15 16
Enligt ekonomisk prognos med inflation + 2%

Rrsavgift, totalt 1581375 1711966 1807562 1903159 1998755 2031097 2192805 2354514
Rrsavgift, kr/kvm (snitt) 742 803 848 893 938 953 1029 1105
Arsavgift, kr/kvm (snitt) +/- 4] 17 17 17 18 18 20 21
Antagande om réanta under kalkylperioden 4,23%

Antagande om &rlig 8kning av Avgift &r 1-5 6,00%

Antagande om 8rlig 6kning av Avgift 8r 6-16 2,00%

Antagande om &rlig 6kning av driftkostnader 2,00%

Antagande om &rlig 6kning av fastighetsavgift/skatt 2,00%

Antagande om &rlig 6kning av taxeringsvérde 2,00%

Inflation om 1% utdver arlig 6kning (3%) 3,00%

Inflation om 2% utdver 8rlig 6kning (4%) 4,00%

8. Nyckeltal. Sek/Kvm BOA kvm

Insatser upplatelseavgifter 47 114 kr

Beldning kr per kvm BOA 10 793 kr

Driftkostnader kr per kvm BOA 419 kr

Rrsavgift kr per kvm BOA 742 kr

Avskrivningar per kvm BOA 440 kr

Parkeringsintékter per kvm BOA, 114 kr

Avsittning underhélisfond per kvm BOA 35 kr

Amortering per kvm BOA 86 kr



6. LAGENHETSFORTECKNING

Lagenhetsférteckning med bland annat uppgifter om andelstal, insats och grsavgift for respektive lagenhet
All Boarea skall uppldtas med bostadsrétt.
I enighet med vad som foéreskrivs i féreningens stadgar skall foreningens I6pande verksamhet och avsattningar
téckas av arsavgifter som férdelas efter bostadsritternas andelstal.

I foljande tabell 6ver samtliga lagenheter redovisas data for varje enskilld ldgenhet

Arsavgift *  |Arsavgift**
Upplatelse avgift Arsavgift Arsavgift ink. El schablon Internet Arsavgift ink.
Lghnr Boarea Rum Insats Privata tillval Andelstal EL/&r B\rsavgit’t/kvrr Per Ar Per Ar Internet & EL/mén

V.1 Al1-1001 80 3 3 595 000 kr 52 445 kr 3,6279% 48 729 kr 55 150 689 6421 2 040 4 766
A1-1002 93 4 3 795 000 kr 44 350 kr 4,0549% 54 464 kr 61 642 663 7177 2 040 5307

V.2 Al-1101 80 3 3795 000 kr 11 800 kr 3,6279% 48 729 kr 55150 689 6421 2 040 4 766
A1-1102 30 1 1 595 000 kr 20 870 kr 1,9855% 26 668 kr 30 182 1 006 3514 2 040 2 685
A1-1103 96 4 4 195 000 kr 69 617 kr 4,1534% 55 788 kr 63 140 658 7 352 2 040 5432

V.3 Al1-1201 80 3 3995 000 kr 11 145 kr 3,6279% 48 729 kr 55 150 689 6421 2 040 4 766
A1-1202 30 1 1 645 000 kr 17 290 kr 1,9855% 26 668 kr 30 182 1 006 3514 2 040 2 685
A1-1203 96 4 4 395 000 kr 15 400 kr 4,1534% 55 788 kr 63 140 658 7 352 2 040 5432

BV.1 B1-1001 93 4 3 795 000 kr 29 914 kr 4,0549% 54 464 kr 61 642 663 7177 2 040 5307
B1-1002 80 3 3 595 000 kr 65 575 kr 3,6279% 48 729 kr 55 150 689 6421 2 040 4 766

V.2 B1-1101 96 4 4 195 000 kr 148 437 kr 4,1534% 55 788 kr 63 140 658 7 352 2 040 5432
B1-1102 30 1 1 595 000 kr 22 200 kr 1,9855% 26 668 kr 30 182 1 006 3514 2 040 2 685
B1-1103 80 3 3 795 000 kr 47 575 kr 3,6279% 48 729 kr 55 150 689 6421 2 040 4 766

V.3 B1-1201 96 4 4 395 000 kr 28 676 kr 4,1534% 55 788 kr 63 140 658 7 352 2 040 5432
B1-1202 30 1 1 645 000 kr 22 200 kr 1,9855% 26 668 kr 30 182 1 006 3514 2 040 2 685
B1-1203 80 3 3945 000 kr 55 653 kr 3,6279% 48 729 kr 55150 689 6421 2 040 4 766

V.4 B1-1301 96 4 4 495 000 kr 69 800 kr 4,1534% 55 788 kr 63 140 658 7 352 2 040 5432
B1-1302 30 1 1 695 000 kr 24 600 kr 1,9855% 26 668 kr 30 182 1 006 3514 2 040 2 685
B1-1303 80 3 4 195 000 kr 63 194 kr 3,6279% 48 729 kr 55150 689 6421 2 040 4 766

Cv.1 C1-1001 74 3 3 395 000 kr 65 975 kr 3,4308% 46 081 kr 52 154 705 6 072 2 040 4516
C1-1002 87 4 3 645 000 kr 71 575 kr 3,8578% 51817 kr 58 646 674 6 828 2 040 5057

V.2 C1-1101 77 3 3 645 000 kr 26 800 kr 3,5293% 47 405 kr 53 652 697 6 247 2 040 4 641
C1-1102 29 1 1 595 000 kr 18 650 kr 1,9526% 26 227 kr 29 683 1024 3456 2 040 2 644
C1-1103 92 4 3 845 000 kr 23 725 kr 4,0221% 54 023 kr 61 142 665 7 119 2 040 5265

V.3 C1-1201 77 3 3 895 000 kr 65 278 kr 3,5293% 47 405 kr 53 652 697 6 247 2 040 4 641
C1-1202 29 1 1 645 000 kr 0 kr 1,9526% 26 227 kr 29 683 1024 3456 2 040 2 644
C1-1203 92 4 4 145 000 kr 98 560 kr 4,0221% 54 023 kr 61 142 665 7 119 2 040 5265

V.4 C1-1301 77 3 4 195 000 kr 129 745 kr 3,5293% 47 405 kr 53 652 697 6 247 2 040 4 641
C1-1302 29 1 1 695 000 kr 13471 kr 1,9526% 26 227 kr 29 683 1024 3456 2 040 2 644
C1-1303 92 4 4 345 000 kr 87 570 kr 4,0221% 54 023 kr 61 142 665 7 119 2 040 5265

30 2131 100 400 000 kr | 1 422 090 kr [100,0000% | 1343 175 kr 1520175 742 177 000 61 200 1 581 375

Utéver drsavgiften tillkommer kostnader fér hemforsakring, och parkering.
30% av andelstalet ar delat lika per/Igh
70% av andelstalet fordelas pa Igh yta

* Mats och regleras efter verklig férbrukning. Denna varierar med levnadsvanor och hushllets sammansattning.
** Debiteras med en fast avgift per manad.




INTYG

avseende Bostadsrittsféreningen Algkronan, orgnr. 769639-5099, Umea kommun.

Undertecknade, som for det andamal som avses i 3 kap. 2 § Bostadsrittslagen (1991:614)
granskat ekonomisk plan upprittad 5 juni 2023, far hirmed avge féljande intyg.

Planen innehaller de upplysningar som &r av betydelse fér bedémandet av foreningens
verksamhet. De faktiska uppgifter som ldmnats i planen stimmer éverens med innehéllet i
tillgdngliga handlingar och i 6vrigt med forhallanden som é&r kinda for oss. Tillgingliga
handlingar framgar av bilaga till intyget.

I planen gjorda berdkningar &r vederhiftiga och den ekonomiska planen framstér som héllbar.
Vidare anser vi att forutsittningarna enligt 1 kap. 5 § Bostadsrittslagen dr uppfyllda.

Kostnad for fastighetens forvarv avser beriknad kostnad.

Vi har ej besokt fastigheten dé vi anser att ett platsbesok inte tillfor ndgot av betydelse for var
granskning,

Vi erinrar om styrelsens skyldighet enligt bostadsrittslagens 3 kap 4 §, att om det sedan den
ekonomiska planen upprittats intraffar nagot som 4r av visentlig betydelse for bedémning av
foreningens verksambhet far foreningen inte uppléta ligenheter med bostadsritt férran en ny
ekonomisk plan upprittats av styrelsen och registrerats av registreringsmyndigheten.

P4 grund av den foretagna granskningen kan vi som ett allméant omdéme uttala att planen
enligt var uppfattning vilar pa tillforlitliga grunder

Stockholm den 2023-.

06 05

\}1‘“ l gj j};\)%l!}ln\w

Av Boverket forklarade behoriga, avseende hela riket, att utfirda intyg angdende
Kostnadskalkyler och Ekonomiska planer.



Bilaga till granskningsintyg dat 2023-06-05 for Brf Algkronan
Nedanstaende handlingar har varit tillgangliga vid granskningen:

Registreringsbevis daterat 2021-05-25
Foreningens Stadgar registrerade 2021-01-25
Bankoffert 2023-05-03

Fastighetsfakta 2023-03-16

Bygglov 21-09-22
Aktieoverlatelseavtal 2021-10-19
Kopeavtal fastighet 2021-10-19
Totalentreprenadkontrakt 2021-09-03
Réntegaranti 2023
Lantmaéterihandlingar

Berikning Taxvérde

Planer, fasader, sektion, situationsplan.
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Overenskommelse om rintegaranti.

Denna 6verenskommelse ("Réntegarantin") har traffats mellan:

* NNJ 8 AB ("NNJ 8"), org.nr 559055-9760
* Bostadsrittsforeningen Algkronan ("Bostadsrattsféreningen"), org. 769639-5099

* BAKGRUND.

Innan Bostadsréttsforeningens medlemmar far mojlighet att teckna upplatelseavtal
med Bostadsrattsforeningen registreras en ekonomisk plan, innefattande en teknisk
och ekonomisk beskrivning av bostadsrattsféreningens verksamhet. Den ekonomiska
planens uppgift &r att ge information om foreningen och dess ekonomi. Planen
beskriver bland annat Bostadsrittsforeningens byggnader men ocksa att drsavgifter
och eventuella hyresinbetalningar motsvarar de utbetalningar bostadsrittsféreningen
har for drift och underhéll samt for lan.

Réntegarantin syftar till att under rintegarantins giltighetstid skydda kopare fran att
kommande rintehdjningar slar igenom i hojda manadsavgifter samt ge en 6kad
tydlighet och trygghet for koparen. I praktiken garanterar NNJ 8 att
Bostadsrittsforeningens rantekostnad avseende de lan som anges i den ekonomiska
planen ("Léanen") inte 6verstiger 3,0 procent i tre ar under Réntegarantins giltighetstid.
Om till exempel den aktuella riantan &r 4 procent betyder det att NNJ 8 kompenserar
foreningen for skillnaden fran 3,0 procent, alltsa 1,0 procent.

» RANTEGARANTINS GILTIGHETSTID

Rintegarantin giller fran den tidpunkt da godkénd slutbesiktningen av
bostadsrattsforeningens hus foreligger och minst en kopare beretts tillfalle att flytta in i
sin lagenhet upplaten med bostadsrétt och upphor tre (3) ar fran slutplacering av
bostadsréttsforeningens bostadsréttsforeningens lan ("Garantitiden”).

¢ NNJ 8 FORPLIKTELSER
NNIJ 8 forpliktigar sig att under Garantitiden:

1) Ersitta Bostadsréttsforeningen for foreningens rantekostnader hanforlig till den del
av den samlade rintan for Lanen som 6verstiger 3,0 procent.

2) Efter redovisad total rintebetalning fran foreningen skall NNJ 8 ersitta det som
overstiger 3,0 procent till foreningen, 15 dagar innan féreningen skall reglera sina
totala rantekostnader eller nér foreningen har redovisat sina kostnader.

3) Inte 6verldta NNJ 8 rittigheter eller skyldigheter enligt denna rintegaranti
(overlatelseforbud).

Forpliktelserna upphor om Bostadsrattsforeningen inte fullgor foreningens
forpliktelser enligt punkten 4 (Bostadsrittsforeningens forpliktelser).
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» BOSTADSRATTSFORENINGENS FORPLIKTELSER
Bostadsrittsforeningen forpliktigar sig att under Garantitiden:
* Anvinda Réntegarantin i sin helhet till att betala Bostadsrittsféreningens

rintekostnader for Lanen och inte till annat, sdsom till exempel amorteringar, inkép
med mera, Bostadsrittsforeningen har emellertid mojlighet att, i stillet for att betala
réntor, 0ka sin amortering pa Lanen, under forutséttning att en kvalificerad majoritet
(2/3) pa en stimma rostar fér 6kad amortering i stillet for att anvinda Réntegarantin
till att betala Bostadsrattsforeningens rantor.

* Placera tva tredjedelar av Lanen med rorlig rénta (tre manader) och en tredjedel av Lanen
till en fast rénta pa fem ar.

* Redovisa Bostadsrittsféreningens samlade rintekostnader for Léanen i enlighet med punkten
5 (Bostadsrittsforeningens redovisning av rantor).

* Inte 6verlata Bostadsrittsféreningens réttigheter eller skyldigheter enligt denna
Réntegaranti (Overlatelseforbud).

BOSTADSRATTSFORENINGENS REDOVISNING AV RANTOR
Bostadsrittsforeningen ska kvartalsvis, i samband med att Bostadsréttsféreningen
erhaller rantefakturor fran sin bank avseende Lanen, tillstilla NNJ 8 dessa underlag.

Bostadsrittsféreningen ska 6versanda underlagen enligt instruktioner fran NNJ.

UTBETALNING AV RANTEGARANTIN

Erséttningen ska erldggas 15 dagar innan riantebetalning skall goras av foreningen.
Genom inbetalning av faktura till anvisat konto i bostadsrittsféreningen efter att NNJ
8 erhallit redovisning av Bostadsrittsforeningen i enlighet med punkten 5
(Bostadsréttsforeningens redovisning av rantor).

ATERBETALNING

Har réntan for Lanen under en viss tid av Garantitiden varit hogre 4n 3,0% och rintan
darefter blir ldgre 4n 3,0%, innebirande en besparing for Bostadsrittsforeningen, ska
besparingen anvéndas till att aterbetala utbetald erséttning som bostadsréttsforeningen
erhallit genom réntegarantin.

Aterbetalad ersittning ska aldrig 6verstiga det belopp som NNJ 8 har utbetalat under
Garantitiden.

SKATT

Eventuella skattekonsekvenser som ar en direkt foljd av betalningar under
rédntegarantin ska NNJ 8 svara for.
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e OVRIGT

Efter Garantitidens utgang ska NNJ 8 uppritta en sammanstillning 6ver gjorda
betalningar under rintegarantin, som efter bostadsrattsforeningens granskning ska
godkénnas av NNJ 8 och bostadsrittsforeningen.

e TVIST
Tvist med anledning av réntegarantin ska avgoras i allmidn domstol.

Denna 6verenskommelse har upprittats i tva (2) likalydande exemplar varav parterna
tagit varsitt.

Unel 2B0S 2.1

Ort/Datum

Nl\fU 8 AB
\
\

\

.....................................................

Namnteckning

...................................................

Namnfortydligande

BOSTADSRATTSFORENING ALGKRONAN

— Y
J=ns K RasRom
Namnfortydligande
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Overenskommelse om rintegaranti.

Denna 6verenskommelse ("Réntegarantin") har traffats mellan:

* NNJ 8 AB ("NNJ 8"), org.nr 559055-9760
* Bostadsrittsforeningen Algkronan ("Bostadsrattsféreningen"), org. 769639-5099

* BAKGRUND.

Innan Bostadsréttsforeningens medlemmar far mojlighet att teckna upplatelseavtal
med Bostadsrattsforeningen registreras en ekonomisk plan, innefattande en teknisk
och ekonomisk beskrivning av bostadsrattsféreningens verksamhet. Den ekonomiska
planens uppgift &r att ge information om foreningen och dess ekonomi. Planen
beskriver bland annat Bostadsrittsforeningens byggnader men ocksa att drsavgifter
och eventuella hyresinbetalningar motsvarar de utbetalningar bostadsrittsféreningen
har for drift och underhéll samt for lan.

Réntegarantin syftar till att under rintegarantins giltighetstid skydda kopare fran att
kommande rintehdjningar slar igenom i hojda manadsavgifter samt ge en 6kad
tydlighet och trygghet for koparen. I praktiken garanterar NNJ 8 att
Bostadsrittsforeningens rantekostnad avseende de lan som anges i den ekonomiska
planen ("Léanen") inte 6verstiger 3,0 procent i tre ar under Réntegarantins giltighetstid.
Om till exempel den aktuella riantan &r 4 procent betyder det att NNJ 8 kompenserar
foreningen for skillnaden fran 3,0 procent, alltsa 1,0 procent.

» RANTEGARANTINS GILTIGHETSTID

Rintegarantin giller fran den tidpunkt da godkénd slutbesiktningen av
bostadsrattsforeningens hus foreligger och minst en kopare beretts tillfalle att flytta in i
sin lagenhet upplaten med bostadsrétt och upphor tre (3) ar fran slutplacering av
bostadsréttsforeningens bostadsréttsforeningens lan ("Garantitiden”).

¢ NNJ 8 FORPLIKTELSER
NNIJ 8 forpliktigar sig att under Garantitiden:

1) Ersitta Bostadsréttsforeningen for foreningens rantekostnader hanforlig till den del
av den samlade rintan for Lanen som 6verstiger 3,0 procent.

2) Efter redovisad total rintebetalning fran foreningen skall NNJ 8 ersitta det som
overstiger 3,0 procent till foreningen, 15 dagar innan féreningen skall reglera sina
totala rantekostnader eller nér foreningen har redovisat sina kostnader.

3) Inte 6verldta NNJ 8 rittigheter eller skyldigheter enligt denna rintegaranti
(overlatelseforbud).

Forpliktelserna upphor om Bostadsrattsforeningen inte fullgor foreningens
forpliktelser enligt punkten 4 (Bostadsrittsforeningens forpliktelser).





» BOSTADSRATTSFORENINGENS FORPLIKTELSER
Bostadsrittsforeningen forpliktigar sig att under Garantitiden:
* Anvinda Réntegarantin i sin helhet till att betala Bostadsrittsféreningens

rintekostnader for Lanen och inte till annat, sdsom till exempel amorteringar, inkép
med mera, Bostadsrittsforeningen har emellertid mojlighet att, i stillet for att betala
réntor, 0ka sin amortering pa Lanen, under forutséttning att en kvalificerad majoritet
(2/3) pa en stimma rostar fér 6kad amortering i stillet for att anvinda Réntegarantin
till att betala Bostadsrattsforeningens rantor.

* Placera tva tredjedelar av Lanen med rorlig rénta (tre manader) och en tredjedel av Lanen
till en fast rénta pa fem ar.

Redovisa Bostadsrittsforeningens samlade rantekostnader fér Lanen i enlighet med punkten
5 (Bostadsrittsforeningens redovisning av rantor).

* Inte 6verlata Bostadsrittsféreningens réttigheter eller skyldigheter enligt denna
Réntegaranti (Overlatelseforbud).

BOSTADSRATTSFORENINGENS REDOVISNING AV RANTOR

Bostadsrittsforeningen ska kvartalsvis, i samband med att Bostadsréttsféreningen
erhaller rantefakturor fran sin bank avseende Lanen, tillstilla NNJ 8 dessa underlag.
Bostadsrittsféreningen ska 6versanda underlagen enligt instruktioner fran NNJ.

UTBETALNING AV RANTEGARANTIN

Erséttningen ska erldggas 15 dagar innan riantebetalning skall goras av foreningen.
Genom inbetalning av faktura till anvisat konto i bostadsrittsféreningen efter att NNJ
8 erhallit redovisning av Bostadsrittsforeningen i enlighet med punkten 5
(Bostadsréttsforeningens redovisning av rantor).

ATERBETALNING

Har réntan for Lanen under en viss tid av Garantitiden varit hogre 4n 3,0% och rintan
darefter blir ldgre 4n 3,0%, innebirande en besparing for Bostadsrittsforeningen, ska
besparingen anvéndas till att aterbetala utbetald erséttning som bostadsréttsforeningen
erhallit genom réntegarantin.

Aterbetalad ersittning ska aldrig 6verstiga det belopp som NNJ 8 har utbetalat under
Garantitiden.

SKATT

Eventuella skattekonsekvenser som ar en direkt foljd av betalningar under
rédntegarantin ska NNJ 8 svara for.





e OVRIGT

Efter Garantitidens utgang ska NNJ 8 uppritta en sammanstillning 6ver gjorda
betalningar under rintegarantin, som efter bostadsrattsforeningens granskning ska
godkénnas av NNJ 8 och bostadsrittsforeningen.

e TVIST

Tvist med anledning av réntegarantin ska avgoras i allmidn domstol.

Denna 6verenskommelse har upprittats i tva (2) likalydande exemplar varav parterna
tagit varsitt.
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Overenskommelse om rintegaranti.

Denna 6verenskommelse ("Réntegarantin") har traffats mellan:

* NNJ 8 AB ("NNJ 8"), org.nr 559055-9760
* Bostadsrittsforeningen Algkronan ("Bostadsrattsféreningen"), org. 769639-5099

* BAKGRUND.

Innan Bostadsréttsforeningens medlemmar far mojlighet att teckna upplatelseavtal
med Bostadsrattsforeningen registreras en ekonomisk plan, innefattande en teknisk
och ekonomisk beskrivning av bostadsrattsféreningens verksamhet. Den ekonomiska
planens uppgift &r att ge information om foreningen och dess ekonomi. Planen
beskriver bland annat Bostadsrittsforeningens byggnader men ocksa att drsavgifter
och eventuella hyresinbetalningar motsvarar de utbetalningar bostadsrittsféreningen
har for drift och underhéll samt for lan.

Réntegarantin syftar till att under rintegarantins giltighetstid skydda kopare fran att
kommande rintehdjningar slar igenom i hojda manadsavgifter samt ge en 6kad
tydlighet och trygghet for koparen. I praktiken garanterar NNJ 8 att
Bostadsrittsforeningens rantekostnad avseende de lan som anges i den ekonomiska
planen ("Léanen") inte 6verstiger 3,0 procent i tre ar under Réntegarantins giltighetstid.
Om till exempel den aktuella riantan &r 4 procent betyder det att NNJ 8 kompenserar
foreningen for skillnaden fran 3,0 procent, alltsa 1,0 procent.

» RANTEGARANTINS GILTIGHETSTID

Rintegarantin giller fran den tidpunkt da godkénd slutbesiktningen av
bostadsrattsforeningens hus foreligger och minst en kopare beretts tillfalle att flytta in i
sin lagenhet upplaten med bostadsrétt och upphor tre (3) ar fran slutplacering av
bostadsréttsforeningens bostadsréttsforeningens lan ("Garantitiden”).

¢ NNJ 8 FORPLIKTELSER
NNIJ 8 forpliktigar sig att under Garantitiden:

1) Ersitta Bostadsréttsforeningen for foreningens rantekostnader hanforlig till den del
av den samlade rintan for Lanen som 6verstiger 3,0 procent.

2) Efter redovisad total rintebetalning fran foreningen skall NNJ 8 ersitta det som
overstiger 3,0 procent till foreningen, 15 dagar innan féreningen skall reglera sina
totala rantekostnader eller nér foreningen har redovisat sina kostnader.

3) Inte 6verldta NNJ 8 rittigheter eller skyldigheter enligt denna rintegaranti
(overlatelseforbud).

Forpliktelserna upphor om Bostadsrattsforeningen inte fullgor foreningens
forpliktelser enligt punkten 4 (Bostadsrittsforeningens forpliktelser).





» BOSTADSRATTSFORENINGENS FORPLIKTELSER
Bostadsrittsforeningen forpliktigar sig att under Garantitiden:
* Anvinda Réntegarantin i sin helhet till att betala Bostadsrittsféreningens

rintekostnader for Lanen och inte till annat, sdsom till exempel amorteringar, inkép
med mera, Bostadsrittsforeningen har emellertid mojlighet att, i stillet for att betala
réntor, 0ka sin amortering pa Lanen, under forutséttning att en kvalificerad majoritet
(2/3) pa en stimma rostar fér 6kad amortering i stillet for att anvinda Réntegarantin
till att betala Bostadsrattsforeningens rantor.

* Placera tva tredjedelar av Lanen med rorlig rénta (tre manader) och en tredjedel av Lanen
till en fast rénta pa fem ar.

Redovisa Bostadsrittsforeningens samlade rantekostnader fér Lanen i enlighet med punkten
5 (Bostadsrittsforeningens redovisning av rantor).

* Inte 6verlata Bostadsrittsféreningens réttigheter eller skyldigheter enligt denna
Réntegaranti (Overlatelseforbud).

BOSTADSRATTSFORENINGENS REDOVISNING AV RANTOR

Bostadsrittsforeningen ska kvartalsvis, i samband med att Bostadsréttsféreningen
erhaller rantefakturor fran sin bank avseende Lanen, tillstilla NNJ 8 dessa underlag.
Bostadsrittsféreningen ska 6versanda underlagen enligt instruktioner fran NNJ.

UTBETALNING AV RANTEGARANTIN

Erséttningen ska erldggas 15 dagar innan riantebetalning skall goras av foreningen.
Genom inbetalning av faktura till anvisat konto i bostadsrittsféreningen efter att NNJ
8 erhallit redovisning av Bostadsrittsforeningen i enlighet med punkten 5
(Bostadsréttsforeningens redovisning av rantor).

ATERBETALNING

Har réntan for Lanen under en viss tid av Garantitiden varit hogre 4n 3,0% och rintan
darefter blir ldgre 4n 3,0%, innebirande en besparing for Bostadsrittsforeningen, ska
besparingen anvéndas till att aterbetala utbetald erséttning som bostadsréttsforeningen
erhallit genom réntegarantin.

Aterbetalad ersittning ska aldrig 6verstiga det belopp som NNJ 8 har utbetalat under
Garantitiden.

SKATT

Eventuella skattekonsekvenser som ar en direkt foljd av betalningar under
rédntegarantin ska NNJ 8 svara for.
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Efter Garantitidens utgang ska NNJ 8 uppritta en sammanstillning 6ver gjorda
betalningar under rintegarantin, som efter bostadsrattsforeningens granskning ska
godkénnas av NNJ 8 och bostadsrittsforeningen.
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  "user" : {
    "personName" : "<Non authenticated user>",
    "ipAddress" : "158.174.237.138"
  },
  "type" : "web",
  "partyInfo" : {
    "personName" : "Jörgen Andersson",
    "orgName" : "NNJ 8 i Umeå AB",
    "personSurname" : "Andersson",
    "personGivenName" : "Jörgen",
    "email" : "jorgen.andersson@wastbygg.se"
  }
}, {
  "signeeInfo" : {
    "personName" : "Jörgen Andersson",
    "orgName" : "NNJ 8 i Umeå AB",
    "personSurname" : "Andersson",
    "personGivenName" : "Jörgen",
    "email" : "jorgen.andersson@wastbygg.se"
  },
  "signingMetadata" : {
    "personNr" : "197302034652",
    "personSurname" : "ANDERSSON",
    "tbs" : "SmFnIHVuZGVydGVja25hcjogIlLDpG50ZWdhcmFudGkgQnJmIMOEbGdrcm9uYW4iIApJRDogYmNmMWNjODAtZmZiNS0xMWVkLWIxM2EtZjc2ZmQ2NjVmNTM2CkRhdHVtOiAyMDIzLTA1LTMxCgo=",
    "signature" : "",
    "ocspResponse" : "",
    "signatureMethod" : "bankid",
    "AUDIT_AGREEMENT_EVENT_TXN_ID" : "9a7f85a0-ffb7-11ed-a5db-edeb9c181159",
    "tbsHidden" : "LS0tLS0tLS0tLQpJbm5laMOlbGw6CgoiU0tNX0MyNTgyMzA1MjQxNjI5MC5wZGYiCjQwMGIgNGNiOSBiYmU0IDE0ZWYgOWM4OCBkOTBjIGE2ZmQgNDQzZiBmNjhiIDQ2MTkgN2JkZCA2Yjg1IDg0NmQgYmZmMCA0YjJiIDFlOTEKLS0tLS0tLS0tLQ==",
    "personGivenName" : "JÖRGEN",
    "startDate" : "2023-05-31T13:32:35.675+0000",
    "transactionId" : "d98434cf1db1e7c373a41af340c2f296"
  },
  "time" : "2023-05-31T15:32:50.000+0200",
  "type" : "sign_final_part",
  "user" : {
    "personName" : "<Non authenticated user>",
    "ipAddress" : "158.174.237.138"
  },
  "eventId" : 31,
  "eventClass" : "agreement_signed",
  "id" : "a3c10f30-ffb7-11ed-b75b-c5752d45265a"
} ]


[ {
  "agreementId" : "bcf1cc80-ffb5-11ed-b13a-f76fd665f536",
  "agreementName" : "Räntegaranti Brf Älgkronan",
  "agreementVersion" : "1.17",
  "agreementFiles" : [ {
    "fileName" : "SKM_C25823052416290.pdf",
    "fileMimetype" : "application/pdf",
    "fileSize" : "372463",
    "fileHash" : "400b4cb9bbe414ef9c88d90ca6fd443ff68b46197bdd6b85846dbff04b2b1e91",
    "fileId" : "cbb0f9d0-ffb5-11ed-a957-473f1d47c580"
  } ],
  "signees" : [ {
    "personName" : "Jörgen Andersson",
    "orgName" : "NNJ 8 i Umeå AB",
    "personSurname" : "Andersson",
    "personGivenName" : "Jörgen",
    "email" : "jorgen.andersson@wastbygg.se"
  } ],
  "time" : "2023-05-31T15:21:14.000+0200",
  "type" : "company_web",
  "user" : {
    "personName" : "Mikael Lundgren",
    "orgName" : "Rekab Entreprenad",
    "ipAddress" : "80.87.63.98",
    "email" : "mikael.lundgren@rekab.se"
  },
  "eventId" : 11,
  "eventClass" : "agreement_created",
  "id" : "04e59940-ffb6-11ed-a5db-c7c1f92cb44f"
}, {
  "id" : "0d5f17e0-ffb6-11ed-a5db-c7c1f92cb44f",
  "time" : "2023-05-31T15:21:29.000+0200",
  "eventId" : 50,
  "eventClass" : "message_sent",
  "user" : {
    "personName" : "<System user>"
  },
  "type" : "created",
  "sentTo" : [ {
    "email" : "mikael.lundgren@rekab.se"
  }, {
    "email" : "jorgen.andersson@wastbygg.se"
  } ]
}, {
  "id" : "98749a70-ffb7-11ed-8e9b-372355e5e4d8",
  "time" : "2023-05-31T15:32:32.000+0200",
  "eventId" : 20,
  "eventClass" : "agreement_viewed",
  "user" : {
    "personName" : "<Non authenticated user>",
    "ipAddress" : "158.174.237.138"
  },
  "type" : "web",
  "partyInfo" : {
    "personName" : "Jörgen Andersson",
    "orgName" : "NNJ 8 i Umeå AB",
    "personSurname" : "Andersson",
    "personGivenName" : "Jörgen",
    "email" : "jorgen.andersson@wastbygg.se"
  }
}, {
  "signeeInfo" : {
    "personName" : "Jörgen Andersson",
    "orgName" : "NNJ 8 i Umeå AB",
    "personSurname" : "Andersson",
    "personGivenName" : "Jörgen",
    "email" : "jorgen.andersson@wastbygg.se"
  },
  "signingMetadata" : {
    "personNr" : "197302034652",
    "personSurname" : "ANDERSSON",
    "tbs" : "SmFnIHVuZGVydGVja25hcjogIlLDpG50ZWdhcmFudGkgQnJmIMOEbGdrcm9uYW4iIApJRDogYmNmMWNjODAtZmZiNS0xMWVkLWIxM2EtZjc2ZmQ2NjVmNTM2CkRhdHVtOiAyMDIzLTA1LTMxCgo=",
    "signature" : "",
    "ocspResponse" : "",
    "signatureMethod" : "bankid",
    "AUDIT_AGREEMENT_EVENT_TXN_ID" : "9a7f85a0-ffb7-11ed-a5db-edeb9c181159",
    "tbsHidden" : "LS0tLS0tLS0tLQpJbm5laMOlbGw6CgoiU0tNX0MyNTgyMzA1MjQxNjI5MC5wZGYiCjQwMGIgNGNiOSBiYmU0IDE0ZWYgOWM4OCBkOTBjIGE2ZmQgNDQzZiBmNjhiIDQ2MTkgN2JkZCA2Yjg1IDg0NmQgYmZmMCA0YjJiIDFlOTEKLS0tLS0tLS0tLQ==",
    "personGivenName" : "JÖRGEN",
    "startDate" : "2023-05-31T13:32:35.675+0000",
    "transactionId" : "d98434cf1db1e7c373a41af340c2f296"
  },
  "time" : "2023-05-31T15:32:50.000+0200",
  "type" : "sign_final_part",
  "user" : {
    "personName" : "<Non authenticated user>",
    "ipAddress" : "158.174.237.138"
  },
  "eventId" : 31,
  "eventClass" : "agreement_signed",
  "id" : "a3c10f30-ffb7-11ed-b75b-c5752d45265a"
} ]
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Purpose

This document gives an introduction to the collection of reference documentation added to each
agreement signed using Egreement’s service. In case of agreement disputes, this documents and its
referrals should be used as a handbook on how to verify agreements.

Overview

Agreement and workflow basics are introduced in this document in order to be able to understand the
reference documentation.

Glossary

Term Description

Agreement File Attachment to the agreement, for example an
uploaded PDF, image, or free text, entered by
agreement creator.

Agreement Creator User who creates the initial agreement and add
contracting parties.

API Application Programming interface

Audit Log The log of events associated with each agreement.

CMS Cryptographic Message Syntax

Container The file which holds the agreement including all

metadata such as audit log, documentation,
verification, Etc.

Contracting Party User who is to sign an agreement.

Egreement The company providing the agreement signing
service. Egreement AB,
https://www.egreement.com

EID Electronic identity such as a certificate or online
identity of some kind.

Hash A cryptographic hash, see Signing
JSON JavaScript Object Notation

NTP Network Time Protocol

OCSP Online Certificate Status Protocol
PKCS Public Key Cryptography Standards



https://www.egreement.com



Term Description

PKI Public Key Infrastructure
PDF Portable Document Format from Adobe Systems
Signee When a contracting party has signed an

agreement, the party becomes a signee.

TBS To Be Signed. A textual representation of an
agreement.
Verification Page(s) appended to the end of the visible part of

the agreement, summarizing agreement
information, including a timeline.

XML Extensible Markup Language

Agreement Basics

An agreement has a number of artifacts that together form an agreement:

@greement

Agreement Name

Agreement ID

Agreement files Audit log

Attachment-1 Created
Attachment-2 User 1 viewed
Attachment-3 User 1 signed

User 2 viewed

User 2 signed

Figure 1. Agreement content

* Agreement name chosen by Agreement Creator.
* Agreement ID automatically generated by Egreement’s system.
* Files of different formats, such as text or images, that form the contractual part of the agreement.

* Audit log, created by the Egreement system, keeping records of all major events that have taken





place in the process of concluding the agreement.

» Reference documentation on how Egreement manages agreement creation, signing and conclusion.
This very document is the introduction and first part of the reference documentation.

Version Properties

The following properties apply for the current version of the agreement implementation:

» Agreement File hash algorithm: SHA-256
» Agreement File hash encoding: Hex string
 Reference documents:

o Overview

o Container Format

o Signing

o Validation

Workflow

The Egreement workflow contains a number of stages.

Create agreement - Start
Add agreement files - Upload attachments
Add contracting parties - Add people who are to sign the agreement

Signature creation - All contracting parties sign the agreement

S

Download - Agreement can be downloaded (optional)

Agreement Creation

When an agreement is to be created, the user chooses a name for the agreement and an ID is
automatically generated.

Agreement Files

An agreement file is a part of the agreement. The file can be of any format. If the file format can be
presented by the Egreement software, a visual representation will be shown to the contracting parties.





Contracting Parties

After the agreement has been set up, all contracting parties who should sign the agreement are added.

Signature Creation

The user should always sign the complete agreement including all attached files. Metadata which will
serve as proof of user consent to the agreement will be automatically added by the system, making the
agreement tamper-proof and self-contained. Each signee can choose from a set of signature methods.
The actual signature creation is handled differently depending on signing method.

In the signature workflow, a number of signees can individually sign the same agreement. The
aggregated signature result will be added to the agreement as proof of the agreement’s validity. Signing
is described in detail in Signing.

After the last signee has signed, the agreement will be concluded and therefore the process and
agreement files will be closed.

Download

It is possible to download an agreement from the system to store it offline. The downloaded agreement
is tamper-proof, as all parts of the agreement, including main file, attachments and all other artifacts,
are tied to every individual signee. Since this downloaded agreement is more than just a document, it
is referred to as a Container.

Egreement currently supports PDF as container-format which is described more in detail in Container
Format.

Logging
All actions associated with the agreement are stored in the audit log.
Dispute

In case of dispute about a signed agreement where the different signees disagree, the Validation
document describes the process how to verify the agreement’s validty.

Reference Documentation

Document name Description

Overview Gives an overview of the Egreement agreement
function and links to the other documents.





Document name

Container Format

Signing

Validation

BankidValidation

Telia Tunnistus

Nets eID Broker

Cryptographic Message Syntax

Description

Describes the details of how agreement
information is stored within the container PDF.

Describes how Egreement handles the signature
process.

Describes how to validate a container. Makes
references to other documents for validation
details.

Signature Profile for BankID, v2.3

Telia Tunnistus - Integration guide to
identification broker service, v1.8

Technical reference for service providers, v1.2.3

https://www.ietf.org/rfc/rfc2630



https://www.ietf.org/rfc/rfc2630
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Purpose

This document is targeted for contracting parties and arbitrators that create, sign and/or evaluate
agreements concluded through the Egreement application. The document describes the content,
structure and semantics of the agreement container, required to understand in order to evaluate
agreements or settle possible disputes.

Overview

An agreement in the Egreement sense is not just a single document. Instead, an agreement is a
collection of different information artifacts concerning an agreement made between one or more
contracting parties. Artifacts can be the text on which agreement parties are to agree, individual
parties’ acceptance statements, or records of the events associated with the conclusion of the
agreement. In order to store this information in a secure and self-contained manner, a Container is
needed. The container is simply a file storing all the information needed in a structured and well-
defined way.

Generic Container Structure

The container includes the following artifact types:

* Agreement File - One or more documents, or other types of files (such as images), either uploaded
by the agreement creator or provided by the Egreement application, that togehter constitute the
agreement.

* Audit Log - A log, created by the Egreement system, with recordings of all major events that have
taken place in the process of concluding the agreement.

* Reference Documentation - Documentation how Egreement manages agreement creation, signing
and closing.

* Verification - An agreement summary, including a listing of included agreement files, signees and
an extract of the audit log.

PDF Container

The container format used by Egreement is PDF. All of the listed artifact types are stored as so called
attachments in the PDF container. The reason for adding agreement artifacts as attachments is that
this makes it possible to provide traceability throughout the complete signing process. In order for a
reader to easily be able to view the contents of the agreement, a selection of the attachments is
"mirrored" to the main (visible) part of the PDF.





@greement PDF Container

— il “

Agreement File 1
Agreement File 2
Visualization of Agreement File N
Agreement File 1-N
Reference Documentation 1
Reference Documentation 2
Reference Documentation N

Audit Log I

Verification I Verification I

Figure 1. Container Overview

Not all PDF viewers are able to list and/or present PDF attachments. Therefore, it is
recommended to use the official Adobe Acrobat Reader to view Egreement PDF
containers.

Each attachment is given a numeric prefix to its name in order to sort the files correctly in the list. Also
note that the description field holds the artifact type of the attachment.

@ Attachments X
@ B &
Name ~ Description Modified
5 01-CarContract.pdf Agreement File-456-5654-10  29/04/16 14:25:26
i‘ 02-Carlmage.jpg Agreement File-456-5654-12 29/04/16 14:25:27
) 03-CarSound.m4a Agreement File-456-5654-13  28/04/16 14:25:27
: 04-auditlog.json Audit Log 29/04/16 14:25:27
= 05-Overview.pdf Reference Documentation 29/04/16 14:25:27
= 06-ContainerFormat.pdf Reference Documentation 29/04/16 14:25:27
5 07-Signing.pdf Reference Documentation 29/04/16 14:25:27
= 08-Validation.pdf Reference Documentation 29/04/16 14:25:27
= 09-verification.pdf Verification 29/04/16 14:25:27

Figure 2. PDF Attachments





How to Validate

The container is a valid PDF agreement if it holds the artifacts defined above.

Container Content

Agreement File

Artifact type: Agreement file

Agreement files are the parts of the agreement which the agreement creator uploads or selects to be
included. These could be documents, forms, images or virtually any type of file. Furthermore,
agreement files can be divided into two categories, agreement files possible to visualize and non-
possible to visualize.

Agreement Files Possible to Visualize

Files possible to visualize, are added as attachments to the container just as all other artifact types, but
they are also mirrored to the visible part of the agreement PDF. This allows the user to quickly view
the content of the main parts of the agreement. Files that typically are possible to visualize, are PDFs,
image-type files and text files.

Agreement Files Non-Possible to Visualize

Agreement files non-possible to visualize, are not mirrored to the visual part of the agreement PDF,
though it is represented with name, size and hash of the file. These file types are typically technically
hard or impossible to create a visual representation of, e.g. a sound file or a video file.

How to Validate

To understand what has been agreed and to establish if there is a dispute or if the disagreement
between the contracting parties is actually covered by the agreement, please read and understand the
actual content of the agreement.

Audit Log

Artifact type: Audit log

The audit log attachment is a well-defined, JSON formatted, document presenting all the important
events that have occurred from when the agreement was created until the agreement was closed.
Refer to the "Workflow" chapter in Overview for more details.

The following audit log entry types are defined:





* Agreement Created

* Agreement Viewed

* Agreement Signed

* Agreement Rejected

* Agreement ExpireOn Changed

* Message Sent

The different log entry types are described in detail below.

Common Structures
All log entry types share common information that is included in every log entry logged.

Table 1. Common Attributes

Parameter name Parameter value example(s)  Description

time 2016-03-21T10:03:28.010+0000  Time when the entry was logged
as yyyy-MM-dd'T'HH:mm:ss.SSSZ.

id 540431, 1e8f69a4-07c1-11e8- An ID of this particular event

ba89-0ed5f89f718b (can either be a numeric long

value or Time based UUID).

event(lass agreement_created Name of the type, as listed
below.

eventld 10 Each type includes a set of IDs.

See respective log entry type
description for details.

userInfo See UserInfo Information about a user.

UserInfo

The UserInfo structure holds information about the user triggering an event, users being contracting
parties of an agreement as well as other users. Note that only a subset of the parameters is included,
depending on the situation where the UserInfo structure is used.

Table 2. UserInfo

Parameter name Parameter value example(s)  Description

ipAddress 212.94.55.131 The IP address of the user.

email Jjohn@example.org The user’s email address.

personNr 19550505-1234 (Sweden), The user’s personal identity
220750-999Y (Finland) number.



https://en.wikipedia.org/wiki/Universally_unique_identifier



Parameter name Parameter value example(s)  Description

personName John Smith The first and last name of the
user.

personGivenName John The first name of the user.

personSurname Smith The last name of the user.

orghr 551234-1234 The organization number of the

organization on behalf of which
the user is operating.

orghame Acme AB The organization name of the
organization on behalf of which
the user is operating.

AgreementFileInfo

The AgreementFilelnfo structure holds information about an agreement file, e.g. a PDF uploaded by the
user. See Agreement File.

Table 3. AgreementFileInfo

Parameter name Parameter value example(s)  Description
fileld 6572354654, 75928ba0-2369- The system generated ID of the
11e8-b467-0ed5f89f718b agreement file (can either be a

numeric long value or Time
based UUID).

fileName MyEmployeeAgreement.pdf The user defined name of the
agreement file.

fileMimetype application/pdf The agreement file mime type.

fileSize 42253 The size, in bytes, of the

agreement file.

fileHash 3d7c514b...66b786a4 The hash of the agreement file,
encoded as a hex string.

How to Validate

See Validation how to validate the entire audit log.

Agreement Created

This event is logged when the agreement is created. This is always the first log entry for each
agreement, i.e. no events can take place before this event has occurred.

* EventClass: agreement_created



https://en.wikipedia.org/wiki/Universally_unique_identifier
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* Eventld:

> 10: When a private user creates an agreement using the web application.

> 11: When a company user creates an agreement using the web application.

o 12: Agreement created using the APIL

Table 4. Agreement Created Specific Information

Parameter name Parameter value example(s)

agreementName MyEmployeeAgreement

agreementId 12345678901234, 75928ba0-2369-
11e8-b467-0ed5f89f718b

agreementVersion 1.16

agreementlocale sv_SE

signees List of UserInfo

agreementFiles List of AgreementFileInfo

How to Validate

Description

User specified name of the
agreement.

System generated ID of the
agreement (can either be a
numeric long value or Time
based UUID).

Version of the agreement
container format.

Locale of the agreement
container.

A listing of the signees defined
as parties in the agreement.

A listing of the agreement files
included in the agreement.

Validating this audit entry requires a number of steps all documented below.

EventTypeld Validation

Check that the UserInfo field is populated correctly according to EventType. See UserInfo for details.

Table 5. EventType effect on UserInfo

Type How to validate UserInfo

10
11
12

Agreement Metadata

All metadata parameters must be validated according to table below.

Table 6. Agreement Created Metadata Verification

orgNr and orgName must not be set
personNr, orgNr and orgName must be set

orgNr and orgName must be set



https://en.wikipedia.org/wiki/Universally_unique_identifier
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Parameter name How to validate

agreementName Must be present

agreementId Must be present

agreementVersion Must be less than or equal to 1.16
agreementlocale If present, Must be a valid locale and container

verification page must be in this language
signees See Signees Validation

agreementFiles See Agreement File Validation

Agreement File Validation

Validate that all Agreement File are the correct ones, that they are included, and that there are no
additional files than the ones listed in the audit log.

Audit Log

Check all agreement files in this audit entry and verify that they all exist in the container. Do this by
identifying the attachment by the ID and name stated in the audit entry.

Attachments

Check all agreement files in the PDF container by searching after the Artifact type: Agreement file and
make sure that they are all listed in the create agreement audit entry.

Check Hashsums

For each agreement file, compute the hash and check that the hash in the audit entry is correct.

Signees Validation

Make sure that each signee has an Agreement Signed audit entry. Also check that the number of signees
is equal to the number of Agreement Signed entries.

Agreement Viewed
This event is logged every time an agreement is viewed or downloaded.

* EventClass: agreement_viewed
* Eventld:
o 20: When a user views an agreement using the web application.
> 21: When a user views an agreement using a mail link.
o 22: When a user views an agreement by downloading it using the web application.

> 23: When a user views an agreement using a mail link that is protected using two-factor
authentication.





Agreement Viewed Specific Information

None

How to Validate

Check that time of entry is after Agreement Created.

Agreement Signed

This event is logged every time a user signs an agreement.

* EventClass: agreement_signed

* Eventld:

> 30: When a user signs the agreement, not being the last signee.

> 31: When a user signs the agreement as the last signee.

> 32: When a user tries to sign the agreement but signing fails.

Table 7. Agreement Signed Specific Information

Parameter name

signeelnfo

signMetadata

Table 8. SignMetadata
Parameter name

signatureMethod

signature

ocspResponse

tbs

Parameter value example
See UserInfo

See SignMetadata

Parameter value example

bankid

PD94bWwgdm...duYXR1cmU+

MIIEXg0BAK...jks3yrAUVE

SSBzaWduOiAiQ29udHJhY3QilA
pJRDogNjdkNZ2...

Description
Information about the signee.

Signing metadata produced in
the signing process.

Description

The ID of the signing method
used.

The signature, base64 encoded.
The underlying format depends
on the signature method used.

The OCSP response message,
base64 encoded. This parameter
is only included for some signing
methods.

The text being signed by the
signee using the signing method
encoded as base64. This
parameter is only included for
some signing methods and may
vary between signing methods
and localizations.





Parameter name Parameter value example Description

tbsHidden LSOtLSO0tLS0tLQpDb250ZW500g Hidden additional text also
oKImJsdWUucG... being signed, base64 encoded.
This parameter is only included
for some signing methods.

How to Validate

Check that time of entry is after Agreement Created.

EventType Validation

Table 9. EventType effect on validation

Type How to act
30 Verify as described below.
31 Verify as describe below, and once done, check

that there are no more Agreement Signed entries
in the audit log.

TBS Validation

In case of an advanced signature method, the TBS (including the hidden TBS where applicable) will be
stored as a part of SignMetadata.

For non-advanced signature methods, TBS validation is not applicable.

Signature Validation

Fetch the signature method pointed out by SigningMethod and verify the signature according to the
corresponding chapter in Signing

Signee Validation

The output from the Signature Validation should be validated according to table below.

Output type How to validate

Signature time If a signature time has been registered, check that
this signature time corresponds to the time of the
Agreement Signed.

User attributes Check that the user attributes returned from the
signature method matches the attributes of the
SigneeInfo.

TBS or hash of TBS If TBS validation applies, check that TBS or hash

of TBS matches the TBS from SignMetadata.





Output type How to validate

Hash algorithm If TBS validation applies, and the TBS is returned
hashed, return name of hash algorithm.

Agreement Rejected
This event is logged when the agreement is rejected. If this event occurs, the agreement is invalid.

» EventClass: agreement_rejected
* Eventld:
o 40: Agreement rejected by user.
o 47: Agreement auto-rejected due to validity timeout.

o 42: Agreement withdrawn by agreement creator.

Agreement Rejected Specific Information

None

How to Validate

If one of these audit entries are found, the agreement is not a valid agreement.

Agreement ExpireOn Changed
This event is logged when the agreement expiry date is changed.

* EventClass: agreement_expire_on_changed
e Eventld:

o 80: Agreement expiry date changed by user.

Table 10. Agreement ExpireOn Changed Specific Information
Parameter name Parameter value example Description

agreementPreviousExpire0n 2016-03-21T10:03:28.010+0000  Time when agreement was
scheduled to expire as yyyy-Mm-
dd’T'HH:mm:ss.SSSZ.

agreementExpireOn 2016-03-31T10:03:28.010+0000  Time when agreement is
scheduled to expire as yyyy-Mm-
dd'T'HH:mm:ss.SSSZ.

How to Validate

Check that time of entry is after Agreement Created.
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Message Sent
A message is logged each time the system sends a mail to parties involved in the agreement.

* EventClass: message_sent
* Eventld:
> 50: Message sent due to event IDs: 10-12
> 51: Message sent due to event ID: 30.
o 52: Message sent due to event ID: 31.
> 53: Message sent due to event ID: 40.
o 54: Message sent due to event ID: 41.
o 55: Message sent when agreement is shared.
o 56: Message sent when agreement sharing is cancelled.
o 57: Message sent when agreement validity is about to expire.
o 58: Message sent as a reminder of agreement creation.

> 60: Message sent due to event ID: 20-23.

Table 11. Message Sent Specific Information
Parameter name Parameter value example Description

sentTo List of UserInfo A listing of the users to whom
the message is sent.

How to Validate

Check that time of entry is after Agreement Created.

Format

The audit log is included in the container as a JSON-formatted file.

Audit log example
[ {
"agreementId" : "160400034502",
"agreementName" : "Package patent",
"agreementVersion" : "1.16",

"agreementlLocale": "sv_SE",
"agreementFiles" : [ {
"fileSize" : "722085",
"fileId" : "4081",
"fileHash" : "01e70b3f3d48df504119a912e171df2f2533a2a8bf73d052¢c004e27bf64671a0",

11





"fileMimetype" : "application/pdf",
"fileName" : "patent.pdf"

oA
"fileSize" : "180269",
"fileld" : "4082",
"fileHash" : "96e0a461e285986ae6e3a2b581568c89d1dae77ae580fea1859faab2e594ec4b”,
"fileMimetype" : "image/png",
"fileName" : "fig1.png"

P

"signees" : [ {
"personNr" : "191111112222",

"personName" : "Alice A"

o
"personNr" : "193333334444",
"personName" : "Bob B"

Il

"id" : 778333,

“time" : "2016-04-26T16:39:30.000+0000",

"user" : {
"personNr" : "193333334444",
"personName" : "Bob B",
"ipAddress" : "1.2.3.4"

i

"event(Class" : "agreement_created",

"eventId" : 10

oA
"id" : 778334,

"time" : "2016-04-26T716:39:31.000+0000",
"eventId" : 50,

"event(Class" : "message_sent",

"user" : {
"personNr" : "193333334444",
"personName" : "Bob B",
"ipAddress" : "1.2.3.4"

I

"sentTo" : [ {
"email" : "alice.a@eavtal.se",
"personName" : "Alice A"

}

oA

"signingMethod" : "bankid",

"signeeInfo" : {
"personSurname" : "B",
"personNr" : "193333334444",
"personGivenName" : "Bob",
"personName" : "Bob B"

}

igningMetadata" : {

12





"ocspResponse” : "MII...z5Q==",
"startDate" : "2016-04-26T16:39:32.000+0000",
"signatureMethod" : "bankid",

"signature"” : "PD9...cmU+"

H

"id" : 778335,

"time" : "2016-04-26T716:39:43.000+0000",

"user" : {
"personNr" : "193333334444",
"personName" : "Bob B",
"ipAddress" : "1.2.3.4"

¥

"event(Class" : "agreement_signed",

"eventId" : 30

F ]

Reference Documentation

Artifact type: Reference documentation

Included in the container is also the reference documentation which documents the container format,
overview and details about signing and validation, Etc.

Table 12. Reference Documentation
Document name Description

Overview Gives an overview of the Egreement agreement
function and links to the other documents.

Container Format Describes the details of how agreement
information is stored within the container PDF.

Signing Describes how Egreement handles the signature
process.

Validation Describes how to validate a container. Makes
references to other documents for validation
details.

BankidValidation Signature Profile for BankID, v2.3

Telia Tunnistus Telia Tunnistus - Integration guide to

identification broker service, v1.8
Nets eID Broker Technical reference for service providers, v1.2.3

Cryptographic Message Syntax https://www.ietf.org/rfc/rfc2630
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Verification

Artifact type: Verification

The verification page is included as an attachment in the container, and is also mirrored to the visible
part of the container PDF. The purpose of the verification is to provide the reader with a summary of
the content of the agreement, in combination with important events that have occurred during the
agreement creation and signing process. An overview of the contents of the verification is given below.

Basic Information

Includes the most basic, and always present, information of the agreement. See Agreement Created for
more details.

* Agreement ID

* Agreement name

» Agreement version

e Creation date

Agreement Files

Lists the different files that the agreement includes. This is primarily the documents uploaded by the
user, which include agreement text and other data. See AgreementFileInfo for more details.

Each agreement file is listed with the following properties:

* Agreement file ID

» Agreement file name

* Agreement file mime type
* Agreement file size

* Agreement file hash

Signees

Lists the signees that have signed the document. See UserInfo for more details. Each signee is listed
with the following properties:

 Signee person number ID
* Signee name

» Signee sign date

14





Audit Log Extract

The verification ends with a summarizing extract from the audit log. It includes the most important
events and information from the audit log, whereas audit information that is of secondary importance
is filtered out.

Change Log

Agreement Version : 1.1

* Date of Change : 2017-02-28
* Logs

- Representation of agreement parts which are not possible to visualize are to include last
modified date along with the existing information (Name, Size, Hash).

- Layout is also changed to display the additional information vertically.
o Agreement File section of Verification page to include last modified date & time.

o ToBeSigned (TBS) text is separated into two types(visible & hidden).

Agreement Version : 1.2

» Date of Change : 2017-03-15
* Logs
o File Title is included in non visible agreement parts.

- Removed file Hash information from Attest Page and included file title

Agreement Version : 1.3

* Date of Change : 2017-06-21
* Logs

o New Signature Methods EMail signature & Email signature with OneTimePassword introduced

Agreement Version : 1.4

* Date of Change : 2018-02-01
* Logs
o Audit Events are allowed to have id as Long (number) or UUID

o New Signature Method Click signature introduced
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Agreement Version : 1.5

» Date of Change : 2018-05-31
* Logs

o Norwegian BankID is introduced

Agreement Version : 1.6

* Date of Change : 2018-07-31
* Logs

> More information about signature added on attest page

Agreement Version : 1.7

* Date of Change : 2019-01-16
* Logs

o Draw signature image added on attest page

Agreement Version : 1.8

* Date of Change : 2019-02-01
* Logs

> Message Sent for viewed event added in auditlog.json

Agreement Version : 1.9

» Date of Change : 2019-04-04
* Logs

o Agreement locale added for agreement created event in auditlog.json

Agreement Version : 1.10

* Date of Change : 2019-05-16
* Logs

- Enable rendering of txt files on visual part of the PDF.
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Agreement Version : 1.11

* Date of Change : 2019-05-14
* Logs

o Agreement expire on changed event added in auditlog.json

Agreement Version : 1.12

» Date of Change : 2020-04-20
* Logs

o Localized signing method display text on attest page & in auditlog.json

Agreement Version : 1.13

* Date of Change : 2020-10-22
* Logs

o Finnish EID is introduced

Agreement Version : 1.14

* Date of Change : 2021-08-03
* Logs

- TBS explanation is extended

Agreement Version : 1.15

* Date of Change : 2021-11-07
* Logs
o Norwegian BankID signing documentation is updated

> Norwegian BankID signing by the means of authentication is introduced

Agreement Version : 1.16

» Date of Change : 2022-04-30
* Logs

o Danish signing using MitID is introduced

17





Agreement Version : 1.17

» Date of Change : 2022-07-15
* Logs
o Watermark logo removed

o Verification page logo changed

Reference Documentation

Document name

Overview

Container Format

Signing

Validation

BankidValidation

Telia Tunnistus

Nets eID Broker

Cryptographic Message Syntax

18

Description

Gives an overview of the Egreement agreement
function and links to the other documents.

Describes the details of how agreement
information is stored within the container PDF.

Describes how Egreement handles the signature
process.

Describes how to validate a container. Makes
references to other documents for validation
details.

Signature Profile for BankID, v2.3

Telia Tunnistus - Integration guide to
identification broker service, v1.8

Technical reference for service providers, v1.2.3

https://www.ietf.org/rfc/rfc2630
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Purpose

This document is targeted for contracting parties and arbitrators that create, sign and/or evaluate
agreements concluded through the Egreement application. The document describes the content,
structure and semantics of the agreement container, required to understand in order to evaluate
agreements or settle possible disputes.

Overview

An agreement in the Egreement sense is not just a single document. Instead, an agreement is a
collection of different information artifacts concerning an agreement made between one or more
contracting parties. Artifacts can be the text on which agreement parties are to agree, individual
parties’ acceptance statements, or records of the events associated with the conclusion of the
agreement. In order to store this information in a secure and self-contained manner, a Container is
needed. The container is simply a file storing all the information needed in a structured and well-
defined way.

Generic Container Structure

The container includes the following artifact types:

* Agreement File - One or more documents, or other types of files (such as images), either uploaded
by the agreement creator or provided by the Egreement application, that togehter constitute the
agreement.

* Audit Log - A log, created by the Egreement system, with recordings of all major events that have
taken place in the process of concluding the agreement.

* Reference Documentation - Documentation how Egreement manages agreement creation, signing
and closing.

* Verification - An agreement summary, including a listing of included agreement files, signees and
an extract of the audit log.

PDF Container

The container format used by Egreement is PDF. All of the listed artifact types are stored as so called
attachments in the PDF container. The reason for adding agreement artifacts as attachments is that
this makes it possible to provide traceability throughout the complete signing process. In order for a
reader to easily be able to view the contents of the agreement, a selection of the attachments is
"mirrored" to the main (visible) part of the PDF.





@greement PDF Container

— il “

Agreement File 1
Agreement File 2
Visualization of Agreement File N
Agreement File 1-N
Reference Documentation 1
Reference Documentation 2
Reference Documentation N

Audit Log I

Verification I Verification I

Figure 1. Container Overview

Not all PDF viewers are able to list and/or present PDF attachments. Therefore, it is
recommended to use the official Adobe Acrobat Reader to view Egreement PDF
containers.

Each attachment is given a numeric prefix to its name in order to sort the files correctly in the list. Also
note that the description field holds the artifact type of the attachment.

@ Attachments X
@ B &
Name ~ Description Modified
5 01-CarContract.pdf Agreement File-456-5654-10  29/04/16 14:25:26
i‘ 02-Carlmage.jpg Agreement File-456-5654-12 29/04/16 14:25:27
) 03-CarSound.m4a Agreement File-456-5654-13  28/04/16 14:25:27
: 04-auditlog.json Audit Log 29/04/16 14:25:27
= 05-Overview.pdf Reference Documentation 29/04/16 14:25:27
= 06-ContainerFormat.pdf Reference Documentation 29/04/16 14:25:27
5 07-Signing.pdf Reference Documentation 29/04/16 14:25:27
= 08-Validation.pdf Reference Documentation 29/04/16 14:25:27
= 09-verification.pdf Verification 29/04/16 14:25:27

Figure 2. PDF Attachments





How to Validate

The container is a valid PDF agreement if it holds the artifacts defined above.

Container Content

Agreement File

Artifact type: Agreement file

Agreement files are the parts of the agreement which the agreement creator uploads or selects to be
included. These could be documents, forms, images or virtually any type of file. Furthermore,
agreement files can be divided into two categories, agreement files possible to visualize and non-
possible to visualize.

Agreement Files Possible to Visualize

Files possible to visualize, are added as attachments to the container just as all other artifact types, but
they are also mirrored to the visible part of the agreement PDF. This allows the user to quickly view
the content of the main parts of the agreement. Files that typically are possible to visualize, are PDFs,
image-type files and text files.

Agreement Files Non-Possible to Visualize

Agreement files non-possible to visualize, are not mirrored to the visual part of the agreement PDF,
though it is represented with name, size and hash of the file. These file types are typically technically
hard or impossible to create a visual representation of, e.g. a sound file or a video file.

How to Validate

To understand what has been agreed and to establish if there is a dispute or if the disagreement
between the contracting parties is actually covered by the agreement, please read and understand the
actual content of the agreement.

Audit Log

Artifact type: Audit log

The audit log attachment is a well-defined, JSON formatted, document presenting all the important
events that have occurred from when the agreement was created until the agreement was closed.
Refer to the "Workflow" chapter in Overview for more details.

The following audit log entry types are defined:





* Agreement Created

* Agreement Viewed

* Agreement Signed

* Agreement Rejected

* Agreement ExpireOn Changed

* Message Sent

The different log entry types are described in detail below.

Common Structures
All log entry types share common information that is included in every log entry logged.

Table 1. Common Attributes

Parameter name Parameter value example(s)  Description

time 2016-03-21T10:03:28.010+0000  Time when the entry was logged
as yyyy-MM-dd'T'HH:mm:ss.SSSZ.

id 540431, 1e8f69a4-07c1-11e8- An ID of this particular event

ba89-0ed5f89f718b (can either be a numeric long

value or Time based UUID).

event(lass agreement_created Name of the type, as listed
below.

eventld 10 Each type includes a set of IDs.

See respective log entry type
description for details.

userInfo See UserInfo Information about a user.

UserInfo

The UserInfo structure holds information about the user triggering an event, users being contracting
parties of an agreement as well as other users. Note that only a subset of the parameters is included,
depending on the situation where the UserInfo structure is used.

Table 2. UserInfo

Parameter name Parameter value example(s)  Description

ipAddress 212.94.55.131 The IP address of the user.

email Jjohn@example.org The user’s email address.

personNr 19550505-1234 (Sweden), The user’s personal identity
220750-999Y (Finland) number.
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Parameter name Parameter value example(s)  Description

personName John Smith The first and last name of the
user.

personGivenName John The first name of the user.

personSurname Smith The last name of the user.

orghr 551234-1234 The organization number of the

organization on behalf of which
the user is operating.

orghame Acme AB The organization name of the
organization on behalf of which
the user is operating.

AgreementFileInfo

The AgreementFilelnfo structure holds information about an agreement file, e.g. a PDF uploaded by the
user. See Agreement File.

Table 3. AgreementFileInfo

Parameter name Parameter value example(s)  Description
fileld 6572354654, 75928ba0-2369- The system generated ID of the
11e8-b467-0ed5f89f718b agreement file (can either be a

numeric long value or Time
based UUID).

fileName MyEmployeeAgreement.pdf The user defined name of the
agreement file.

fileMimetype application/pdf The agreement file mime type.

fileSize 42253 The size, in bytes, of the

agreement file.

fileHash 3d7c514b...66b786a4 The hash of the agreement file,
encoded as a hex string.

How to Validate

See Validation how to validate the entire audit log.

Agreement Created

This event is logged when the agreement is created. This is always the first log entry for each
agreement, i.e. no events can take place before this event has occurred.

* EventClass: agreement_created
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* Eventld:

> 10: When a private user creates an agreement using the web application.

> 11: When a company user creates an agreement using the web application.

o 12: Agreement created using the APIL

Table 4. Agreement Created Specific Information

Parameter name Parameter value example(s)

agreementName MyEmployeeAgreement

agreementId 12345678901234, 75928ba0-2369-
11e8-b467-0ed5f89f718b

agreementVersion 1.16

agreementlocale sv_SE

signees List of UserInfo

agreementFiles List of AgreementFileInfo

How to Validate

Description

User specified name of the
agreement.

System generated ID of the
agreement (can either be a
numeric long value or Time
based UUID).

Version of the agreement
container format.

Locale of the agreement
container.

A listing of the signees defined
as parties in the agreement.

A listing of the agreement files
included in the agreement.

Validating this audit entry requires a number of steps all documented below.

EventTypeld Validation

Check that the UserInfo field is populated correctly according to EventType. See UserInfo for details.

Table 5. EventType effect on UserInfo

Type How to validate UserInfo

10
11
12

Agreement Metadata

All metadata parameters must be validated according to table below.

Table 6. Agreement Created Metadata Verification

orgNr and orgName must not be set
personNr, orgNr and orgName must be set

orgNr and orgName must be set
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Parameter name How to validate

agreementName Must be present

agreementId Must be present

agreementVersion Must be less than or equal to 1.16
agreementlocale If present, Must be a valid locale and container

verification page must be in this language
signees See Signees Validation

agreementFiles See Agreement File Validation

Agreement File Validation

Validate that all Agreement File are the correct ones, that they are included, and that there are no
additional files than the ones listed in the audit log.

Audit Log

Check all agreement files in this audit entry and verify that they all exist in the container. Do this by
identifying the attachment by the ID and name stated in the audit entry.

Attachments

Check all agreement files in the PDF container by searching after the Artifact type: Agreement file and
make sure that they are all listed in the create agreement audit entry.

Check Hashsums

For each agreement file, compute the hash and check that the hash in the audit entry is correct.

Signees Validation

Make sure that each signee has an Agreement Signed audit entry. Also check that the number of signees
is equal to the number of Agreement Signed entries.

Agreement Viewed
This event is logged every time an agreement is viewed or downloaded.

* EventClass: agreement_viewed
* Eventld:
o 20: When a user views an agreement using the web application.
> 21: When a user views an agreement using a mail link.
o 22: When a user views an agreement by downloading it using the web application.

> 23: When a user views an agreement using a mail link that is protected using two-factor
authentication.





Agreement Viewed Specific Information

None

How to Validate

Check that time of entry is after Agreement Created.

Agreement Signed

This event is logged every time a user signs an agreement.

* EventClass: agreement_signed

* Eventld:

> 30: When a user signs the agreement, not being the last signee.

> 31: When a user signs the agreement as the last signee.

> 32: When a user tries to sign the agreement but signing fails.

Table 7. Agreement Signed Specific Information

Parameter name

signeelnfo

signMetadata

Table 8. SignMetadata
Parameter name

signatureMethod

signature

ocspResponse

tbs

Parameter value example
See UserInfo

See SignMetadata

Parameter value example

bankid

PD94bWwgdm...duYXR1cmU+

MIIEXg0BAK...jks3yrAUVE

SSBzaWduOiAiQ29udHJhY3QilA
pJRDogNjdkNZ2...

Description
Information about the signee.

Signing metadata produced in
the signing process.

Description

The ID of the signing method
used.

The signature, base64 encoded.
The underlying format depends
on the signature method used.

The OCSP response message,
base64 encoded. This parameter
is only included for some signing
methods.

The text being signed by the
signee using the signing method
encoded as base64. This
parameter is only included for
some signing methods and may
vary between signing methods
and localizations.





Parameter name Parameter value example Description

tbsHidden LSOtLSO0tLS0tLQpDb250ZW500g Hidden additional text also
oKImJsdWUucG... being signed, base64 encoded.
This parameter is only included
for some signing methods.

How to Validate

Check that time of entry is after Agreement Created.

EventType Validation

Table 9. EventType effect on validation

Type How to act
30 Verify as described below.
31 Verify as describe below, and once done, check

that there are no more Agreement Signed entries
in the audit log.

TBS Validation

In case of an advanced signature method, the TBS (including the hidden TBS where applicable) will be
stored as a part of SignMetadata.

For non-advanced signature methods, TBS validation is not applicable.

Signature Validation

Fetch the signature method pointed out by SigningMethod and verify the signature according to the
corresponding chapter in Signing

Signee Validation

The output from the Signature Validation should be validated according to table below.

Output type How to validate

Signature time If a signature time has been registered, check that
this signature time corresponds to the time of the
Agreement Signed.

User attributes Check that the user attributes returned from the
signature method matches the attributes of the
SigneeInfo.

TBS or hash of TBS If TBS validation applies, check that TBS or hash

of TBS matches the TBS from SignMetadata.





Output type How to validate

Hash algorithm If TBS validation applies, and the TBS is returned
hashed, return name of hash algorithm.

Agreement Rejected
This event is logged when the agreement is rejected. If this event occurs, the agreement is invalid.

» EventClass: agreement_rejected
* Eventld:
o 40: Agreement rejected by user.
o 47: Agreement auto-rejected due to validity timeout.

o 42: Agreement withdrawn by agreement creator.

Agreement Rejected Specific Information

None

How to Validate

If one of these audit entries are found, the agreement is not a valid agreement.

Agreement ExpireOn Changed
This event is logged when the agreement expiry date is changed.

* EventClass: agreement_expire_on_changed
e Eventld:

o 80: Agreement expiry date changed by user.

Table 10. Agreement ExpireOn Changed Specific Information
Parameter name Parameter value example Description

agreementPreviousExpire0n 2016-03-21T10:03:28.010+0000  Time when agreement was
scheduled to expire as yyyy-Mm-
dd’T'HH:mm:ss.SSSZ.

agreementExpireOn 2016-03-31T10:03:28.010+0000  Time when agreement is
scheduled to expire as yyyy-Mm-
dd'T'HH:mm:ss.SSSZ.

How to Validate

Check that time of entry is after Agreement Created.
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Message Sent
A message is logged each time the system sends a mail to parties involved in the agreement.

* EventClass: message_sent
* Eventld:
> 50: Message sent due to event IDs: 10-12
> 51: Message sent due to event ID: 30.
o 52: Message sent due to event ID: 31.
> 53: Message sent due to event ID: 40.
o 54: Message sent due to event ID: 41.
o 55: Message sent when agreement is shared.
o 56: Message sent when agreement sharing is cancelled.
o 57: Message sent when agreement validity is about to expire.
o 58: Message sent as a reminder of agreement creation.

> 60: Message sent due to event ID: 20-23.

Table 11. Message Sent Specific Information
Parameter name Parameter value example Description

sentTo List of UserInfo A listing of the users to whom
the message is sent.

How to Validate

Check that time of entry is after Agreement Created.

Format

The audit log is included in the container as a JSON-formatted file.

Audit log example
[ {
"agreementId" : "160400034502",
"agreementName" : "Package patent",
"agreementVersion" : "1.16",

"agreementlLocale": "sv_SE",
"agreementFiles" : [ {
"fileSize" : "722085",
"fileId" : "4081",
"fileHash" : "01e70b3f3d48df504119a912e171df2f2533a2a8bf73d052¢c004e27bf64671a0",
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"fileMimetype" : "application/pdf",
"fileName" : "patent.pdf"

oA
"fileSize" : "180269",
"fileld" : "4082",
"fileHash" : "96e0a461e285986ae6e3a2b581568c89d1dae77ae580fea1859faab2e594ec4b”,
"fileMimetype" : "image/png",
"fileName" : "fig1.png"

P

"signees" : [ {
"personNr" : "191111112222",

"personName" : "Alice A"

o
"personNr" : "193333334444",
"personName" : "Bob B"

Il

"id" : 778333,

“time" : "2016-04-26T16:39:30.000+0000",

"user" : {
"personNr" : "193333334444",
"personName" : "Bob B",
"ipAddress" : "1.2.3.4"

i

"event(Class" : "agreement_created",

"eventId" : 10

oA
"id" : 778334,

"time" : "2016-04-26T716:39:31.000+0000",
"eventId" : 50,

"event(Class" : "message_sent",

"user" : {
"personNr" : "193333334444",
"personName" : "Bob B",
"ipAddress" : "1.2.3.4"

I

"sentTo" : [ {
"email" : "alice.a@eavtal.se",
"personName" : "Alice A"

}

oA

"signingMethod" : "bankid",

"signeeInfo" : {
"personSurname" : "B",
"personNr" : "193333334444",
"personGivenName" : "Bob",
"personName" : "Bob B"

}

igningMetadata" : {

12





"ocspResponse” : "MII...z5Q==",
"startDate" : "2016-04-26T16:39:32.000+0000",
"signatureMethod" : "bankid",

"signature"” : "PD9...cmU+"

H

"id" : 778335,

"time" : "2016-04-26T716:39:43.000+0000",

"user" : {
"personNr" : "193333334444",
"personName" : "Bob B",
"ipAddress" : "1.2.3.4"

¥

"event(Class" : "agreement_signed",

"eventId" : 30

F ]

Reference Documentation

Artifact type: Reference documentation

Included in the container is also the reference documentation which documents the container format,
overview and details about signing and validation, Etc.

Table 12. Reference Documentation
Document name Description

Overview Gives an overview of the Egreement agreement
function and links to the other documents.

Container Format Describes the details of how agreement
information is stored within the container PDF.

Signing Describes how Egreement handles the signature
process.

Validation Describes how to validate a container. Makes
references to other documents for validation
details.

BankidValidation Signature Profile for BankID, v2.3

Telia Tunnistus Telia Tunnistus - Integration guide to

identification broker service, v1.8
Nets eID Broker Technical reference for service providers, v1.2.3

Cryptographic Message Syntax https://www.ietf.org/rfc/rfc2630
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Verification

Artifact type: Verification

The verification page is included as an attachment in the container, and is also mirrored to the visible
part of the container PDF. The purpose of the verification is to provide the reader with a summary of
the content of the agreement, in combination with important events that have occurred during the
agreement creation and signing process. An overview of the contents of the verification is given below.

Basic Information

Includes the most basic, and always present, information of the agreement. See Agreement Created for
more details.

* Agreement ID

* Agreement name

» Agreement version

e Creation date

Agreement Files

Lists the different files that the agreement includes. This is primarily the documents uploaded by the
user, which include agreement text and other data. See AgreementFileInfo for more details.

Each agreement file is listed with the following properties:

* Agreement file ID

» Agreement file name

* Agreement file mime type
* Agreement file size

* Agreement file hash

Signees

Lists the signees that have signed the document. See UserInfo for more details. Each signee is listed
with the following properties:

 Signee person number ID
* Signee name

» Signee sign date
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Audit Log Extract

The verification ends with a summarizing extract from the audit log. It includes the most important
events and information from the audit log, whereas audit information that is of secondary importance
is filtered out.

Change Log

Agreement Version : 1.1

* Date of Change : 2017-02-28
* Logs

- Representation of agreement parts which are not possible to visualize are to include last
modified date along with the existing information (Name, Size, Hash).

- Layout is also changed to display the additional information vertically.
o Agreement File section of Verification page to include last modified date & time.

o ToBeSigned (TBS) text is separated into two types(visible & hidden).

Agreement Version : 1.2

» Date of Change : 2017-03-15
* Logs
o File Title is included in non visible agreement parts.

- Removed file Hash information from Attest Page and included file title

Agreement Version : 1.3

* Date of Change : 2017-06-21
* Logs

o New Signature Methods EMail signature & Email signature with OneTimePassword introduced

Agreement Version : 1.4

* Date of Change : 2018-02-01
* Logs
o Audit Events are allowed to have id as Long (number) or UUID

o New Signature Method Click signature introduced
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Agreement Version : 1.5

» Date of Change : 2018-05-31
* Logs

o Norwegian BankID is introduced

Agreement Version : 1.6

* Date of Change : 2018-07-31
* Logs

> More information about signature added on attest page

Agreement Version : 1.7

* Date of Change : 2019-01-16
* Logs

o Draw signature image added on attest page

Agreement Version : 1.8

* Date of Change : 2019-02-01
* Logs

> Message Sent for viewed event added in auditlog.json

Agreement Version : 1.9

» Date of Change : 2019-04-04
* Logs

o Agreement locale added for agreement created event in auditlog.json

Agreement Version : 1.10

* Date of Change : 2019-05-16
* Logs

- Enable rendering of txt files on visual part of the PDF.
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Agreement Version : 1.11

* Date of Change : 2019-05-14
* Logs

o Agreement expire on changed event added in auditlog.json

Agreement Version : 1.12

» Date of Change : 2020-04-20
* Logs

o Localized signing method display text on attest page & in auditlog.json

Agreement Version : 1.13

* Date of Change : 2020-10-22
* Logs

o Finnish EID is introduced

Agreement Version : 1.14

* Date of Change : 2021-08-03
* Logs

- TBS explanation is extended

Agreement Version : 1.15

* Date of Change : 2021-11-07
* Logs
o Norwegian BankID signing documentation is updated

> Norwegian BankID signing by the means of authentication is introduced

Agreement Version : 1.16

» Date of Change : 2022-04-30
* Logs

o Danish signing using MitID is introduced
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Agreement Version : 1.17

» Date of Change : 2022-07-15
* Logs
o Watermark logo removed

o Verification page logo changed

Reference Documentation

Document name

Overview

Container Format

Signing

Validation

BankidValidation

Telia Tunnistus

Nets eID Broker

Cryptographic Message Syntax
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Description

Gives an overview of the Egreement agreement
function and links to the other documents.

Describes the details of how agreement
information is stored within the container PDF.

Describes how Egreement handles the signature
process.

Describes how to validate a container. Makes
references to other documents for validation
details.

Signature Profile for BankID, v2.3

Telia Tunnistus - Integration guide to
identification broker service, v1.8

Technical reference for service providers, v1.2.3

https://www.ietf.org/rfc/rfc2630
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Purpose

The purpose of this document is to provide deep knowledge of the signature process making it possible
to verify the signatures of agreements signed using the Egreement service.

Overview

This document describes how Egreement handles the signature process, from how to make all
agreement files tamper-proof, to how each Electronic ID (EID) provider implements its signatures.

System

For the agreement signatures to be trustworthy, it is important that a stable and high-quality system
protects the signing process.

All parts providing evidence for the signature, such as hardware, operating system and software, have
to be trusted.

Hardware

Egreement’s signature software runs on a virtualized hardware platform. It is hosted in a data center
with high availability requirements, used by large banks and e-commerce companies.

Software

For a signature to be trusted, it is important that the timestamp can be reliable. Timestamps are used to
show when certain events occur and are an important evidence when validating an agreement.

The platform synchronizes its time over the standardized Network Time Protocol (NTP).

Electronic Signatures

An electronic signature is any electronic means that indicates either that a person adopts the contents
of an electronic message, or more broadly that the person who claims to have written a message is the
one who wrote it. Examples of electronic signatures are:

* Draw Signature - A handwritten signature drawn on a digital canvas.

» API Signature - A signature created by consuming the web service exposed by Egreement AB.

SMS Signature - A signature created by responding to an SMS with context specific content.

* Email Signature with OneTimePassword - A signature created by One Time Password(OTP) based
email service.





* Click Signature - A signature created by personalized link.

» Cryptographic Signature - A signature created using a cryptographic key.
Some types of signatures are classified as advanced electronic signatures. Such an electronic signature:

* is uniquely tied to the signatory,

* makes it possible to identify the signatory,

* is created using material only controlled by the signatory and

* is tied to the signed data in such way that any changes can be detected.

Electronic signatures based on PKI, such as the Swedish BankID and Norwegian BankID, provide
advanced electronic signatures.

Cryptography

Cryptography is a central part of many signature solutions, for example to provide tamper-proof
agreement files.

The following chapters introduce some concepts needed to understand cryptography based signatures.

Cryptographic Hash Functions

A cryptographic hash function is any function that can be used to map data of arbitrary size to data of
fixed size where it is practically impossible to find two pieces of input that produces the same hash
value. It is a one way transformation that produces the same result every time. The result is called a
hash and since it is a one way function, it is not possible to re-create the input behind a hash.

Examples on hash functions are:

* SHA.2
* RIPEMD
* Whirlpool

Asymmetric Encryption

In cryptography, two types of encryptions are most commonly used, symmetric and asymmetric
encryption. The difference between them is that the symmetric encryption uses one single key for both
encryption and decryption, while asymmetric uses one key for encryption and another for decryption.
The fact that there are two keys can also be used for creating signatures and serves as a base for many
types of EID. The EID solutions usually use the asymmetric encryption in a Public Key Infrastructure
(PKD).





Asymmetric encryption make use of keypairs that if a text is encrypted using one of the keys, the only
key that can decrypt the crypto text is the other key belonging to the pair. One key is private and
should not be shared with anyone, the other is public and is used to verify signatures created with the
private key.

Examples on asymmetric keys are:

* RSA
* DSA

Digital Signatures

When signing using asymmetric keys, the signature result is called a raw signature and is just a binary
blob of a specific size, without any information at all. In order for the signature to be used in a
distributed environment, there is a need to add information on who signed the blob, what was signed
and so on.

The combination of metadata and the raw signature is called a digital signature. Some information is
optional:

 Signature time

X.509 Signature Certificate

X.509 CA Certificates (who issued the X.509 Signature Certificate)
* Signature text (TBS)

* Hash algorithms used

« Signature algorithm used

* The raw signature
Examples on digital signature formats are:

* CadES/CMS/PKCS#7
* XAdES

Signing
To sign an agreement a number of actions need to be executed:

* Create text representation of agreement

* Create digital signature





Create text representation

For advanced electronic signatures, where the agreement contents is logically tied to the created
signature, the text needs to be prepared in order to suit the signing method used. The textual
representation of an agreement is also called To Be Signed, or TBS for short. The TBS is the actual text
that is to be digitally signed. For the whole agreement to be tamper-proof, the agreement metadata
with all agreement files needs to be signed. Digital signature clients have limitations on the size of TBS.
It is not possible to sign the actual agreements, since there is a risk that the agreement files are too
large. Therefore cryptographic hash functions are used to reduce the size of the agreement files and
create a representation of it.

For non-advanced signatures, where the agreement contents is not directly tied to the signature, the
above preparation is normally not needed.

Digital signature clients allow us to send two different types of TBS. They are:

* Visible TBS
* Hidden TBS - Swedish BankID only

Visible TBS

TBS text that is exposed to the signatories by the digital signature clients. General information about
the Agreement is supplied to digital signature clients as a visible TBS. As the TBS will be different
between signing clients and also have different localizations it will be saved together with the digital
signature. In cases where hidden TBS is not supported, the visible TBS will contain information that
otherwise would be in the hidden TBS. Where the TBS has length restrictions due to technical reasons,
the hash may be base64 encoded (trailing = characters being omitted) and the hash may be calculated
as if the ordered agreement files were a single file.

Example

I sign: "Employment ACME Inc"
Egreement ID: 2394857302
Date: 26/04/2016

Hidden TBS

TBS text that is hidden from the signatories by the digital signature clients. Agreement content is
reduced to fewer characters using cryptographic hash functions is supplied to digital signature clients
as a hidden TBS. This is currently only supported for Swedish BankID.

Example





Content:

"Contract"
1103 b497 984e 433c 38d4 fdef 775 33ad Ocef 8c@7 9995 5b37 7c8e eddf 66f7 de73

"Codes of conduct"
2c¢f9 688d c483 2085 1112 6120 9001 58b2 ab2e 62b1 afd5 acch ebbb 5134 c7a4 9012

Create Digital Signature

For advanced electronic signatures, the cryptographic signature is created by applying the private key
from an asymmetric key pair on a dataset that previously has been hashed. In this context, the dataset
is the TBS. Different EID providers handles digital signatures in different ways, Signature Methods
describes all methods supported.

For non-advanced signatures, signature creation will vary depending on the method.

Signature Methods

Currently, the following signing methods are supported:

» Swedish BankID (advanced electronic signature)

* Norwegian BankID (advanced electronic signature and authentication)
* Finnish strong identification

* Danish MitID

* Draw Signature

* API Signature

* SMS Signature

* Email Signature with OneTimePassword

* Click Signature

These are described in detail below.

Swedish BankID

Swedish BankID is the largest EID provider in Sweden run by Finansiell ID-Teknik BID AB which is
owned by a number of large swedish banks.





It is a PKI based solution with support for file based tokens as well as smart cards, supported on a
number of platforms for desktop and mobile.

Signature format

The BankID client produces an XML Digital Signature as specified in BankID Signature profile.

Audit log
Each signature transaction provides information used in user interface and audit logging:

» personNr - In the form of a Swedish personal identity number.
* personSurname - Surname in capital letters.

» personGivenName - Given name in capital letters.

* startDate - Date when signing was started.

* signatureMethod - Will be bankid or bankid-otherunit.

* transactionld - Transaction ID from backend system.

* signature - Signature, base64 encoded.

* tbs - Data being signed, base64 encoded.

 tbsHidden - Hidden data being signed, base64 encoded.
How to validate
Validate the signature according to BankID Signature profile.

Output from validation to provide to Signee Validation in Container Format is:

» User attributes of the first certificate of the XML element KeyInfo with ID bidKeyInfo in the
signature.

* Hashed TBS.
» TBS Hash algorithm.

Norwegian BankID - advanced electronic signature

Norwegian BankID is the largest EID provider in Norway run by BankID Norway AS.

It is a PKI based solution that uses a one time password in combination with a personal password,
supported on a number of platforms for desktop and mobile.

Signature format

The BankID client produces a detached PKCS#7/CMS signature as specified in Cryptographic Message





Syntax, where the detached data being signed is the TBS.

Audit log

Each signature provides data for the Agreement Signed specified in Container Format. The data
provided is:

* personNr - Person unique ID, not the Norwegian personal identity number.

* personSurname - Surname.

* personGivenName - Given name.

» personDateOfBirth - Date of birth for the person.

* startDate - Date when signing was started.

* signatureMethod - Will be norbankid-netcentric or norbankid-mobile.

* signatureAction - Will be signature.

* transactionld - Transaction ID from backend system.

* signature - Signature, base64 encoded.

* tbs - Data being signed in the detached PKCS#7 signature, base64 encoded.

How to validate

Validate the signature according to 5.6 Message Signature Verification Process in Cryptographic
Message Syntax.

Output from validation to provide to Signee Validation in Container Format is:

» User Attributes of the signer certificate in the element SignedData certificates in the PKCS #7
signature.

 Hashed TBS

* Hash algorithm

Norwegian BankID - authentication

Authentication based signing is also provided by the means of Norwegian BankID.

Audit log

Each signature provides data for the Agreement Signed specified in Container Format. The data
provided is:

* personNr - Person unique ID, not the Norwegian personal identity number.

* personSurname - Surname.





personGivenName - Given name.

» personDateOfBirth - Date of birth for the person.

startDate - Date when signing was started.

signatureMethod - Will be norbankid-netcentric or norbankid-mobile.

signatureAction - Will be authentication.

* transactionld - Transaction ID from backend system.

How to validate

As an authentication alone does not digitally sign the agreement content, the person details such as
given name, surname and date of birth must be compared with the requested signee.

Finnish strong identification

Strong identification broker services are provided by Telia Finland for banks and mobile operators in
the Finnish Trust Network ("FTN").

Identity format
Telia produces a signed JWT which contains information about the person.

Table 1. Signed Attributes

Attribute Name Attribute Value

urn:oid:1.2.246.21 Social security number / personal identity code /
HeTu - henkil6tunnus

urn:oid:2.16.840.1.113730.3.1.241 Full name

urn:oid:2.5.4.4 Surname

urn:oid:1.2.246.575.1.14 Given name

More information can be found in Telia Tunnistus.

Audit log
Each signature transaction provides information used in user interface and audit logging:

* personNr - Finnish personal identity code.
* personSurname - Surname

* personGivenName - Given name

startDate - Date when signing was started.

signatureMethod - Will be eid-fi.





* transactionld - Transaction ID from backend system.
* signature - Signed JWT (from Telia).
* publicKey - Public key (JWK) for the signed JWT (from Telia).

How to validate

The signed JWT can be verified using the public key.

Danish MitID

Danish MitID signing is utilizing Transaction Signing from Nets eID Broker.

Signature format

The signature flow for Danish MitID is performed as a text followed by end-user authentication, so
there is no signature produced. Thus a signature format does not exist.

Audit log

Each signature provides data for the Agreement Signed specified in Container Format. The data
provided is:

* personNr - Person unique ID, not the Danish personal identity number.

* personName - Full name.

» personDateOfBirth - Date of birth for the person.

* startDate - Date when signing was started.

* signatureMethod - Will be one of: mitid-low, mitid-substantial or mitid-high.

o The method mitid-<LOA> specifies what Level of Assuarance (LOA) that was requested when
initiating the signature.

* signatureAction - Will be authentication.
* transactionld - Transaction ID from backend system.

* tbs - Data that was shown to user before authenticating, base64 encoded.

More information can be found in Danish MitID.

How to validate

Due to the nature of this kind of signature, the signature in itself cannot be machine validated in the
same way as an advanced signature. In case of dispute, contact the EID provider, Nets, to validate the
entries in the audit log.





Draw Signature

The draw signature signing method is an electronic counterpart to traditional handwritten signatures.
Using draw signature, the end user draws a signature on a web canvas. The signing method is not
classified as an advanced electronic signature in that it does not tie the user to the contents signed and
does not identify this signatory. Yet, the method can be suitable in use cases where advanced electronic
signatures are not required.

Signature format

The signature is represented as an SVG/PNG image.

Audit log

Each signature provides data for the Agreement Signed specified in Container Format. The data
provided is:

» personNr - In the form of a swedish personal number.

* personSurname - Surname

* personGivenName - Givenname

* signatureMethod - Will be draw-signature.

* signature - The SVG or PNG image, base64 encoded.

* signatureContentType - The content type of signature eg. image/svg, image/png.

How to validate

Due to the nature of this kind of signature, the signature in itself cannot be machine validated in the
same way as an advanced signature. Also, as the case of traditional handwritten signatures where
there are no formal requirements placed, ocular comparison does not add to trustworthiness.

API Signature

The API Signature is an electronic signature which is done by consuming the web service exposed by
Egreement AB. Using API Signature, the end user signs the agreement by making a request to the web
service. Using this method, user can also send the timestamp of actual time when the sign event took
place. This signing method is not classified as an advanced electronic signature in that it does not tie
the user to the contents signed and does not identify this signatory. Yet, this method can be suitable in
use cases where advanced electronic signatures are not required.

Audit log

Each signature provides data for the Agreement Signed specified in Container Format. The data
provided is:
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» personNr - In the form of a swedish personal number.
* personSurname - Surname

* personGivenName - Givenname

* signatureMethod - Will be api-signature.

* signedOn - Time at which the agreement was actually signed (stated by user)

How to validate

Due to the nature of this kind of signature, the signature in itself cannot be machine validated in the
same way as an advanced signature.

SMS Signature

SMS Signature is an electronic signature created by responding to an SMS with context specific
content. The content of the SMS is One Time Password (OTP), a 6 digits number sent to the registered
mobile no of the signee. The Signee has to submit the OTP in order to sign the agreement. The OTP
Number is generated by TOTP algorithm by hashing the current time along with the agreement
information. OTP can be regenerated and verified by the same logic provided the given time &
agreement information are same.

Audit log

Each signature provides data for the Agreement Signed specified in Container Format. The data
provided is:

* mobile - Mobile no of the signee.

* timestamp - Date when signing was started.

* agreementName - Name of the agreeement.

* signatureMethod - Will be sms-signature.

OTP - One Time Password.

How to validate

One Time Password (OTP) can be verified using the following algorithm from the attributes
(agreementName, mobile, timestamp).

HASHLG : Use SHA-256 algorithm to generate hash of the given input.
* hash (array): HASHLG( agreementName + mobile + timestamp)

* random (function): hash[ ${param1} ] & ${param2} << ${param3}

otp : Follow the below steps to generate OTP from the hash.
o offset = random(hash.length - 1, 15, 0)
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o binary = random(offset, 127, 24) | random(offset + 1, 255, 16) | random(offset + 2, 255, 8) |
random(offset + 3, 255, 0)

o otp = binary % 1000000
o If the output is less than 6 digits, add the remaining digits as '0' in prefix.

* Now verify the ${otp} generated against the OTP that you can find in the auditLog.json.

Email Signature with OneTimePassword

Email signature with OneTimePassword is an electronic signature created by One Time Password(OTP)
based email service. The content of the Email is One Time Password (OTP), a 6 digits number sent to
the registered email address of the signee. The Signee has to submit the OTP in order to sign the
agreement. The OTP Number is generated by TOTP algorithm by hashing the current time along with
the agreement information. OTP can be regenerated and verified by the same logic, provided the given
time & agreement information are same.

Audit log

Each signature provides data for the Agreement Signed specified in Container Format. The data
provided is:

» email - Email address of the signee.

* timestamp - Date when signing was started.

* agreementName - Name of the agreeement.

* signatureMethod - Will be email-signature.

OTP - One Time Password.

How to validate

One Time Password (OTP) can be verified using the following algorithm from the attributes
(agreementName, email, timestamp).

HASHLG : Use SHA-256 algorithm to generate hash of the given input.

hash (array): HASHLG( agreementName + email + timestamp)

random (function): hash[ ${param1} ] & ${param2} << ${param3}

otp : Follow the below steps to generate OTP from the hash.
o offset = random(hash.length - 1, 15, 0)

o binary = random(offset, 127, 24) | random(offset + 1, 255, 16) | random(offset + 2, 255, 8) |
random(offset + 3, 255, 0)

o otp = binary % 1000000

o If the output is less than 6 digits, add the remaining digits as '0' in prefix.
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* Now verify the ${otp} generated against the OTP that you can find in the auditLog.json.

Click Signature

Click signature is an electronic signature created by using a personalized link. The personalized link
can be shared by email or directly in an integrated application. When the signee visits the link, it will
take him to the agreement review page where he can click the sign button to sign the agreement.

Audit log

Each signature provides data for the Agreement Signed specified in Container Format. The data
provided is:

* email - Email address of the signee.
* timestamp - Date when signing was started.

* signatureMethod - Will be click-signature.

How to validate

Due to the nature of this signature , we can’t validate the authenticity of the signature. Signatories has
to keep the link secret.

Reference documentation

Document name Description

Overview Gives an overview of the Egreement agreement
function and links to the other documents.

Container Format Describes the details of how agreement
information is stored within the container PDF.

Signing Describes how Egreement handles the signature
process.

Validation Describes how to validate a container. Makes
references to other documents for validation
details.

BankidValidation Signature Profile for BankID, v2.3

Telia Tunnistus Telia Tunnistus - Integration guide to

identification broker service, v1.8
Nets eID Broker Technical reference for service providers, v1.2.3

Cryptographic Message Syntax https://www.ietf.org/rfc/rfc2630
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Purpose

The purpose of this document is to provide deep knowledge of the signature process making it possible
to verify the signatures of agreements signed using the Egreement service.

Overview

This document describes how Egreement handles the signature process, from how to make all
agreement files tamper-proof, to how each Electronic ID (EID) provider implements its signatures.

System

For the agreement signatures to be trustworthy, it is important that a stable and high-quality system
protects the signing process.

All parts providing evidence for the signature, such as hardware, operating system and software, have
to be trusted.

Hardware

Egreement’s signature software runs on a virtualized hardware platform. It is hosted in a data center
with high availability requirements, used by large banks and e-commerce companies.

Software

For a signature to be trusted, it is important that the timestamp can be reliable. Timestamps are used to
show when certain events occur and are an important evidence when validating an agreement.

The platform synchronizes its time over the standardized Network Time Protocol (NTP).

Electronic Signatures

An electronic signature is any electronic means that indicates either that a person adopts the contents
of an electronic message, or more broadly that the person who claims to have written a message is the
one who wrote it. Examples of electronic signatures are:

* Draw Signature - A handwritten signature drawn on a digital canvas.

» API Signature - A signature created by consuming the web service exposed by Egreement AB.

SMS Signature - A signature created by responding to an SMS with context specific content.

* Email Signature with OneTimePassword - A signature created by One Time Password(OTP) based
email service.





* Click Signature - A signature created by personalized link.

» Cryptographic Signature - A signature created using a cryptographic key.
Some types of signatures are classified as advanced electronic signatures. Such an electronic signature:

* is uniquely tied to the signatory,

* makes it possible to identify the signatory,

* is created using material only controlled by the signatory and

* is tied to the signed data in such way that any changes can be detected.

Electronic signatures based on PKI, such as the Swedish BankID and Norwegian BankID, provide
advanced electronic signatures.

Cryptography

Cryptography is a central part of many signature solutions, for example to provide tamper-proof
agreement files.

The following chapters introduce some concepts needed to understand cryptography based signatures.

Cryptographic Hash Functions

A cryptographic hash function is any function that can be used to map data of arbitrary size to data of
fixed size where it is practically impossible to find two pieces of input that produces the same hash
value. It is a one way transformation that produces the same result every time. The result is called a
hash and since it is a one way function, it is not possible to re-create the input behind a hash.

Examples on hash functions are:

* SHA.2
* RIPEMD
* Whirlpool

Asymmetric Encryption

In cryptography, two types of encryptions are most commonly used, symmetric and asymmetric
encryption. The difference between them is that the symmetric encryption uses one single key for both
encryption and decryption, while asymmetric uses one key for encryption and another for decryption.
The fact that there are two keys can also be used for creating signatures and serves as a base for many
types of EID. The EID solutions usually use the asymmetric encryption in a Public Key Infrastructure
(PKD).





Asymmetric encryption make use of keypairs that if a text is encrypted using one of the keys, the only
key that can decrypt the crypto text is the other key belonging to the pair. One key is private and
should not be shared with anyone, the other is public and is used to verify signatures created with the
private key.

Examples on asymmetric keys are:

* RSA
* DSA

Digital Signatures

When signing using asymmetric keys, the signature result is called a raw signature and is just a binary
blob of a specific size, without any information at all. In order for the signature to be used in a
distributed environment, there is a need to add information on who signed the blob, what was signed
and so on.

The combination of metadata and the raw signature is called a digital signature. Some information is
optional:

 Signature time

X.509 Signature Certificate

X.509 CA Certificates (who issued the X.509 Signature Certificate)
* Signature text (TBS)

* Hash algorithms used

« Signature algorithm used

* The raw signature
Examples on digital signature formats are:

* CadES/CMS/PKCS#7
* XAdES

Signing
To sign an agreement a number of actions need to be executed:

* Create text representation of agreement

* Create digital signature





Create text representation

For advanced electronic signatures, where the agreement contents is logically tied to the created
signature, the text needs to be prepared in order to suit the signing method used. The textual
representation of an agreement is also called To Be Signed, or TBS for short. The TBS is the actual text
that is to be digitally signed. For the whole agreement to be tamper-proof, the agreement metadata
with all agreement files needs to be signed. Digital signature clients have limitations on the size of TBS.
It is not possible to sign the actual agreements, since there is a risk that the agreement files are too
large. Therefore cryptographic hash functions are used to reduce the size of the agreement files and
create a representation of it.

For non-advanced signatures, where the agreement contents is not directly tied to the signature, the
above preparation is normally not needed.

Digital signature clients allow us to send two different types of TBS. They are:

* Visible TBS
* Hidden TBS - Swedish BankID only

Visible TBS

TBS text that is exposed to the signatories by the digital signature clients. General information about
the Agreement is supplied to digital signature clients as a visible TBS. As the TBS will be different
between signing clients and also have different localizations it will be saved together with the digital
signature. In cases where hidden TBS is not supported, the visible TBS will contain information that
otherwise would be in the hidden TBS. Where the TBS has length restrictions due to technical reasons,
the hash may be base64 encoded (trailing = characters being omitted) and the hash may be calculated
as if the ordered agreement files were a single file.

Example

I sign: "Employment ACME Inc"
Egreement ID: 2394857302
Date: 26/04/2016

Hidden TBS

TBS text that is hidden from the signatories by the digital signature clients. Agreement content is
reduced to fewer characters using cryptographic hash functions is supplied to digital signature clients
as a hidden TBS. This is currently only supported for Swedish BankID.

Example





Content:

"Contract"
1103 b497 984e 433c 38d4 fdef 775 33ad Ocef 8c@7 9995 5b37 7c8e eddf 66f7 de73

"Codes of conduct"
2c¢f9 688d c483 2085 1112 6120 9001 58b2 ab2e 62b1 afd5 acch ebbb 5134 c7a4 9012

Create Digital Signature

For advanced electronic signatures, the cryptographic signature is created by applying the private key
from an asymmetric key pair on a dataset that previously has been hashed. In this context, the dataset
is the TBS. Different EID providers handles digital signatures in different ways, Signature Methods
describes all methods supported.

For non-advanced signatures, signature creation will vary depending on the method.

Signature Methods

Currently, the following signing methods are supported:

» Swedish BankID (advanced electronic signature)

* Norwegian BankID (advanced electronic signature and authentication)
* Finnish strong identification

* Danish MitID

* Draw Signature

* API Signature

* SMS Signature

* Email Signature with OneTimePassword

* Click Signature

These are described in detail below.

Swedish BankID

Swedish BankID is the largest EID provider in Sweden run by Finansiell ID-Teknik BID AB which is
owned by a number of large swedish banks.





It is a PKI based solution with support for file based tokens as well as smart cards, supported on a
number of platforms for desktop and mobile.

Signature format

The BankID client produces an XML Digital Signature as specified in BankID Signature profile.

Audit log
Each signature transaction provides information used in user interface and audit logging:

» personNr - In the form of a Swedish personal identity number.
* personSurname - Surname in capital letters.

» personGivenName - Given name in capital letters.

* startDate - Date when signing was started.

* signatureMethod - Will be bankid or bankid-otherunit.

* transactionld - Transaction ID from backend system.

* signature - Signature, base64 encoded.

* tbs - Data being signed, base64 encoded.

 tbsHidden - Hidden data being signed, base64 encoded.
How to validate
Validate the signature according to BankID Signature profile.

Output from validation to provide to Signee Validation in Container Format is:

» User attributes of the first certificate of the XML element KeyInfo with ID bidKeyInfo in the
signature.

* Hashed TBS.
» TBS Hash algorithm.

Norwegian BankID - advanced electronic signature

Norwegian BankID is the largest EID provider in Norway run by BankID Norway AS.

It is a PKI based solution that uses a one time password in combination with a personal password,
supported on a number of platforms for desktop and mobile.

Signature format

The BankID client produces a detached PKCS#7/CMS signature as specified in Cryptographic Message





Syntax, where the detached data being signed is the TBS.

Audit log

Each signature provides data for the Agreement Signed specified in Container Format. The data
provided is:

* personNr - Person unique ID, not the Norwegian personal identity number.

* personSurname - Surname.

* personGivenName - Given name.

» personDateOfBirth - Date of birth for the person.

* startDate - Date when signing was started.

* signatureMethod - Will be norbankid-netcentric or norbankid-mobile.

* signatureAction - Will be signature.

* transactionld - Transaction ID from backend system.

* signature - Signature, base64 encoded.

* tbs - Data being signed in the detached PKCS#7 signature, base64 encoded.

How to validate

Validate the signature according to 5.6 Message Signature Verification Process in Cryptographic
Message Syntax.

Output from validation to provide to Signee Validation in Container Format is:

» User Attributes of the signer certificate in the element SignedData certificates in the PKCS #7
signature.

 Hashed TBS

* Hash algorithm

Norwegian BankID - authentication

Authentication based signing is also provided by the means of Norwegian BankID.

Audit log

Each signature provides data for the Agreement Signed specified in Container Format. The data
provided is:

* personNr - Person unique ID, not the Norwegian personal identity number.

* personSurname - Surname.





personGivenName - Given name.

» personDateOfBirth - Date of birth for the person.

startDate - Date when signing was started.

signatureMethod - Will be norbankid-netcentric or norbankid-mobile.

signatureAction - Will be authentication.

* transactionld - Transaction ID from backend system.

How to validate

As an authentication alone does not digitally sign the agreement content, the person details such as
given name, surname and date of birth must be compared with the requested signee.

Finnish strong identification

Strong identification broker services are provided by Telia Finland for banks and mobile operators in
the Finnish Trust Network ("FTN").

Identity format
Telia produces a signed JWT which contains information about the person.

Table 1. Signed Attributes

Attribute Name Attribute Value

urn:oid:1.2.246.21 Social security number / personal identity code /
HeTu - henkil6tunnus

urn:oid:2.16.840.1.113730.3.1.241 Full name

urn:oid:2.5.4.4 Surname

urn:oid:1.2.246.575.1.14 Given name

More information can be found in Telia Tunnistus.

Audit log
Each signature transaction provides information used in user interface and audit logging:

* personNr - Finnish personal identity code.
* personSurname - Surname

* personGivenName - Given name

startDate - Date when signing was started.

signatureMethod - Will be eid-fi.





* transactionld - Transaction ID from backend system.
* signature - Signed JWT (from Telia).
* publicKey - Public key (JWK) for the signed JWT (from Telia).

How to validate

The signed JWT can be verified using the public key.

Danish MitID

Danish MitID signing is utilizing Transaction Signing from Nets eID Broker.

Signature format

The signature flow for Danish MitID is performed as a text followed by end-user authentication, so
there is no signature produced. Thus a signature format does not exist.

Audit log

Each signature provides data for the Agreement Signed specified in Container Format. The data
provided is:

* personNr - Person unique ID, not the Danish personal identity number.

* personName - Full name.

» personDateOfBirth - Date of birth for the person.

* startDate - Date when signing was started.

* signatureMethod - Will be one of: mitid-low, mitid-substantial or mitid-high.

o The method mitid-<LOA> specifies what Level of Assuarance (LOA) that was requested when
initiating the signature.

* signatureAction - Will be authentication.
* transactionld - Transaction ID from backend system.

* tbs - Data that was shown to user before authenticating, base64 encoded.

More information can be found in Danish MitID.

How to validate

Due to the nature of this kind of signature, the signature in itself cannot be machine validated in the
same way as an advanced signature. In case of dispute, contact the EID provider, Nets, to validate the
entries in the audit log.





Draw Signature

The draw signature signing method is an electronic counterpart to traditional handwritten signatures.
Using draw signature, the end user draws a signature on a web canvas. The signing method is not
classified as an advanced electronic signature in that it does not tie the user to the contents signed and
does not identify this signatory. Yet, the method can be suitable in use cases where advanced electronic
signatures are not required.

Signature format

The signature is represented as an SVG/PNG image.

Audit log

Each signature provides data for the Agreement Signed specified in Container Format. The data
provided is:

» personNr - In the form of a swedish personal number.

* personSurname - Surname

* personGivenName - Givenname

* signatureMethod - Will be draw-signature.

* signature - The SVG or PNG image, base64 encoded.

* signatureContentType - The content type of signature eg. image/svg, image/png.

How to validate

Due to the nature of this kind of signature, the signature in itself cannot be machine validated in the
same way as an advanced signature. Also, as the case of traditional handwritten signatures where
there are no formal requirements placed, ocular comparison does not add to trustworthiness.

API Signature

The API Signature is an electronic signature which is done by consuming the web service exposed by
Egreement AB. Using API Signature, the end user signs the agreement by making a request to the web
service. Using this method, user can also send the timestamp of actual time when the sign event took
place. This signing method is not classified as an advanced electronic signature in that it does not tie
the user to the contents signed and does not identify this signatory. Yet, this method can be suitable in
use cases where advanced electronic signatures are not required.

Audit log

Each signature provides data for the Agreement Signed specified in Container Format. The data
provided is:
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» personNr - In the form of a swedish personal number.
* personSurname - Surname

* personGivenName - Givenname

* signatureMethod - Will be api-signature.

* signedOn - Time at which the agreement was actually signed (stated by user)

How to validate

Due to the nature of this kind of signature, the signature in itself cannot be machine validated in the
same way as an advanced signature.

SMS Signature

SMS Signature is an electronic signature created by responding to an SMS with context specific
content. The content of the SMS is One Time Password (OTP), a 6 digits number sent to the registered
mobile no of the signee. The Signee has to submit the OTP in order to sign the agreement. The OTP
Number is generated by TOTP algorithm by hashing the current time along with the agreement
information. OTP can be regenerated and verified by the same logic provided the given time &
agreement information are same.

Audit log

Each signature provides data for the Agreement Signed specified in Container Format. The data
provided is:

* mobile - Mobile no of the signee.

* timestamp - Date when signing was started.

* agreementName - Name of the agreeement.

* signatureMethod - Will be sms-signature.

OTP - One Time Password.

How to validate

One Time Password (OTP) can be verified using the following algorithm from the attributes
(agreementName, mobile, timestamp).

HASHLG : Use SHA-256 algorithm to generate hash of the given input.
* hash (array): HASHLG( agreementName + mobile + timestamp)

* random (function): hash[ ${param1} ] & ${param2} << ${param3}

otp : Follow the below steps to generate OTP from the hash.
o offset = random(hash.length - 1, 15, 0)
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o binary = random(offset, 127, 24) | random(offset + 1, 255, 16) | random(offset + 2, 255, 8) |
random(offset + 3, 255, 0)

o otp = binary % 1000000
o If the output is less than 6 digits, add the remaining digits as '0' in prefix.

* Now verify the ${otp} generated against the OTP that you can find in the auditLog.json.

Email Signature with OneTimePassword

Email signature with OneTimePassword is an electronic signature created by One Time Password(OTP)
based email service. The content of the Email is One Time Password (OTP), a 6 digits number sent to
the registered email address of the signee. The Signee has to submit the OTP in order to sign the
agreement. The OTP Number is generated by TOTP algorithm by hashing the current time along with
the agreement information. OTP can be regenerated and verified by the same logic, provided the given
time & agreement information are same.

Audit log

Each signature provides data for the Agreement Signed specified in Container Format. The data
provided is:

» email - Email address of the signee.

* timestamp - Date when signing was started.

* agreementName - Name of the agreeement.

* signatureMethod - Will be email-signature.

OTP - One Time Password.

How to validate

One Time Password (OTP) can be verified using the following algorithm from the attributes
(agreementName, email, timestamp).

HASHLG : Use SHA-256 algorithm to generate hash of the given input.

hash (array): HASHLG( agreementName + email + timestamp)

random (function): hash[ ${param1} ] & ${param2} << ${param3}

otp : Follow the below steps to generate OTP from the hash.
o offset = random(hash.length - 1, 15, 0)

o binary = random(offset, 127, 24) | random(offset + 1, 255, 16) | random(offset + 2, 255, 8) |
random(offset + 3, 255, 0)

o otp = binary % 1000000

o If the output is less than 6 digits, add the remaining digits as '0' in prefix.
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* Now verify the ${otp} generated against the OTP that you can find in the auditLog.json.

Click Signature

Click signature is an electronic signature created by using a personalized link. The personalized link
can be shared by email or directly in an integrated application. When the signee visits the link, it will
take him to the agreement review page where he can click the sign button to sign the agreement.

Audit log

Each signature provides data for the Agreement Signed specified in Container Format. The data
provided is:

* email - Email address of the signee.
* timestamp - Date when signing was started.

* signatureMethod - Will be click-signature.

How to validate

Due to the nature of this signature , we can’t validate the authenticity of the signature. Signatories has
to keep the link secret.

Reference documentation

Document name Description

Overview Gives an overview of the Egreement agreement
function and links to the other documents.

Container Format Describes the details of how agreement
information is stored within the container PDF.

Signing Describes how Egreement handles the signature
process.

Validation Describes how to validate a container. Makes
references to other documents for validation
details.

BankidValidation Signature Profile for BankID, v2.3

Telia Tunnistus Telia Tunnistus - Integration guide to

identification broker service, v1.8
Nets eID Broker Technical reference for service providers, v1.2.3

Cryptographic Message Syntax https://www.ietf.org/rfc/rfc2630

13



https://www.ietf.org/rfc/rfc2630



		Signing

		Table of Contents

		Purpose

		Overview

		System

		Hardware

		Software



		Electronic Signatures

		Cryptography

		Cryptographic Hash Functions

		Asymmetric Encryption

		Digital Signatures



		Signing

		Create text representation

		Visible TBS

		Example



		Hidden TBS

		Example





		Create Digital Signature



		Signature Methods

		Swedish BankID

		Signature format

		Audit log

		How to validate



		Norwegian BankID - advanced electronic signature

		Signature format

		Audit log

		How to validate



		Norwegian BankID - authentication

		Audit log

		How to validate



		Finnish strong identification

		Identity format

		Audit log

		How to validate



		Danish MitID

		Signature format

		Audit log

		How to validate



		Draw Signature

		Signature format

		Audit log

		How to validate



		API Signature

		Audit log

		How to validate



		SMS Signature

		Audit log

		How to validate



		Email Signature with OneTimePassword

		Audit log

		How to validate



		Click Signature

		Audit log

		How to validate





		Reference documentation




Validation

Egreement AB

Version 3.0-140-g352c2dd, 2022-12-01





Table of Contents

PULPOS . . o e
L0 A=) o7 o)
Container Valldation ... ....ouuuut ettt e e
Agreement CONEEIT . ... ...ttt e e et et e e e e ettt et
R TaCIN g S N atUTE S DS, ot ettt ettt e ettt e e et e e et e e e e

Audit Log Validation PrOCESS . . ..ottt ettt ettt e et e et it

23 ) =) 4 (o <1





Purpose

Agreements might need validation in case of disputes where one or more contracting parties renounce
that he or she intentionally signed the agreement. Since an agreement e-signed using Egreement’s
service is self-contained, tamper-proof and legally binding, validating the agreement can be enough to
settle legal disputes. This document describes all the steps needed to validate the agreement.

Overview

Validating an agreement is quite a complicated process requiring technical skills or software. The
agreement is stored as a PDF container where any proof of the validity of the agreement is contained
inside the actual container. The process spans from controlling the actual agreement content to
validating the Public Key Infrastructure (PKI) signature status.

The parts that should be validated and covered by this and other references documents are:

e Container validation
* Agreement content

* Retracing signature steps

Container Validation

Verify that the container is an agreement PDF container. See the "Container Content" chapter in
Container Format.

Agreement Content

Read and validate all parts of the agreement attached to the container. See "PDF Container" Container
Format how to locate all files of the agreement.

Retracing Signature Steps

The audit log is a list of entries holding all actions associated with the agreement, from creating the
agreement to the last signee signing the agreement. The list is sorted by the time each action was
logged.

Audit Log Validation Process

Validate each audit entry in the log according to the "How to validate" section of each specific audit
entry type chapter. The audit entry types are described in detail in Container Format, where each





entry type is described in a separate chapter.

If validation of one step fails or if the audit entry does not exist in Container Format, the agreement is
considered invalid.

If validation of an entry fails, it is important to analyze why before the agreement is discarded. It is
important to establish if the agreement is considered invalid because someone has tampered with it, or
if there are errors in the tools or in the documentation?

References

Document name Description

Overview Gives an overview of the Egreement agreement
function and links to the other documents.

Container Format Describes the details of how agreement
information is stored within the container PDF.

Signing Describes how Egreement handles the signature
process.

Validation Describes how to validate a container. Makes
references to other documents for validation
details.

BankidValidation Signature Profile for BankID, v2.3

Telia Tunnistus Telia Tunnistus - Integration guide to

identification broker service, v1.8
Nets eID Broker Technical reference for service providers, v1.2.3

Cryptographic Message Syntax https://www.ietf.org/rfc/rfc2630



https://www.ietf.org/rfc/rfc2630
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Purpose

Agreements might need validation in case of disputes where one or more contracting parties renounce
that he or she intentionally signed the agreement. Since an agreement e-signed using Egreement’s
service is self-contained, tamper-proof and legally binding, validating the agreement can be enough to
settle legal disputes. This document describes all the steps needed to validate the agreement.

Overview

Validating an agreement is quite a complicated process requiring technical skills or software. The
agreement is stored as a PDF container where any proof of the validity of the agreement is contained
inside the actual container. The process spans from controlling the actual agreement content to
validating the Public Key Infrastructure (PKI) signature status.

The parts that should be validated and covered by this and other references documents are:

e Container validation
* Agreement content

* Retracing signature steps

Container Validation

Verify that the container is an agreement PDF container. See the "Container Content" chapter in
Container Format.

Agreement Content

Read and validate all parts of the agreement attached to the container. See "PDF Container" Container
Format how to locate all files of the agreement.

Retracing Signature Steps

The audit log is a list of entries holding all actions associated with the agreement, from creating the
agreement to the last signee signing the agreement. The list is sorted by the time each action was
logged.

Audit Log Validation Process

Validate each audit entry in the log according to the "How to validate" section of each specific audit
entry type chapter. The audit entry types are described in detail in Container Format, where each





entry type is described in a separate chapter.

If validation of one step fails or if the audit entry does not exist in Container Format, the agreement is
considered invalid.

If validation of an entry fails, it is important to analyze why before the agreement is discarded. It is
important to establish if the agreement is considered invalid because someone has tampered with it, or
if there are errors in the tools or in the documentation?

References

Document name Description

Overview Gives an overview of the Egreement agreement
function and links to the other documents.

Container Format Describes the details of how agreement
information is stored within the container PDF.

Signing Describes how Egreement handles the signature
process.

Validation Describes how to validate a container. Makes
references to other documents for validation
details.

BankidValidation Signature Profile for BankID, v2.3

Telia Tunnistus Telia Tunnistus - Integration guide to

identification broker service, v1.8
Nets eID Broker Technical reference for service providers, v1.2.3
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Purpose

This document gives an introduction to the collection of reference documentation added to each
agreement signed using Egreement’s service. In case of agreement disputes, this documents and its
referrals should be used as a handbook on how to verify agreements.

Overview

Agreement and workflow basics are introduced in this document in order to be able to understand the
reference documentation.

Glossary

Term Description

Agreement File Attachment to the agreement, for example an
uploaded PDF, image, or free text, entered by
agreement creator.

Agreement Creator User who creates the initial agreement and add
contracting parties.

API Application Programming interface

Audit Log The log of events associated with each agreement.

CMS Cryptographic Message Syntax

Container The file which holds the agreement including all

metadata such as audit log, documentation,
verification, Etc.

Contracting Party User who is to sign an agreement.

Egreement The company providing the agreement signing
service. Egreement AB,
https://www.egreement.com

EID Electronic identity such as a certificate or online
identity of some kind.

Hash A cryptographic hash, see Signing
JSON JavaScript Object Notation

NTP Network Time Protocol

OCSP Online Certificate Status Protocol
PKCS Public Key Cryptography Standards



https://www.egreement.com



Term Description

PKI Public Key Infrastructure
PDF Portable Document Format from Adobe Systems
Signee When a contracting party has signed an

agreement, the party becomes a signee.

TBS To Be Signed. A textual representation of an
agreement.
Verification Page(s) appended to the end of the visible part of

the agreement, summarizing agreement
information, including a timeline.

XML Extensible Markup Language

Agreement Basics

An agreement has a number of artifacts that together form an agreement:

@greement

Agreement Name

Agreement ID

Agreement files Audit log

Attachment-1 Created
Attachment-2 User 1 viewed
Attachment-3 User 1 signed

User 2 viewed

User 2 signed

Figure 1. Agreement content

* Agreement name chosen by Agreement Creator.
* Agreement ID automatically generated by Egreement’s system.
* Files of different formats, such as text or images, that form the contractual part of the agreement.

* Audit log, created by the Egreement system, keeping records of all major events that have taken





place in the process of concluding the agreement.

» Reference documentation on how Egreement manages agreement creation, signing and conclusion.
This very document is the introduction and first part of the reference documentation.

Version Properties

The following properties apply for the current version of the agreement implementation:

» Agreement File hash algorithm: SHA-256
» Agreement File hash encoding: Hex string
 Reference documents:

o Overview

o Container Format

o Signing

o Validation

Workflow

The Egreement workflow contains a number of stages.

Create agreement - Start
Add agreement files - Upload attachments
Add contracting parties - Add people who are to sign the agreement

Signature creation - All contracting parties sign the agreement

S

Download - Agreement can be downloaded (optional)

Agreement Creation

When an agreement is to be created, the user chooses a name for the agreement and an ID is
automatically generated.

Agreement Files

An agreement file is a part of the agreement. The file can be of any format. If the file format can be
presented by the Egreement software, a visual representation will be shown to the contracting parties.





Contracting Parties

After the agreement has been set up, all contracting parties who should sign the agreement are added.

Signature Creation

The user should always sign the complete agreement including all attached files. Metadata which will
serve as proof of user consent to the agreement will be automatically added by the system, making the
agreement tamper-proof and self-contained. Each signee can choose from a set of signature methods.
The actual signature creation is handled differently depending on signing method.

In the signature workflow, a number of signees can individually sign the same agreement. The
aggregated signature result will be added to the agreement as proof of the agreement’s validity. Signing
is described in detail in Signing.

After the last signee has signed, the agreement will be concluded and therefore the process and
agreement files will be closed.

Download

It is possible to download an agreement from the system to store it offline. The downloaded agreement
is tamper-proof, as all parts of the agreement, including main file, attachments and all other artifacts,
are tied to every individual signee. Since this downloaded agreement is more than just a document, it
is referred to as a Container.

Egreement currently supports PDF as container-format which is described more in detail in Container
Format.

Logging
All actions associated with the agreement are stored in the audit log.
Dispute

In case of dispute about a signed agreement where the different signees disagree, the Validation
document describes the process how to verify the agreement’s validty.

Reference Documentation

Document name Description

Overview Gives an overview of the Egreement agreement
function and links to the other documents.





Document name

Container Format

Signing

Validation

BankidValidation

Telia Tunnistus

Nets eID Broker

Cryptographic Message Syntax

Description

Describes the details of how agreement
information is stored within the container PDF.

Describes how Egreement handles the signature
process.

Describes how to validate a container. Makes
references to other documents for validation
details.

Signature Profile for BankID, v2.3

Telia Tunnistus - Integration guide to
identification broker service, v1.8

Technical reference for service providers, v1.2.3

https://www.ietf.org/rfc/rfc2630



https://www.ietf.org/rfc/rfc2630
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